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MoaeAb nudpoBbIX HABBIKOB Ku0ep0Oe3onacHOCTHU

IIpepaucaoBue

KHura copAep>XxuT aHaAu3 METOAMYECKUX OCHOB K1Oep0e30macHOCTU C LieAbO
omnpeAeAeHMsI TpeOOBaHMII K Y4eOHBIM IIPOrpaMMaM AASI IOATOTOBKY COOTBETCTBY-
IOLIMX TPOQeCCHOHaABHBIX KaApOB. Knbepbe3onacHOCTb B KHUTe pacCMaTpUBAETCsI
C TpeX TOYEeK 3peHMUsI:

BO-TIEPBBIX, KaK 00AACTb AEITEABHOCTH, KOTOPAs ONMCHIBAETCS Ha S3bIKE HaBBI-
KOB, POA€Y, KOMIIETEHLINIT, TIPOUAEIT C UCIIOAb30BaHIEM COBPEMEHHBIX MEXXAYHa-
POAHBIX CTAHAQPTOB AAS X OTIPEAEAEHUS,

BO-BTOPBIX, KaK OOIIVpPHeIIIasi HayYHO-TIPUKAAAHAsi 00AaCTbh 3HAHUI U TEXHO-
AOTUI, KOTOPasl IIPEACTABASIETCSI B BUAE MOAEA€EN BEpXHErO YPOBHS, T.e. apXUTEK-
TYPHBIX MOAEA€I VAV TAKCOHOMMIA, @ TaK>Ke CTAaHAQPTM30BAHHBIM CBOAOM 3HAHMIA
(CyBOK) u cucteMoi1 CTaHAQpPTOB,

B-TPeThUX, KaK 00AaCTh 00pa3oBaHMsI, OpPUEHTUPOBAHHAS Ha MOATOTOBKY IIPO-
(beccroHaAbHBIX KAAPOB II0 KMOep0Oe30IacHOCTH, IPeACTaBAsIEMAsl TAKVMMU CYIIHO-
CTSIMU, KaK CTAaHAQPTU30BaHHbIE YU1eOHO-METOANYECKIIE MaTEPUAABI UAY KYPPUKY-
AyMbI, 00pa3oBaTeAbHbIE IPOTPAMMBI, pe3yAbTaThbl 00y4yeHus (outcomes).

B aT011 cucTeMe MOHATUIT HAaBBIKYM MMEIOT HEOCIIOPUMBIN IPUOPUTET KaK I'AaBHas
1LleAb, KOTOPYIO TpeOyeTcsl AOCTUYD, 2 MIMEHHO, LJeAb IIOATOTOBKM C IIOMOILBIO CU-
cTeMbl 00pa3oBaHMsI BOCTPEOOBAHHBIX HABBIKOB. B AaHHOI MeTOAMYeCKOi paboTe
MPEACTaBUTEASIMI HaBBIKOB SIBASIIOTCSI CTAHAQPTBI MX OIpeAEeAsollle, a MIMEHHO,
cTaHAapThl SFIA, KOTOpBIM OTAQETCS NMPEANIOUTEHME, KaK HarlboAee TIPOABUHYTHIM
B aT0I1 cepe.

OAHUM 13 Pe3yAbTAaTOB KHUTU SIBASIETCSI QHAAM3 COBPEMEHHBIX MEeTOANYECKUX
VIHCTPYMEHTOB CHCTEMbBI 00pa3oBaHus (CTAHAAPTOB KYPPUKYAYMOB 1 COOTBETCTBY-
IOLMX UM Pe3YABTATOB O0y4Y€eHUsI MAM OUtCOmes) C L{EAbIO BBISIBAEHMUSI IIOAHOTBI X
COOTBETCTBMSI TPeOOBaHMAM HaBBIKOB IT0 K1bepOe3onacHOCTU. AHaAU3 COCTOSIA B
CpaBHEHMM Ha CMBICAOBOM YPOBHE COAEp)KaHMsI HAaBBIKOB C pe3yAbTaTamMu oOyue-
HUS CYIeCTBYIOLMX KYPPUKYAYMOB. [Ipy 3TOM AASI IOAHOTBI OLEHKM pPe3yAbTaTOB
CpaBHEHUS 3TUX CYIIHOCTEN aHAAU3 OCYLIECTBASIACS B KOHTEKCTE HEKOTOPOU MaK-
CUMAABHO TIOAHOV apXUTEKTYPHOI MOAEAU K1OepOe30macHOCTY, TPEACTaBASIOLIEN
COBpEMEHHOE MPOCTPAHCTBO 3HAHMI Y TEXHOAOTMIT 00AACTH.

OCHOBHBIM UTOTOM PabOThl aBTOPCKOTO KOAAEKTMBA SIBASIETCSI pa3paboTka Mo-
AEAU HaBBIKOB AASI 00AacTu KubepbesomacHOCTU (MHPOPMALIMOHHON Oe30macHo-
CTY), BKAIOYAIOIEN apXUTEKTYPY CUCTEMBI BOCTpeOOBaHHBIX AAsI Kubepbesomac-
HOCTYM HAaBBIKOB U CTPYKTYPUPOBaHHOTo omucaHust (0koro 300) Takux HaBBIKOB
BMeCTe C ONMCAHVEM COOTBETCTBYIOIMX MM 3HAHUI U YMEHMIT, HEOOXOAVIMBIX AASI
9 PeXTUBHON peasr3aly HaBbIKOB B IIPAKTUYECKON AESTEAPHOCTM.

KHura opreHTMpOBaHa Ha BCeX MHTEPECYIOIMXCS BOIIPOCaMM PO EeCCHOHAAD-
HOJ1 IOATOTOBKM KaAPOB IO KOep0e30MmacHOCTH, a TAK)Ke METOAMYECKMMHU aCIeK-
tamu cuctembl VIT-o6pasoBanusi.
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Cyxomaun B.A., Beaskosa O.C., Kaumuna A.C., [lorsuckas M.C., Pycanos A.A.

1. BBepenue

B nmocaeaHMe TOABI AOMMHMPYIOIYIO POAb B CHCTEME KaAPOBOTO MEHEAXXMEHTA
urpaeT KoHuemnuus HaBbIKOB (skills). [ToA HABBIKOM B Hel MOHMMAETCS] KOMIIAEKC
XapaKTEPUCTUK VICIIOAHUTEAS CIIeLUPUUECKON YaCTH IPOV3BOACTBEHHO AESITEAD-
HOCTU, HEOOXOAUMBIN AAST 9P PEKTUBHOTO BBIIIOAHEHMSI COOTBETCTBYIOLIE PabOThI
Ha KOHKPETHOM paboyeM MecTe, 6Aaropapsi TOMy, 4TO TaKO¥l MICTIOAHUTEAb 00AaAa-
€T He0OXOAVMMBIMY 3HAHMSIMY, HOY-Xay, YMEHUSIMHU, OTIBITOM, COLIMAaABHO-AMYHOCT-
HBIMU KayecTBaMu [1].

AnmnapaT HaBbIKOB II03BOASIET CTPYKTYPUPOBATh OIMCaHye MPOdeCCOHAABHBIX
TpebOBaHMIT K BBIITOAHEHUIO ITPOU3BOACTBEHHON AESTEABHOCTHM, ONICAB MX B BUAE
Ha0OPOB HAaBBIKOB-TPEeOOBAHMIL, KaKABII 13 KOTOPBIX COOTBETCTBYET HEKOTOPO-
My TUIIOBOMY (GparMeHTy 9TOlI AesiTeAbHOCTU (akTuBHOCTM). Takum obpasom
O61bAMOTEKA OMMCAHMII TUITOBBIX/CTAHAQPTU30BAHHBIX HABBIKOB MOJKET MCIIOAB-
30BaTbCs AAS CrieMUKaLMU POAe/TIOAPOAeN/TIpodriA€el/ AOAXKHOCTEN Ha KOH-
KpeTHOM pabouyeM MecTe B BUAE HAOOPOB CTAHAQPTHBIX HABBIKOB. DTU HaOOPBI Ha-
3bIBAIOT MPOPUASIMY, COIYTCTBYIOIVIMYU POASIM/TIOAPOASIM.

[Tepea TeMm Kak BBECTU ONPEAEAEHMSI OCHOBHBIX MOHSTUI, A€XKAIMX B OCHOBE
paccMaTpuBaeMON TeMBI, TOSICHUM STH TIOHSATHSI HA IPUMeEpe.

HauHeM ¢ MOHATKS HaBbIKA, CTABILETO 32 ITOCAEAHVE TOABI LIEHTPAABHBIM U
Ype3BBIYAITHO MMOMYASIPHBIM MIOHATEM B Chepe KAAPOBOIO MEHEAKMEHTA.

B oTeuecTBEHHOJ IeAArorMyecKoll MpakTHUKe M0A HAaBBIKOM OOBIYHO MOHMMA-
AOChb AOBEAEHHOE, IO CYIECTBY, AO aBTOMAaTM3Ma YMeHIE BBIIIOAHITH Kakue-AnOo
AEVICTBUS MAU TIPOU3BOACTBEHHbBIE Onepalnn. B AaHHOM MaTepuaAe HaBbIK — 3TO
He COBCEM YAQUHBIN, HO 3aKPENMBIIUIICS B OTE€YECTBEHHOI AUTEPATYPE, IEPEBOA C
aHrauiickoro tepmuHa skill. B anramiickom e s3pike caoBo skill B mepsyio ouepeab
ACCOLIMMPYETCS C TAKMMU MOHATUSIMU KaK MCKYCCTBO, MacTepPCTBO, IMpodeccroHa-
AUBM, TIpeArioAaraminye 3G peKTrBHOE BhIIIOAHEHIIE HEKOTOPOU MPAKTUYECKOI Ae-
areapHocTU. Tawke skills TpakTyloTcs kak HesiBHbIe 3HaHUA (tacit knowledge) nan
«HOYy-xay» [2].

OueBUAHO, 4TO TpodeccroHaAK3M U 3P PEKTUBHOCTD B IIPOM3BOACTBEHHOI Ae-
SITEABHOCTM ITOAPA3yMeBAIOT FAyOOKO€e IOHMMaHME €€ CYTH, TO €CTb BAAAEHME OIIpe-
AEAEHHBIMU 3HaHMEBBIMM OCHOBaMU. Takasi TPaKTOBKA MPEACTABASIETCSI 0COOEHHO
YMECTHOI1, KOTAQ pedb MAET O MPOPEeCCUsIX AU POASIX, CBSI3aHHBIX CO C(epoil BbI-
COKMX TEXHOAOTUI, TA€ 3HAHUS SIBASIIOTCSI KAIOYUEBBIM 9A€MEHTOM KOMIIETEHTHOCTY
VICTIOAHUTEASL.

PaccMaTpuBasi MOHATME HAaBbIKA C TAKOM TOYKY 3PEHMSI, MOXKHO OTIPEAEAUTD CA€-
AyIOII/ie ero XxapakTepHble 0cobeHHOCTU. Ha mepeAHMiT MAaH CEMaHTUKM 3TOTO I10-
HSTHS BBIXOAST LieA€BbI€ VIAY OTlepallIOHHbIE AeVCTBUS (QyHKUMM), GYHAAMEHTOM
1l KAIOUEBBIM DAEMEHTOM AASI KOTOPBIX CAY>KaT COOTBETCTBYOLIME 0a30Bble 3HAHMS,
6




Moderp yugpoBvix HABLIKOB KILOEpOE30NACHOCHY

HeoOxoAVMBIe AAsE 3D PeKTUBHOM peaan3anuy GpyHKLIMOHAABHOCTHM HaBbIKa. Taioke
SICHO, 4TO 3 PEeKTUBHOCTb MPUMEHEHUS HaBbIKa (POAM) MOXKET ObITh OOecrevyeHa
TOABKO B TOM CAy4ae, €CAM HaBBbIK HEITOCPEACTBEHHO CBsI3aH C KOHKPETHBIM pabo-
YYIM MECTOM - KOHKPETHOII AeSITEABHOCTbIO, BBIIIOAHSIEMOJ B KOHKPETHOM MECTE, B
KOHKpETHO€ BpeMsl, B KOHKPETHOM IIPOV3BOACTBEHHOM KOHTEKCTE (AASI KPaTKOCTY
OyAeM HasbIBaTh TAKYIO MPUBSI3KY HaBbIKa CBSI3bI0 C KOHTEKCTOM paboyero Mecra).
VIMEHHO ¢ KOHTEKCTOM paboyero MecTta CBsI3aHbI AOTIOAHUTEAbHblE OTpaHUYEHUS
1 TpebOBaHMs K HaBbIKY, KaK NPaBMAO, HEQYHKIIOHAAbHbIE, Ha3bIBa€MbIE AAAEE
acmeKTaMu, KOTOpbIe MOSICHUM HIDKe.

TakyM 006pasoMm, 13 BBILIENIPUBEAEHHBIX PACCY>KAEHUI CAEAYET, UTO HaBBIK, KaK
MIOHSITIE, SIBASIETCSI CAOXKHOM COCTABHOI U, YTO OCOOEHHO Ba)KHO, AMHAMUYECKOM
CYIHOCTbIO, CBSI3aHHOII C )KM3HEHHBIM LIMKAOM KOHKPETHOTO paboyero Mecra.

OAHAaKO U B IPEAAOKEHHOI TPAKTOBKE IOHATIE HABBIKA VICIIOAB3YETCS B pas-
AVIYHBIX CMbICAaX. B Y3KOM CMbICA€ TIOA HaBBIKOM MOXKET IIOHMMAThCS Ipodeccu-
OHaAbHOE BAAA€HMeE KaKOM-AMOO KOHKpEeTHOM TexHoaorueil. Hampumep, MOXXHO
TOBOPUTb O HaBbIKe «UCIIOAb30BaHMSI KOHKPETHOTO $I3bIKa NPOrpaMMMPOBAHUS
Ha YpOBHe IPOABMHYTOTO MOAb30BaTeAsi». COBOKYITHOCTb TaKOTO POAA HABBIKOB
MOXXeT 00bEAMHSTBCSI B HEKOTOPBIE KAACChI HAaBBIKOB, KOTOpbIE TaK)Ke MOTYT Ha-
3bIBaTbCS HaBbIKaMM. HanprmMep, MO>KHO roBopuTh 06 00X HaBBIKAX, KaK yMe-
HUSIX NPUMEHSTh Ha paboyeM MecCTe IIMPOKO MCIIOAb3yeMble MHCTPYMEHTAAbHbIE
CPeACTBA, Takue KakK, 0OpUCHbIE TEXHOAOT UM, Opay3epbl M CEPBUCHI CETU UHTEPHET,
CPeACTBA AOKYMEHTMPOBAHNS, MECCEHAXKEPBI AAST B3aVIMOAEVICTBUS C KOAAETAMU U
KAVMEHTaMU U AP., TO €CTb MHCTPYMEHTBI, OIIPEAEASIIOLIe YPOBEHb MHPOPMALIIOH-
HOW IPaMOTHOCTY COBPEMEHHOTO paboTHuKa [3].

B 111MpoKOM CMBICA€E 3TOTO MOHATHS TIOA HABBIKOM ITOHMMAETCs TPOGEeCCHOHAADB-
HBIV IIOPTPET CIEeLMAANCTa HA KOHKPETHOI pabouelt Mo3uLny, T.e. B TAKOM CMbICAE
HaBBIK MO>KET COOTBETCTBOBATH BBIIIOAHSIEMOI UM POAU/TIOAPOAM.
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KoHLlenTyaAbHYI0 MOAEAD IPYMEHEHN) MIOHATYA HaBblKa MOXKHO MOSICHUTD C I10-
MOMUIbIO CACAYIOLLel TUIIMYHOM CUTYaluu, UAAIOCTpupyemolt Ha Puc.1.1:
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Puc. 1.1. Ilpumep ncrioab30BaHusI 6a30BBIX MOHITUI KOHLIEMLIMY HABBIKOB.

- IlycTb MMeeTCst HEKOTOpasl TEXHOAOTMYEeCKast NAaTdhOpPMa, COCTOSIAS U3 Ha-
60pa GYHKIMOHAABHBIX KOMIIOHEHT U MTPEAOCTABASIION[ASI HAOOP CEPBUCOB AAS
CBOMX IIOAb30BaTeAEI.

- Ha ocHoBe aT011 nAaTdopMBbl peaansyeTcsi HEKOTOpasi IPOM3BOACTBEHHAS Ae-
SATEABHOCTD [0 peaAU3aliuy, HallpuMep, HEKOTOPOro MPOEKTa.

- KakApliT y9aCTHUK 3TOI AESITEABPHOCTY (MCIIOAHUTEAD TIPOEKTa) BBIIIOAHSIET
OAHY VIAY HECKOABKO POAeIi.

- Kaxxpas poAb MOKET CTPYKTYPMPOBATBCA U TOAPA3AEAATHCSA Ha IOAPOAML.

- B paMKax KaXXAO¥ POAM/IIOAPOAM OCYIECTBASIETCS OAHA VA HECKOABKO aK-
TUBHOCTEI/AECTBUIT (YacTh MPOUSBOACTBEHHO AEATEABHOCTHU), CBSI3AHHBIX C
peaausanyein MpoeKTa.

- Kaxxpast akTUBHOCTD MPEACTABAsIET COOOM pellleHne OAHOM MAU HECKOABKUX
32Aa4 MPOLIECCOB >KM3HEHHOTO LIMKAA IPOEKTa, TPY BBIMOAHEHUY KOTOPBIX MCIIOAD-
3yI0TCsI QYHKLMOHAABHBIE KOMIIOHEHTBI U CEPBUCHI ICXOAHOM MAAT(GOPMBL

- BeimoAHeHMe POAM/TIOAPOAU TPOUCXOAUT HE TOABKO B COOTBETCTBUU C AATO-
PUTMaMU U IPOLieAYPaMU, PeaAU3YOLIVIMY X LieAeBble OIlepaLyy, HO I B COOTBET-
CTBUY C He(YHKIMIOHAABHBIMY TPE0OOBAHUSIMU VAU ACTIEKTaMU IIPOEKTA, KOTO-
pble MOTYT MIPUMEHSTHCS K OTAEABHBIM POASIM/TIOAPOASIM UAU K X COBOKYITHOCTSIM,
a TaKKe K MCIOAb30BaHMIO (QYHKLIMOHAABHBIX KOMIIOHEHT naardopmsl. [Tpumepa-
MI TaKUX aCIeKTOB MOTYT ObITb CIleljiaAbHble TpeOOBaHMs 10 MHGOPMALIMOHHO
8
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0€e30MacHOCTY, CAEAOBAHUIO OTKPBITBIM CTAaHAAPTaM, IO 00ECIIeYeHNI0 3aAaHHOTO
YPOBHsI KaueCTBA Pe3yAbTATOB IPOEKTA, K MHTEPOIIepabeAbHOCTM CO3AABAEMBIX B
paMKax IpoeKTa MPUAOKEHU, & TAK)Ke TPeOOBaHMSI K AMMHOCTHBIM KauyecTBaM VC-
HOAHUTEAEN pOAeli, PUHAHCOBBIM YCAOBMSIM PAOOTBHI U T.II.

Aaaee B TeKCTe IOA HaBBIKOM (B LIMPOKOM CMBICAE) OyA€M MOHMMATh Crieudu-
Kal[i0 HEKOTOPOM POAM/IIOAPOAM, BBIITOAHSIEMO MCIIOAHUTEAEM B paMKaxX OCy-
1[eCTBASIEMOJT ITPOV3BOACTBEHHOII AESITEABHOCTY Ha CBoeM paboueM MecTe. SICHO,
YTO TAKOJ HABBIK MOXXeT (HOPMMPOBATHCS HA OCHOBE COBOKYITHOCTM KOHKPETHBIX
HaBBIKOB (T.e. HABBIKOB B Y3KOM CMbICA€). AaAee 113 KOHTEKCTa AOA’KHO CA€AOBATb,
0 KaKOM TUIIe HaBbIKa TOBOPUTCSI B KOHKpeTHOM MecTe. OAHAKoO, 4TOOBI He Iepe-
IPY>KaTbh TEKCT OAM3KMMU MTOHATUSIMY, BMECTO HAaBBIKA B Y3KOM CMBICA€ OYAET TaK-
Ke VICIIOAb30BaTbCsI MTOHSTVE KOMIIETEHIIUSA, KaK HEKOTOpoe KBaAK(]UKaLMIOHHOe
TpeboBaHMe, KOTOPOE CTAAO TPUBBIYHBIM AASI IIEPCOHAAQ, PAbOTAOLIEro C Kaapa-
mu. Hanipumep, BMeCTO HaBbIKA «OIBIT UCIIOAb30BAHUS SI3bIKA TIPOrPAMMUPOBAHMS
C++ Ha ypOBHe 3KCIIepTa CO 3HaHMEM OMOAMOTEK AASI 3aAaU MAIIMHHOTO OOyue-
HUS», OYA€M FOBOPUTD O KOMIIETEHLIMY «OIIbIT UCIIOAb30BAHMSI SI3bIKA TIPOrPAMMMU-
poBaHusi C++ Ha YpOBHe 9KCIIEpTa CO 3HaHUEM OMOAMOTEK AASL 3aAa4Y MAIUIVHHOTO
o0y4yenusi». Takasi TpakTOBKa MOHSATUSI KOMIIETEHLMM B MPUHLIAIIE COTAACYeTCs C
OIlpeAeAeHeM TOTO MOHATHUS U3 IMPOKO LIUTUPYeMOro AoOKyMeHTa «EBpormnerickas
pamka kBaauduxauin» [4]: «KommereH1ms - mpoBepeHHasi CIOCOOHOCTD MCIIOAB-
30BaTh 3HAHUS, YMEHVS/HABBIKM U AMYHOCTHDIE, COLIMAABHBIE 1/MAY METOAOAOTU-
YyecKie CIIoCOOHOCTY, B paboyeil MAM y4eOHOM CUTyaLuy U B PO ECCOHAABHOM U
AVYHOCTHOM Pa3BUTUM».

Kax oTrMedaAoch, HaBBIK MPEACTABASIETCS CAOXKHOI CYLIHOCTBIO, aAeKBaTHOE
OIMCaHyie KOTOPOIT SIBASIETCST HEMPOCTOM 3apadeil. OAHAKO, 3Ty 3aAa4y MOXKHO 00-
A€ryuTh, pa3bMB OMMCaHNe HAaBbIKA HAa ABA 9Ta)kKa MO MPUHLVUITY BEPIIKM-KOPELIKN.
A ¥IMeHHO, Ha BEpXHEM YPOBHE ONMCBHIBATh (PYHKIIVMOHAABHOCTD HaBBIKA, @ HA HVDK-
HeM YPOBHe - €r0 IPUBsI3KY K KOHTEKCTY pabouero Mecra.

OmnucaHue 4aCT HaBbIKa BEPXHETO YPOBHsI OYAeM Ha3bIBaTh a0CTPAKTHBIM Ha-
BBIKOM, a OI/CaHVe HYDKHETO YPOBHS — KOHKpeTH3auueil HaBbIKa VAV OIVCAHM-
eM KOHTEeKCTa paboyero mecra.

ITpu cocraBAeHMYM omycaHus QYHKLMOHAABHON YaCTM HaBbIKA MOTYT MCIIOAB-
30BaTbhCsl B KayeCTBe IIA0AOHOB y)Xe TOTOBBbIE PelLIeHNsI B BUAE PEKOMEHAALMIT 1
CTaHAAPTOB, ONIPEAEASIONVX podeccuy/KBaAnbUKaly/KOMIIETEHIIMN. 3AeCh ITOA
KBaAudukanueii (B chepe Tpyaa) MOHMMAETCS CIIOCOOHOCTh PAOOTHMKA BBIITOA-
HSTb KOHKPETHbIE 3aAQ4M U 00513aHHOCTHM B paMKaX KOHKPETHO! paboThl, XapakTe-
pusyeMasi AByMs IlapaMeTpaMy: ypOBHEM KBaAuduKauuy (mokasaTeaeM CAOXKHO-
cTy, 00beMa pelraeMoit 3aAa4, YpOBHEM OTBETCTBEHHOCTHU) U KBAaAMDUKALMOHHON
crieguasusayuen [5].

Ha npaxTuke AAsSL KOHKPETHOTO pabo4yero Mecta MOXKeT IOTPebOBaThCs CreL-
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AANCT, BAAAEIOLINIT OOAEe YEM OAHUM U3 yXKe OIIPeAEAEHHBIX HABBIKOB, MAM IIPOCTO
BO3MOJKHa CUTYyaLusl, KOTAQ BO3HMKaeT HEOOXOAVMOCTb OIPEAEAEHNS] HOBOTO Ha-
BBIKQ Ha OCHOBE Y)K€ OIPEAEAECHHBIX paHee HaBBIKOB. TakKe AASI OIMCAHUSI POAM,
KaK IPaBMAO, TPeOYeTCsI KOMIIO3ULMS HECKOABKIX HAaBbIKOB, B P€3yAbTaTe KOTOPOI
MIOAYYaeTCsl TaK Ha3bIBAEMbBIIT COMYTCTBYIOIIMI 3TO POAU COCTABHOI HABBIK VAU
npo¢uAB.

AAsT opeAeAeHsT KOMITO3ULIY ABYX U OOA€€e HaBBIKOB MCIIOAb3YETCSI KOHCTPYK-
151, Ha3piBaeMasi Npo¢puA€eM HaBBIKOB. Takass KOHCTPYKLUs obecrieunBaeT arpe-
TMpOBaHNe OMMCAHMIT ABYX 1 OOA€e HaBBIKOB, T.e. B O0IIEM CAy4ae - CIIMCKA HaBbI-
KOB. BoAee TOro, caeayst Kaaccuueckomy ornpepeAeHuio mpoduas crequduranmit
(HampuMep, AASI MEKAYHAPOAHBIX CTAaHAAPTOB) [6], Tpu coCTaBA€HMU MPOPUAS
IIPEAOCTABASIETCSI BO3MOXXHOCTb He TOABKO arpernpoBarb GyHKI[MOHAABHOCTDb He-
CKOABKMX HaBBIKOB, HO ¥ BBIOMPATh 13 X OMUCAHUI TOABKO T€ YaCTH, KOTOpbIe Oy-
AYT TIOA€3HBI AAST POPMMPOBAHMSI ONIMCAHNSI TPEOYEMOIT POANL.

Eile 0AHO MOHsATHE, CBSI3aHHOE C HAaBbIKAMM, B LIEAOM MHTYUTUBHO IOHSTHOE,
5TO MOHSTVE ONMMCAHUSA BAaKAaHCUU MAM [TPOCTO BaKaHcum. [1oa BakaHcuen byaem
MIOHMMATD OIMCaHue, BO3MOXXHO 4aCTUMYHOE, HEKOTOPOI POAM/IIOAPOAM Ha KOH-
KPEeTHOM paboyeM MecCTe, AASI BBIIIOAHEHMsSI KOTOPOI1 TpeOyeTC sl UCIIOAHUTEAD. Ba-
KaHCUST MOXKET 00BSIBASITbCSI OpraHusaluel, 3aMHTePECOBAHHOI B TOTEHLMAABHOM
VICIIOAHUTEAE, 00AAAQIOIEM HABBIKOM, COOTBETCTBYIOIUM POAM/IIOAPOAY, OIIUCAH-
Hoi1 BakaHcueit. OmucaHne BaKaHCUU OTAMYAETCS OT OMMCAHUsI HaBbIKA T€M, YTO
OHO MOXKET ObITh HEITOAHBIM U OIIPEAEASITHCS B IIPOM3BOABHOI, YAOOHOIT AASI €€ aB-
Topa dpopme.

Aasee AAsT 00AeryeH st YTeHNsI TEKCTA OYAEM Be3A€e BMECTO «POAB/IIOAPOAD» TN -
CaTh «POAb», IMes B BUAY, YTO POAU MOT'YT CTPYKTYPUPOBATHCS HA TOAPOAHU, KOTO-
pble TakKe OYAYT acCOLMUPOBATHCSI C COOTBETCTBYIOLIIMY HABbIKAMMU.

Terepp 0 1ieAM U COAEPIKAHUM KHUTK.

LleAbI0 KHUTM CTaBMAACh pPa3paboTKa MOAEAU HABBIKOB AAST 0bAacTu Kubepbe-
30macHOCTU (MHGOPMALMOHHON 6€30MaCHOCTH), BKAIOYAIOLIE ABA OCHOBHBIX KOM-
IIOHEHTa: BO-TIEPBbIX, 000CHOBaHME U OIIPEAEAEHVE APXUTEKTYPbI CUCTEMBI BOCTpE-
OOBaHHBIX AAST KOepOe30macHOCTY HaBBIKOB U, BO-BTOPBIX, CTPYKTYPUPOBAHHOTO
Habopa onucanui u3 mouty 300 HaBBIKOB BMECTE C OIMCAHIEM COOTBETCTBYOIUX
VM 3HaHUI U YMEHMUIT, HEOOXOAMMBIX AASI peaAM3aLMI HaBBIKOB B MPAKTUYECKOM
AesiteabHOCTU. CO3AaHME TaKOM MOAEAM aKTYaAbHO TIOTOMY, YTO OHA AOAXKHA CAY-
XUTb 000CHOBAaTEABHON MAATOPMON AASL OTIpeAeAeHMsT TPeOOBaHMI K yueOHbIM
porpaMMaMm MOATOTOBKM COOTBETCTBYIOLIMX MTPOQPECCHOHAABPHBIX KAAPOB, A TAKXKE
paspaboTKe CBOAQ 3HAHUIT U KYPPUKYAYMA — BKHEMIINX METOAUIECKUX MHCTPY-
MEHTOB CUCTEMBI 00pa3oBaHMS.

AOCTI>KeHe TIOCTAaBAEHHOM LIeAM TIOCTPOEHO Ha aHAAM3€e METOANYECKMX OCHOB
K1bepbe30macHOCTH, pU 3TOM K1bOep0Oe30macHOCTh B KHUT'€ PacCMaTpPUMBAETCS C
10
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TpeX TOYEeK 3pEeHUsI:

BO-TIEPBbIX, KaK 00AACTh AESTEABHOCTH, KOTOPAsI OMMChIBAETCSI HA sI3bIKe HABbI-
KOB, pOAe€il, Tpo¢uAeil C KCIIOAb30BaHNEM COBPEMEHHBIX MEXAYHAPOAHBIX CTaH-
AQPTOB AASI MX oTIpepeAenust (raaBa 7),

BO-BTOPBIX, KaK OOIIVpPHeIIIasi HayYHO-TIPUKAAAHAsi 00AaCTb 3HAHUI U TEXHO-
AOTMIL, KOTOPasi IPEACTABASIETCSI B BUAE MOAEA€IT BEPXHErO YPOBHSI, T.€. apXUTEK-
TYPHBIX MOA€EA€IT AV TAKCOHOMMUIA, @ TAKOKE CTAHAAPTU30BAaHHBIM CBOAOM 3HAHWIT 1
CUCTEMOM CTAHAAPTOB (rAaBa 8),

B-TPEeThUX, KaK 00AaCTb 00pa30BaHMsl, OPUEHTUPOBAHHAS HA TIOATOTOBKY IPO-
(beccroHaAbBHBIX KAaAPOB 10 KMOepOe30MacHOCTH, IPeACTaBAsIEMAsl TAKVMU CYIIHO-
CTSIMU, KaK CTAaHAQPTU30BaHHbIE Y1eOHO-MEeTOAMYECKIE MAaTepraAa UAU KYPPUKY-
AyMBI, 00pasoBaTeAbHbIE IPOIPAMMBI, Pe3yAbTaThl 00yueHus (outcomes) (raasa 9).

B o101 ccTeMe KaTeropuil HaBbIKM IMEIOT HEOCIIOPMMBIN IPMOPUTET KaK IAAB-
Hasl LjeAb, KOTOPYIO TpeOyeTCsi AOCTMYD, @ MMEHHO, L{eAb MIOATOTOBKM C TIOMOLIbIO
cucTeMbl 00pa3oBaHusl BOCTpeOOBaHHBIX HaBBIKOB. B AaHHON paboTe B KauecTBe
IpeACTaBUTEAEN HABBIKOB BbIOPaHbI CTAHAAPTHI ONpeAeAeHst HaBbIKOB SFIA 7 kak
HanboAee MPOABMHYTBIE B 3TOM cdepe.

Yro6b! oueHUTh 3P PEKTUBHOCTD CYIIECTBYIOIMX 00pa30BaTEAbHBIX TEXHOAO-
U AASI IOATOTOBKYM BOCTPEOOBaHHbBIX HABBIKOB, IPOBEAEH aHAAM3 TOT0, HACKOABKO
IIOAHO CYIL[ECTBYIOIMIE CTAHAAPTBI KYPPUKYAYMOB U MX PE3YABTAThI 00yUeHus (MAU
outcomes) COOTBETCTBYIOT TP€OOBaHMSIM B TIOATOTOBKE HaBBIKOB K1bepOe30omacHo-
CTY, @ TAK)Ke TEHAEHLMSM Pa3BUTHs TEXHOAOTUIL.

Takoit aHaAM3 BBIOAHEH B raaBax 10 u 11, yTo mo3BoAMAO cpOpMUPOBATH CU-
cTeMy TpeOOBaHMIT K METOAMYECKMM MHCTPYMEHTaM 00pa3oBaHus, IPUMEHsIEMbIM
AASL pa3paboTKy yueOHbIX IPOrpaMM IO KubepOe3omacHOCTU. AHaAU3 COCTOSIA B
CpaBHEHMM Ha CMBICAOBOM YPOBHE COAEp)KaHMsI HaBBIKOB C pe3yAbTaTaMu oOyue-
HUS CYIIECTBYIOIMX KYPPUKYAYMOB. IIp1 5TOM AASI TOAHOTBI OLIEHKM PE3YABTATOB
CpaBHEHMs 3TUX CYLIHOCTEN aHAAU3 OCYIECTBASIACS B KOHTEKCTe HEKOTOPOM MaK-
CUMaAbHO TIOAHOI apXUTEKTYPHOI MOAEAM KUOepOe30MmacHOCTH, IIPEACTABASIOLIEN
COBpEMEHHOE MPOCTPAHCTBO 3HAHMI U TEXHOAOTUIT KOepOe30macHOCTH.
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Ha Puc.1.2 maAoCTpupyeTcs: MeTOAMYECKUI TTOAXOA, NIPMMEHSAEMBII B AQHHOI
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Puc. 1.2. VIaarocTpauys opXoAa U MOHSTHUI, MICTIOAb3YEMBIX AASI ICCAEAOBAHMA
MEeTOAUYECKUX OCHOB KnOepOe30macHOCTI.

3Aech B KauecTBe 0230BOV ApXUTEKTYPHOI MOAEAY BbIOpaHa eBpOIericKas TaKCo-
HoMusl KnbepbesonacHoctu (A Proposal for a European Cybersecurity Taxonomy),
paccMoTpeHHas B raase 8. B moAb3y BpIOOpa 3TOI TAKCOHOMUU ITOCAYXXUAO TO, YTO
OHa sIBAsIeTCsSI HanboAee MO3AHel pa3pabOTKOM U MPU ee CO3AAHMYU YUYUTBIBAAUCH
paspaboTaHHble paHee apXUTEKTYpPHbIE MOAEAY K1OepOe30macHOCTH, U TO, YTO OHA
IIPEACTABASIETCS] HAaOOA€e€ IIOAHOI 110 OXBATy COBPEMEHHBIX TEXHOAOT M (TEXHOAO-
MYECKOTrO U3MEPEHMSI).

EBpormneiickast TakCOHOMUSI KOepOe30ImacHOCTY MMeeT CAEAYIOlVe IPOCTPaH-
CTBEHHbIX U3MEPEHMUS:

* O6AaCTM UCCAEAOBAHUI 1 3HAHMIT PA3AUYHBIX ACIIEKTOB K1bepbe3omnacHoCTH,
BKAIOYas YeAOBEYECKIE, TPABOBbIE, STUYECKIE U TEXHOAOTUIECKIE 0OAACTH.

* CeKTOpaAbHOE M3MepeHe, OPMEHTUPOBAHHOE HA Pa3AMYHbIe TPOOAEMBI U 3a-
Aaun Kubep6e30macHOCTY MPUMEHUTEABHO K KOHKPETHBIM OTPACAEBbIM CEKTOPAM,
KaK, HallpuMep, SHEPreTUYeCKOMY, TPAHCIIOPTHOMY MAM GUMHAHCOBOMY CEKTOPaM.

* TexHoAornyeckoe n3MepeHue, OXBaTbiBalilee IpobAeMaTUKy Kubepbesomnac-
HOCTM AASL IIMPOKOT'O CIIEKTPA KAIOYEBBIX TEXHOAOTMIA, UCIIOAB3YEMBIX B MHTEpecax
Pa3AMYHBIX IPUAOXKEHUN 1 OTPACAEBBIX CEKTOPOB.

ITpexxpe yeM CpaBHMBATb HaBBIKM U Pe3YAbTATbl OOy4YeHMsI B 3TOM NPOCTPaH-
CTBe, OHO NIPUBEAEHO K O0Aee IIparMaTuieckoMy BUAY, & UMEHHO:
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- (UKCHPYETCSI OAVH U3 SAEMEHTOB CEKTOPAABHOTO M3MepPEeHNsI, HAIIpUMeEp, AASL
OINPEAEAEHHOCTU 9TO (PUHAHCOBDIN MAY OAHKOBCKUI CEKTOP,

- B KayeCTBe 3MepeHsI, COOTBETCTBYIOLIETO ICCAEAOBAHMSIM M 3HAHMSIM TaKCO-
HOMMM, PACCMATPUBAIOTCS IIPEAMETHbBIE 00AACTU U AMAAQKTUYECKIE EAMHULIBI CBO-
AOB 3HaHMI1 06pa3oBaTEAbHON CPepbl (KYPPUKYAYMOB),

- TEXHOAOTMYECKOe 3MepeHIe BbIOMPaeTCs B IOAHOM 00'beMe, KaK OIPEAEAEHO
B €BPOINEIICOKI TAKCOHOMMUM.

Takum 00pa3oM, cpaBHEHME HAaBBIKOB U PE3YAbTATOB OOY4eHMUs IPOBOAUTCS B
TUMEPIIAOCKOCTY, KOTOPYIO MOYKHO Ha3BaTh «3HAHMSI» -« TEXHOAOT UM ».

Ha omucaHHOJ Bblllle METOAMYECKON OCHOBe B pabOTe M BBINIOAHEH CpPaBHM-
TEAbHBIII aHAAN3 HABBIKOB U PE3YABTAaTOB 00yueHUs (outcomes) MeXAYHAPOAHbBIX
CTAaHAAPTOB 00Pa30BaTEABHBIX KYPPUKYAYMOB, UTOrOM KOTOPOTO CTaAd pa3paboTkKa
MOAEAM HaBBIKOB KI0OepOe30IacHOCTY, IPeAHa3HAYEHHOM AASI CO3AQHMSI COOTBET-
CTBYIOIMX IIPOTPAMM IMOATOTOBKHM MPO}ECCMOHAABHBIX KAAPOB.

O copep>KaHUM KHUTY 110 TAQBaM:

B raaBe 2 «OmnpepeaeHs» IPUBOAUTCS CIIVICOK ONPEAEAEHNI OCHOBHBIX ITOHS-
TUI, VICIIOAb3YEMBIX B TEKCTE.

B raaBe 3 «O003HaueHUsT U COKpAIeHUsI» IPUBOAUTCS CIIMCOK 0003HAYEeHUI U
COKpalLleH!I1, ICIOAb3YEMBbIX B TEKCTE.

B raaBe 4 «Konuenuust 1ndpoBbIX HABBIKOB» PaCCMaTPUBAIOTCS METOANYECKME
ACIeKThl KOHLeNuu 1upPOBBIX HABBIKOB, @ UMEHHO, X POAb B L(POBOI 9KOHO-
MUKe, OTIpeAEeAEHME, CBOJCTBA, 001as KaaccuduKalys, a TakKKe CIIocoObl onuca-
HUSI HaBBIKOB. AAsI ONMCaHUS HaBbIKA pabo4yero MecTa MCIOAb3YETCS METaMOAEAD,
IIpeAAOKeHHas B paboTe [8], KoTopast oTpa)kaeT COCTaB OCHOBHBIX CTPOUTEABHBIX
OAOKOB IMOHSTYS HAaBbIKa, MHOTOMEPHOCTb 3TOTO MOHSTHS, A TAKKE €r0 AHaMuye-
CKYIO CYI[HOCTb.

B raaBse 5 «CucreMbl Kaaccudukalyy 1 onycaHus HppOBbIX HABBIKOB» IIPOBE-
A€H aHAAM3 MEXAYHAPOAHBIX CTAHAQPTOB CUCTEM KAaccuduKaumy HaBBIKOB/KOM-
neTeHLMIT/ipoduAeit mpodeccruoHaAbHBIX poAelt B obaactu VT, a Taioke crnoco6os
VX OIVCAHMS, C LEAbI0 BbIOOpA 0a30BBIX METOAMYECKUX PEIIEeHUI AASL TOCTABAEH-
HOIT LjeAn. B yacTHOCTH, paccMOTpeHbl HanboAee M3BECTHBIE U INPOKO UCIIOAb3Ye-
Mble PppertMdopku: GppeiiMBOPK HaBBIKOB AAsl MHPopMaLmoHHoro Beka SFIA (Skills
Framework for the Information Age) [9], - EBpomneiickuit ppeiiMBOPK KOMITE TEHLMI
e-CF (European e-Competence Framework) [10], CaoBaps i-kommneTenumit iCD (i
Competency Dictionary) [11], a TakKe oTedyecTBeHHbIe IPOdCTAaHAAPTHI B 00AACTY
MKT. O60ocHOBBIBaeTCs BBIOOP CUCTEMBI CTAHAAPTOB SFIA AASI BBITOAHEHUSI MICCAE-
AOBaHMI1, KaK HanboAee pa3BUTON U AVHAMUYHO Pa3BUBAEMOIL.

B raaBe 6 «ITpoduan, Kak MHCTPYMEHT ONMCaHMSI POA€I/HAaBbIKOB/AOAXKHOCTEN»
IIPOAEMOHCTPMPOBAHO MCIIOAb30BaHMe ammnapara Npopuaeil AAS ONMCAHUS IIPO-
(dbeccroOHaABHBIX pOA€l Ha OCHOBe crielMdyuKalMii HaBBIKOB ¥ KOMIIeTeHLMI1. Pac-
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CMOTpEH IpUMep OIpeAeAeHUs TPodUAST pOAU «YTIpaBAeHVe MHGOPMALIOHHOM
0e30IacHOCTBIO» B BUAE HA0Opa HaBbIKOB 13 CTAHAAPTHOTO cripaBoyHuka SFIA:

B raaBe 7 «AHaan3 HaBbIKOB SFIA, cBsi3aHHBIX C 3apadamMy MHGOPMALMOHHO
6e30MmacHOCT» MPOBOAMUTCS aHaAM3 HaBbIKOB SFIA, mcmoabsyembix Ipu pabore
CIeLMaAMCTOB 0 MHPOPMALMOHHON 6e30macHOCT. BbipneAsieTcst ABe Ipymbl Ta-
KMX HaBBIKOB:

- rpynna A, B KOTOPYIO BKAIOYEHBI HaBBIKY, MMEIOLie HETOCPEACTBEHHOE OT-
HoleHue K nmpodeccun mo nHGOPMaIMOHHON 6€30MaCHOCTH, TAKUX HaBBIKOB 10,

- rpynna b, B KOTOpYyI0 BXOASIT HaBBIKY, B paMKaX KOTOPBIX PEIIAIOTCSI OTAEAD-
HbI€ 3aA24M, CBI3aHHBIE C MH(POPMALIMOHHOI 0€30MMaCHOCTbIO, MAM COITYTCTBYIOLME
HaBbIKM, BCETO TAKMX HaBBIKOB - 40.

AAsI paccMaTpuBaeMbIX B IAaBe HaBBIKOB ITPEACTABAEHBI OIMCAHVS COOTBET-
CTBYIOIMX UM AESITEABHOCTEN, a TaK)Ke TPeOOBaHMII K 3HAHUSIM U YMEHUSIM/KOM-
HeTeHLVSIM.

B raaBe 8 «Moaeau 06AaCTy 3HaHUI AASL KMOEpOe30macHOCTN» PacCMOTPEHBI
HanboAee M3BECTHbIE TAKCOHOMMUM K1OepOe30macHOCTY KaK HayYHO-IPUKAAAHO
00AaCTM 3HaHWIA, a TAKOKE TIPMBEAEH VX CPaBHUTEAbHBIN aHaAK3. B yacTHOCTH, pac-
CMOTpEHBI;

- eBpormeiickass TakcoHomus kubepbesomacuoctn 2019 (A Proposal for a
European Cybersecurity Taxonomy),

- apxurektypa CyBOK (The Cyber Security Body of Knowledge Version 1.0, 31st
October 2019),

- Cucrema kaaccuduxauum ACM,

- NIST CSRC TakcoHOMUsI,

Takconomus IEEE,
Taxconomus pabounx rpymm IFIP TC11.

B raaBe 9 KpaTKo pacCMOTpEHBI MOHATHE KYPPUKYAYMa, Ha3HAYEHME K POAb Kyp-
PUKYAYMHOTO TOAXOAQ B Pa3sBUTUU MEXAYHapOAHOI cuctembl VIT-oOpa3zoBaHus,
OCHOBHbBIE TIPUHLIUIIBI ¥ COBPEMEHHOE COCTOSIHME KYPPUKYAYMHOI CTaHAQpPTH3a-
uuu. boaee mOAPOOHO paccMaTpMBAIOTCS ABA KYPPUKYAYMa, KOTOPbIE MOTYT CAY-
JKUTb METOAUYECKON OCHOBOM AASI TIOATOTOBKU MPO(}HECCHMOHAABHBIX KAAPOB 10 MH-
dopmaumonHon 6ezonacHocty: Curriculum Guidelines for Post-Secondary Degree
Programs in Cybersecurity (CSEC2017) u Computer Science 2013 (CS2013).

Moaeab 06yuenus Ha ocHoBe CSEC2017 MOXXHO Ha3BaTh HAACTPOEYHOI, TaK KaK
B KYPPUKYAYME OTIPEAEASIETCSI CTPYKTYPa M CEMAHTUKA CBOAQ 3HAHUIL, OTPaKaroLe
TOABKO 1IeA€BYIO TPOOAEMATUKY KMOepOe30macHOCTY, B IPEATIOAOXKEHNH TOTO, YTO
oOyyJamlmecs y>ke 00AaAAI0T He0OXOAMMO 6a30BOI TOATOTOBKOIT 110 OAHOMY 13
HaIlpaBAEHMIO KOMITBIOTMHIA, KaK, HAlIpUMep, KOMIIbIOTEPHbIE HayKY, TPOrpaMMHasi
UHKeHepUs, MHPOPMalMOHHbIE CUCTEMBI U T.11.
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Bropas mopeab (CS2013) paccMaTpuBaeT MOATOTOBKY IO K1Oepbe30macHOCTH,
BCTPOEHHYIO B IIpoljecc mpuobpeTeHust 6a30BbIX 3HaHUI. B cooTBeTCTBME C 3TON
MOAEABIO B CBOA 3HaHUIT BBOAUTCST OTA€AbHAST BECbMa eMKasl IIpeAMeTHast 06AaCThb
(3amura nudpopmauun u nudpopmMaLMoOHHAs 0€30MaCHOCTbD), KOTOpPasi UMEET CeTe-
BYIO OPraHM3aLVI0, COCTOSILIYIO M3 KOMIIAKTHOM KOMIIOHEHTBI 0a30BbIX 3HAHMII 11O
MHPOPMaLMOHHON 0e30MaCHOCTY, AOITIOAHEHHO! OOIIMPHOI U LIEAOCTHOI CHCTe-
MO MPEAMETHO-OPUEHTUPOBAHHBIX AMAAKTUYECKUX KOMIIOHEHT 1Mo MHMOpMaL-
OHHOI1 6€30ITaCHOCTH, BCTPAUBAEMBIX B COOTBETCTBYIOLIE TEMATUYECKIE 00AACTH,
HaIlpyMep, TaKue, KaK, OllepaliiOHHbIe CICTEMBI, KOMITBIOTEPHBIE CETY, KOMITBIOTEP-
HbI€ apXUTEKTYPBI, TAATPOPMEHHOE IIPOrPaMMUPOBaHME U T.II.

B raaBe 10 mpoOBOAUTCS A€TAABHBIN aHAAU3 HABBIKOB KMOEep0Oe30IacHOCTH Py
A u b Ha IpeAMeT MIOAHOTBI COOTBETCTBUS UX COAepsKaHuUs (TpeboBaHMIT K 3HAHU-
SIM Y YMEHUSIM) COAEPKaHUI0 AMAaKTHYeCKMX eArHuL CS2013 ¢ yueTOM TeHAEeHLnit
TEXHOAOTMYECKOTO Pa3BUTUAL

B raaBe 11 mpoBOAUTCS A€TAABHBIN aHAAM3 HABBIKOB KMOep0Oe30MacHOCTY I'PYIII
A 1 B Ha peAMeT TIOAHOTBI COOTBETCTBUS UX COAEPIKaHMS (TPeOOBaHUN K SHAHUAM
VI YMEHUSIM) COAep>KaHmIo AAakTiueckux eavHul, CSEC2017 ¢ yueToM TeHAEHLi
TEXHOAOTMYECKOTO Pa3BUTHSL.

B raaBe 12 Ha OCHOBe IPOBEAEHHOTO B IIPEABIAYIINX I'AaBaX aHaAM3a pa3pado-
TaHa MOAEAb HaBBIKOB K1Oep6e30MmacHOCTH, OPUEHTUPOBAHHASL HA CO3AAHME TIPO-
rpaMM MOATOTOBKM IPO(}ECCHOHAABHBIX KaAPOB B 00AaCTy K1bOepOe3omacHOCTH.
Takast MOAEAb BKAIOYAET: BO-IIEPBBIX, ONMCAHME apXUTEKTYPbI IPOCTPAHCTBA HABbI-
KOB K10ep0e301macHOCTI BBICOKOTO YPOBHSI, OTIPEAEASIIOIIYIO AEKOMITO3ULIMIO BCETO
MPOCTPAHCTBA Ha KATETOPUU AOMEHOB U MHOXXeCTBO AOMEHOB, U, BO-BTOPbIX, HA0Op
CTPYKTYPUPOBAHHBIX I10 AOMEHAM OIMCAHUI MOAYA€ HAaBBIKOB U COCTABASIIOLIIX
VIX HaBBIKOB.

B npuaokeHuM NpUBeAEHO Pa3BEPHYTOE OIMICAHMe COAEP>KaHNSI HAaBBIKOB B Tep-
MMHAX 3HAHUI U YMEHUI, HEOOXOAUMBIX AASI peaAr3al[iy HaBbIKOB Ha MPAKTUKeE.

2. OnpepeaeHust

BBepeM caeayIolLyie OIpeAeAeHNsI:

AKTMBHOCTb — COBOKYITHOCTb AEMICTBUIL, CBSI3@HHBIX C HEKOTOPOI! IIPOU3BOA-
CTBEHHOIl AESTEABHOCTDBIO, BBIIIOAHSEMBIX MCIIOAHUTEAEM B paMKaxX HEKOTOPON
POAV/TIOAPOAM.

AcneKkThbl — Kak IPaBUAO, HeQYHKIMOHAABHbIE TPEOOBAHMSI MAM OTPaHUYEHNS],
KOTOpble MOT'YT MPUMEHSITBCS K OTAEABHBIM POASIM/TIOAPOASIM VIAK K MX COBOKYII-
HOCTSIM, & TaKXe K MCIIOAb30BaHMIO (YHKIIOHAABHBIX KOMIIOHEHT MAAT(POPMBI
(HarpuMmep, crenuaAbHbie TpeboBaHUs MO MHPOPMALMOHHON 6€30MacHOCTH, UC-
MIOAB30BaHMIO CTAHAAPTOB; TPEOOBAHMSI K AMYHOCTHBIM KauyeCTBAM MCIIOAHUTEAEN
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poaeit, pUHAHCOBBIM YCAOBUSIM PabOTHI U T.IL.).

BasoBble HaBbIKM — OIMCaHMe TpeOyeMbIX 0a30BbIX 3HAHMIL U YMEHUII, HEOO-
XOAVIMBIX AASI BAQAEHHSI HABBIKOM Ha TPe0yeMOM YPOBHE OTBETCTBEHHOCTM.

BakaHcusi — omnucaHue, BO3MOXKHO YaCTUYHOE, HEKOTOPOI POAM/TIOAPOAM Ha
KOHKPETHOM paboueM MeCTe, AAsI BBIITOAHEHUS KOTOPOI TpeOyeTC st UCIIOAHUTEAD.

3amuTa unpopmanumu — obecrneveHre KOHPUAEHITMAABHOCTH, IIEAOCTHOCTU U
aoctynHocty uHdopmauuu [MICO 27001].

VnpopmanuonHasi 6e30mMacHOCTh — COXpaHeHUe KOH(PUAEHLMAABHOCTH,
LIEAOCTHOCTHU U AOCTYITHOCTY MH(OPMALL; KPOME TOTO, MOT'YT OBITb BKAIOUEHBI 1
APYTve CBOVICTBA, TaK/e KaK MOAAMHHOCTb, HEBO3MOXXHOCTh OTKa3a OT aBTOPCTBA,
aoctoBepHocTh [BS 8001 — a Guide].

KBaaudukanus (B chepe obpasoBanusi) — odulMaAbHOE MOATBEP)KAEHUE,
0OBIYHO AOKYMEHTOM, YCIIELIHOTO 3aBeplleHlsi 00pa30BaTEAbHON IPOrPAMMBI AU
STara MpOorpaMMbl.

KBaaudukanus (B chepe Tpypaa) — MOHMMAETCS CIOCOOHOCTh PabOTHMKA BbI-
MOAHSITh KOHKPETHBIE 3aAa4M 1 0053aHHOCTM B paMKaX KOHKPETHO paboThl, Xapak-
Tepu3yeMasi AByMs IlapaMeTpaMu: ypoBHeM KBaAuduKauuy (I0Ka3aTeAeM CAOXKHO-
cTy, 00beMa pelraeMoit 3aAa4, YpOBHEM OTBETCTBEHHOCTHU) U KBaAMDUKALMOHHON
crieguasusanuen [5].

Ku6ep6esonacHOCTh — 00AACTh AEATEABHOCTHU, OTHOCSIIASICS K 3QLIATE UH-
bopMaLMOHHBIX CUCTEM (AIMapaTHOrO M MPOrpPaMMHOrO o0OecreyeHus: U CBsI3aH-
HOV C HUMU MHPPACTPYKTYpbI), AQHHBIX 1 VI T-yCAYT OT HeCaHKLMOHMPOBAHHOIO
AOCTYIIa, MOBPEXAEHMsI (IPeAHaMEPEHHOTO MAYM CAYYANHOTO) MAM HEKOPPEKTHOIO
VICTIOAB30BaHUSL.

KomMneTeHuuss — npoBepeHHasi CIOCOOHOCTb UCIIOAB30BATh 3HAHMS, yMeHMs1/
HABBIKM Yl AMMHOCTHBIE, COL{MaAbHbIE 1/ AL METOAOAOTMYECKIE CITOCOOHOCTH, B pa-
6oueit uaM y4eOHOM cuTyalMy U B POdECCHOHAABHOM U AMMHOCTHOM Pas3sBUTUM
(4].

KommnaemenrtapHubie VIT-HaBbiku (complementary skills) — HaBbiku ncroab-
30BaHMsI BO3MOXKHOCTEN 9KOCUCTEMBI AASI BBIIIOAHEHNSI OTAEABHbIX 3aAa4, CBsI3aH-
HbIX ¢ mpuMeHeHueM VT Ha pabodyem mecTe.

KoHTekcT paboyero mecra — omnucaHue TpeboBaHMil K MpodeCccroHaAbHOM
FOTOBHOCTHM BBITOAHSATh KOHKPETHBIE TPYAOBbIe PYHKLMY C 3aAQHHBIM KaueCTBOM
B KOHTEKCTe KOHKPETHOro paboyero MecTa, B 4aCTHOCTM IPEAYCMAaTpPMBAIOLIEro
TpeOOBaHMsI K BAAQAEHUIO B TOV MAM VHOW CTENEeHU KOHKPETHBIMU TEXHOAOTUSIMU,
3HaHUSIMMU, YMEHUSMH, & TAK)KE 00AAAQHIIO HEOOXOAUMBIMU AASI AQHHOTO paboyvero
MeCTa AUMHOCTHO-COLIMAABHBIMYU Ka4eCTBAMU

Kyppuxkyaym (anra. curriculum) — yue6HO-MeTOAMIECKOE PYKOBOACTBO, ITPEA-
HasHAYeHHOe AAS Pa3paboTKy y4eOHbBIX IPOrpaMM [0 KOHKPETHBIM HAllPaBAEHUSIM
IIOATOTOBKY, BKAIOYAET OMPEAEAEHVE O)KMAAEMBIX XapaKTEPUCTUK BBITYCKHIUKOB 1
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TpebOBaHMI K IPEABAPUTEABHO IOATOTOBKE MOCTYIAIINX HA IPOrpaMMy 00yyde-
HISI, OTMCaHVe apXUTEKTYPbI cBoaa 3HaHuMit (body of knowledge) — xoHTeHTa yueb-
HOJ1 IPOTPaMMbl, AETAABHYIO CrleLi(PUKALIMI0 SAEMEHTOB CBOAQ 3HAHMIL, OIIPEAEAE-
HUe pe3YABTATOB 00yueHus (BO3MOXKHO, B pOopMe KOMIIETEHLINIT), & TAK)KE BKAIOYAET
METOAMYECK/E MAaTEPUAABI C PEKOMEHAALMSIMU IO METOAAQM COCTABAEHMS YUeOHbBIX
MpOrpaMM, MPOBEAEHUIO MPAKTUK U Aa0OpaTOPHBIX PaboT, BKAIOYAaeT TpeOoBaHMs
K BBIITYCKHBIM paboTaM, METOABI aAQNTALMM IIPOTPAMM K Pa3AMYHBIM MHCTUTYLIMO-
HAABHBIM CPEAAM.

Haspik (skill) — moap HaBBIKOM MOHMMAEeTCsI COBOKYITHOCTb KaueCTB, HEOOXO-
AVIMBIX AASI IPOQECCHOHAABHOTO, 3¢ ()EKTBHOTO BBITOAHEHNSI HEKOTOPOI POAU B
MPOVU3BOACTBEHHOI AeSITEABHOCTU AU HEKOTOPOII ee yacTu. HaBbIK onpepeasieTcst:

- BBIIIOAHSIEMBIMY aKTUBHOCTSIMM IIPOM3BOACTBEHHOI AESITEABHOCTH (LieAeBbI-
MU VAV OTIEPALIIOHHBIMU AEVICTBUSIMU B IIPOLieCCe PeaAn3aLy IPOU3BOACTBEHHO
AEATEABHOCTH);

- 3HAHUSAMM, HeOOXOAVMBIMU AASI BBIITOAHEHVSI aKTUBHOCTEN U SIBASIIOLVIMUCS
KAIOYEBBIM DAEMEHTOM HaBbIKa, OMPEAEASIOLIVIM €rO COAEP>KaHUE;

- COMAABHO-AMYHOCTHBIMU Ka4yeCTBaMU VICTIOAHUTEASI HaBbIKa (Ha3blBae-
MBIMM TaK)Ke MSTKMMM HaBbIKaMM);

- KOHTEKCTOM pabouyero Mecra — 4acTbh B ONMCAaHUM HABbIKA, KOHKPETU3M-
pYyIoLIasi AONOAHUTEAbHBIE PYHKLIOHAAbHbIE I HEPYHKLMIOHAABHBIE TPEOOBAHMS K
HaBBIKY (ACIEKTHI), CBSI3aHHBIE C )KM3HEHHDBIM LIUKAOM pabovero Mmecra.

HaBpIk1 npeACTaBASIOT 00011 crieldpuKaluy TUIIOBBIX MOAYA€N Tpodeccruo-
HaABHOI AESITEAPHOCTU U NIPEAHAa3HAYEHbI AASI OTIMICAHMSI POAET/TIOA-POAEIL.

O6mue VIT-HaBBIKM — MMO3BOASIIOIME PAOOTHUKAM CAMOTO IMPOKOTO CIIEKTPa
npodeccuit ucnoabsosatb VI'T B cBoelt moBCceAHEBHOIT paboTe.

IIpo6AeMHO-OpUeHTUPpOBaHHbIE LU(POBbIe HABBIKU — HAaBBIKU CIIEL[M-
AAVICTOB, Pa3pabaThIBAOIIMX Y MICITOAB3YIOLIMX CIELMaAV3/ipOBaHHbIE TPOOAEMHO-
OpMEHTMPOBaHHbIE MAATGOPMBIL, IPUAOKEHUSI, TAKETDI IIPOrPAMM, CUCTEMbI aBTO-
MaTU3UPOBAHHOTO MPOEKTUPOBAHMS U T.IL.

IIpodeccuonaapubie VIT-HaBbIKM — TpebyeMble crielaAucTaM B obAacTu
VKT u uX nIpUAOKeHUIT AAST TIPOU3BOACTBA IIPOAYKTOB, YCAYT U pecypcoB B cdepe
MKT.

IIpo¢puab HaBBIKOB — arpernpoBaHye OMMUCAHUIL ABYX 1 OOA€e HAaBBIKOB.

Pe3yabTaTbl 00y4eHus (outcomes) — 3TO ONMMCAHME TOTO, YTO CTYAEHTBI AOAXK-
HBI 3HATh VAVl YMETb A€AATh II0CAE U3y4YeHMs TeM U3 00AaCTeil 3HAaHUIA.

PoAb / MOAPOAB — YaCTh IIPOU3BOACTBEHHON AESITEABHOCTHU, B PaMKaX KOTO-
POI1 BBITOAHSIETCSI OAHA MAM HECKOABKO aKTUBHOCTEN (AEVICTBUI) AQHHOW Aesi-
TeAbHOCTU. Ka)XKABIIT YYACTHUK 3TOM AEATEABHOCTHU (HalpuMep, UCIIOAHUTEAD IIPO-
€KTa) BBIIIOAHSIET OAHY IAVL HECKOABKO POA€il. POAM MOTYT CTPYKTYpUpPOBAaThCs Ha
MOAPOAU — crieLipruecKyie YaCTY BbITIOAHIEMO AeSITEABHOCTH.
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Hanpumep, B MoA€Ar 00AQUHBIX BBIYMCAEHMIT [7] OTIPEAEASIETCS. TPU OCHOBHBIE
poau:

- KAMeHT obAauHoro cepsuca (cloud service customer — CSC),

- mocTaBUUK 00AauHbIX YCAYT (cloud service provider — CSP),

- mapTHep obAauHoro cepBuca (cloud service partner — CSN)).

I'lpu 5TOM AASL 3TUX TPEX POAEN OIIPEACASIOTCA 15 MoppoAelt, aKTUBHOCTU KOTO-
PBIX U OIIPEAEASIIOT CEMAHTHKY OOAQUHBIX BBIYMCAEHUIL.

B wactHOCTH, AAst poan CSC onpeaeAeHbl YeTblpe MTOAPOAMN:

- moAb30BaTeAb obaauHoro cepsuca (cloud service user),

AAMMHUCTpATOp 00AauHOM CAYXOBI (cloud service administrator),

OusHec-MeHeAXep 00AauHbIx cepBucoB (cloud service business manager),

uHTerpaTop obaauHeix cepBucos (cloud service integrator — CSP).

AHaaornuHo, past poan CSP onpeaeAaeHs! 8 moppoaert:

- MeHeAXep omepauuit obaauHoro cepsuca (cloud service operations manager)

- MeHeAXXep I10 pa3BepThIBaHMIO 00AauHbIX cepBucoB (cloud service deployment
manager)

- MeHepXXep ob6AauHbIX cepBuCcoB (cloud service manager)

- 6usHec-MeHepAXep 06AauHOM cAyXObI (cloud service business manager)

- TIPEACTaBUTEAb CAY)KOBI NMOAAEPKKM 1 yXopa (customer support and care
representative)

- MexxobAauHbIl mpoBaiipep (inter-cloud provider)

- MeHeAXXep 110 be30macHOCTY 00AQYHBIX CepBUCOB 1 pucK (cloud service security
and risk manager)

- obaaunble BeruncaeHus (cloud computing activities)

- cereBoit mpoBariaep (network provider),

a Aas poan CSN — 3 moppoan:

- Paspaboruuk ob6aaunoro cepsuca (Cloud service developer)

- O6aaunst ayautop (Cloud auditor)

- Bpoxep obaaunoro cepsuca (Cloud service broker)

CgBop 3Hanuit (Body of Knowledge) — cneunduxaumsi o6remon npodeccro-
HAABHBIX 3HAHMIT, pa3pabaTblaeMbIX i COMIPOBO)KAQEMBIX aBTOPUTETHBIMU MEXAY-
HApPOAHBIMY OPTraHU3ALVSIMU.

CepBucs1 nunpopmanuonHoit 6ezomacuocru [BS 8001 — a Guide]:

VIndpopmannmonHasi 6e30mMacHOCTb — COXpaHeHUe KOH(MAEHLMAABHOCTH,
LEAOCTHOCTHU U AOCTYIIHOCTY MHPOPMALINY; KPOME TOTO, MOTYT ObITh BKAIOYEHbI I
APYT¥ve CBOVICTBA, TaK/e KaK MOAAMHHOCTb, HEBO3MOXXHOCTb OTKa3a OT aBTOPCTBA,
AOCTOBEPHOCTb.

- KonpupeHnmaAbHOCTh — obecreyeHne AOCTYITHOCTU MHGOPMAaLUU TOABKO
AASL T€X, KTO MIM€EeT COOTBETCTBYIOLIME TIOAHOMOYMSI (ABTOPU3MPOBAHHBIE TIOAB30-
BaTeAl).
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- LHeaocTHOCTD — Ob€crieyeHre TOYHOCTU U TIOAHOTBI MH(pOpMaLINK, a TaK¥Ke
MEeTOAOB €€ 06paboTKIU.

- AocTymHOCTh — ofecrieueHye AOCTYIA K MHGOpMALMK aBTOPU3MPOBAHHBIM
IIOAB30BaTEASIM, KOTAQ 3TO He0OX0AMMO (110 TpeOOBaHMIO).

- 3amura nHGopManuyM — TPaKTyeTCs Kak obecrieyeHrie KOHPUAEHLIMAABHO-
CTU, 1IeAOCTHOCTU U AocTynHOCTU nHbopmauuu (MICO 27001 — cuctema ympasae-
HUSI PUCKaMMU, CBSI3aHHBIMU C MHbOpMaLuen).

®peitmBopkK (framework) — OyKkBaAbHBIII TepeBOA O3HA4YaeT KapKac, OCHOBY,
KOPITYC, PaMKY, CTPYKTYPY, CUCTeMY, Habop, u T.1. OAHAKO, IIPU TAKOM IIAOCKOM IIe-
PEBOAE YCKOAB3a€eT BAXKHOE METOAOAOTMYECKOE I3MePeHVE CEMAHTVKY 3TOTO ITOHS-
Tust. Kak mpaBuao, GpperiMBOPK MPeACTaBASIET CO00IT HE TOABKO CTPYKTYPY MAM Ha-
60p 4yero-To (HaBBIKOB, KBaAMUKaALMIT, KOMIIETEHLIMIT, TPOrPAaMMHBIX CYLIHOCTEN),
a, TIPEeXXA€e BCero, KOHLIENTYaAbHYI0 MOAEAb 00AACTU MpUMeHeHus, 6a3oBble METO-
AVYEeCKVe TPUHLUIBI CTPYKTYPUPOBaHUA U TOCTpoeHMs peuteHuit. OpeitMBOpK
CAY)XUT CBOETO POA2 METOAVYECKVM VHCTPYMEHTapMeM U OAHOBPEMEHHO IPOTO-
TUIIOM KAacca pelieHuit. [loaToMmy B AaabHelieM AAsI lepeBopa caoBa framework
OyA€eM UCIIOAb30BaTb B OCHOBHOM €I'0 @HTAUNICKYIO KaAbKY, & TAKOKe IIOHATHE CUCTe-
Ma, BMECTO ITEPEBOAQ, YCTOSIBILETOCSI B OTE€UYECTBEHHOI AUTEpAType M0 BOIPOCaM
TPYAQ, — paMKa.

3. O003HaYeHUsI U COKpaIleHUs

Aasee B TEKCTe IIPUMEHSIIOTCS CAEAYIOLIVE COKPALLeHNS:

ACM — Accouuauusi KommnbioTepHoll TexHuKu (Association for Computing
Machinery)

BoK nan BOK — cBop (06bem) 3nanmit uau (Body of Knowledge)

CC2005 — Curricula Compuring 2005

CE — BrruncanreApHas TexHuka (computer engineering)

CE2016 — Computer Engineering 2016

CS — KomnbioTepHble HayKu (computer science)

CS2013 — Computer Science 2013

CSEC2017 — Cybersecurity curricula 2017

CyBOK — The Cyber Security Body of Knowledge 2019

GSwWE2009 — Graduate Software Engineering 2009

IEEE-CS — Kowmmnbioreproe CoobuiecTBO VIHCTUTYTa MH)KEHEPOB 110 SAEKTPO-
HYIKE U 9AEKTPOTEXHMKE

IS — VMndpopmanmonnsie cuctems! (information systems)

1S2010 — Information Systems 2010

IT — Vindopmanmonnsie TexHoaoruu (information technology)

IT2017 - Information Technology. Curricula 2017
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MSIS2016 - Global Competency Model for Graduate Degree Programs in
Information Systems

RDF — Resource Description Framework

SE — IporpammHuasi nHxenepus (software engineering)

SE2014 — Software Engineering 2014

SFIA — Skills Framework for the Information Age

NKT — nHpOpMaLMOHHO-KOMMYHVKAL[VIOHHbIE TEXHOAOT UM

T — unbopmaLiOHHbIE TEXHOAOT UM

KPM — xoHTeKCT pabouero mecra

HPM — 1udpoBbsiM HaBBIKOM pabouero mecra

OP — 00pasoBaTeAbHbIN pecypc

I[TKPM — npoduab KOHTEKCTa paboyero MmecTa

I[TPM — npoduab paboyero mecra

IMTLH — nmpoduaem undpoBoro HaBbIKa

IUH — 1udpoBoit HaBbIK

4. Konuenuusa pudpoBbIX HABBIKOB

B AaHHOJ raaBe paccMaTpUBAIOTCA METOAMYECKME aCIeKThl KOHLeuu 1ydpo-
BbIX HAaBBIKOB, 8 UIMEHHO, KX POAb B LiPOBOI SKOHOMIUKE, OTIPEAEAEHE, CBOIICTBA,
ob1ast KaaccuduKaLysi, a Tak)Ke CIocoObl OMMCAHMsI HABBIKOB. 32 OCHOBY MPMHIMA-
I0TCSI METOAMYECKIE pelleHMs], IPeAAOKEeHHbIe B paboTe [8], KOTOpble KpaTKo pac-
CMOTPVIM HIIKe.

OueBMAHO, YTO AASI YCKOPEHHOTO Pa3BUTUSI BCEX CEKTOPOB LM(POBOI 3KOHO-
MUKM aKTyaAbHO CBOEBPEMEHHOe ObecIieyeHle ee KaApaMu C BOCTPeOOBaHHBIMMU
HaBbIKAMM Ha KOHKPETHBIX pabourx MecTax. B mpakTuyeckoil >KU3HM CTAHOBSTCS
BOCTPeOOBAaHHBIMM He IIPOCTO AMIIAOMBI U cepTUUKAThI 00 00pa3oBaHUM, a CaMu
KOHEYHbIe Pe3yAbTaThl 00pa30BaTEAbHbIX, y4eOHbIX, TPEHMHIOBBIX IIPOLIECCOB — ITPO-
deccronaabHble ymenus (skills), HaspiBaemble HaBbikaMu. OTMeETHM, YTO B L POBOI
SKOHOMUIKe 3HAUMTEAbHAsI AOASI HABBIKOB MIMeeT sIBHO Li1dpoBoii xapakTep. [ToaTomy
Ba)KHEIIYI0 POAB B 11(POBYIO 3TI0XY UTPAIOT MMEHHO 1i1pPOBbIE HABBIKU.

Caeays [8], HaBBIK paccMaTpuBaeTcs KaK CIIOCOOHOCTb PabOTHMKA BBIMTOAHSTD
KOHKPETHBIE 3aAa4y PO eCCOHAABHO AESITEABHOCTY Ha KOHKPETHOII paboyeit rmo-
3MLIMY U B KOHKpETHOE BpeMsi. TakuM 00pa3oM, HaBBIKY IIPEACTABASIIOT CO00II Cyry0o
AVHaMM4eCKye CYLIHOCTH, aCCOLMMPOBAHHbIE C KOHKPETHBIM Pa00YMM KOHTEKCTOM.

B umtupyemoit paboTe OnpeAeAeHbI CAEAYIOLIIE KAACCHI LIPPOBBIX HABBIKOB.

1. O6mue VIT-HaBBIKY, TI03BOASIIOLINE PAOOTHUKAM CAMOTO IIVPOKOTO CIIEKTPa
npocdeccuit ucroab3osartb VT B cBoell MoBceAHEBHOI paboTe.

2. Ilpodeccuonasbubie VIT-HaBbIKK, TpeOyeMble CIelMaAXCTaM B obAacTu
nHpopMarLMoHHbIX TexHoAoruit (MIT) 1 ux mprAOKEeHUI AASI IPOM3BOACTBA IIPOAYK-
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TOB, YCAYT U PECYPCOB B 3TOI cdepe.

3. Ilpo6aemHO-OpueHTUpOBaHHbIe LU(POBbIe HABBIKM — HAaBBIKM CIIELi-
AAMCTOB, pa3pabaThIBAIOLINX M VCIIOAB3YIOIVX CIELMAAN3MPOBAaHHbIE TPOOAEMHO-
OpMEHTMPOBaHHbIE MAAT()OPMBI, TPUAOXKEHUSI, TAKEThI IPOrPaMM, CUCTEMBI aBTOMa-
THU3VPOBAHHOI'O IPOEKTVMPOBAHYS U T.IL.

4. Komnaemenrapusie VIT-HaBbiku (complementary skills) — HaBbiku nc-
MMOAB30BaHMSI BOBMOXXHOCTEN 5KOCUCTEMBI AAST BBITOAHEHMST OTAEABHBIX 3aAa4, CBSI-
3aHHbIX ¢ npuMeHeHneM VT Ha paboyem MecTe, T.e. KAacC OOI[EAOCTYITHBIX HABBIKOB
OoAee mMpoKuit Mo cpaBHeHuIo ¢ oomymu VT-HaBbikamu. Hanpymep, 3T0 HaBbIKM
VICTIOAB30BaHVSI COLIMAABHBIX CETEN AAS KOMMYHMKALMM C KOAAETAMU Y KAMEHTaMU,
MIPOABIDKEHMSI OpEeHAQ IIPOAYKTOB Ha MAATHOpMax SAeKTPOHHOM KOMMEPLIVN, QaHAAK-
3a OOABIIVIX AQHHBIX, OVI3HEC-TIAQHVPOBAHYA U T.IL.

5. HaBbIKM MCIIOAB30BaHUSI NMPUAOXKEHUI U cepBUCOB Lu(POBOIl 3KOHO-
MUKM — KaK, HallpMMep, HaBbIKM MCIIOAb30BaHMsI PA3AMYHBIX CIIELIMAAU3UPOBAHHBIX
IIPUAOYKEHNIA, peaAl3yeMbIX Ha OCHOBe MHPPpacTpyKTypbl VHTepHeTa Beleit.

K 0CHOBHBIM 0COOEHHOCTSIM HABBIKOB OTHOCSITCSI:

1. AVHaMUYHOCTB, T.€. UBMEHSAEMOCTb BO BpEMEHM.

2. 3aBMCUMOCTb OT 3KOCHCTEMBI paboyero MecTa, T.e. KOHTEKCTA KOHKPETHOIO
pabouero mecra.

3. TlepMaHEHTHOCTb OOHOBASIEMOCTH LIEAEBBIX AASI pabOYero MecTa U KOMIIAe-
MEeHTapHbIX LM(POBBIX HABBIKOB, 00YCAOBAEHHYIO OBICTPBIM Pa3BUTUEM TEXHOAOTH-
4eCKOl1 1 MHPOPMALMOHHOM OCHAIIEHHOCTY 5KOCKCTEMBI pab0o4ero MecTa.

4. MexXAVCUUIIAVHAPHDIN XapaKTep HaBbIKOB, KOTOPble IOTEHLIMAABHO MOTYT OX-
BaTbIBAaTh HECKOABKO Pa3AUYHBIX KOHBEPTrEeHTHBIX IIPEAMETHBIX 00AACTEIL.

5. OT4y»XAaeMOCTb, MOOMABHOCTb ¥ KOHKYPEHTHOCTb HaBBIKOB, X CIIOCOOHOCTD
00BEAVHSITBCS B BUPTYaABHOM IIPOCTPAHCTBE AASI PeLeHNsT O0IIMX 3aAaY, MUHYS aA-
MVHVCTPATUBHbBIE Y MEXXTOCYAQPCTBEHHbIE I'PAaHULIBL.

6. Bospacraoliee 3HaueHV€ MEXXAYHAPOAHBIX CTAHAAPTOB M YMEHUSI IPUMEHSTD
VX Ha TIPaKTUKe.

C TOuKM 3peHus 3aAa4 KaAPOBOI'O MEHEAXKMEHTA, IIAAHMPOBAHMSI Y OpraHu3aln
MOATOTOBKYU NMPOGECCHOHAABHBIX KAAPOB MHTEPEC MPEACTABASIIOT He LM poBble Ha-
BBIKM BOOOIIj€, & HaBbIKY, COOTBETCTBYIOLIME POASIM/IIOAPOASIM, BBITIOAHSIEMBIM VIC-
MMOAHUTEASIMM Ha KOHKPETHBIX pabounx mectax. Taxkoit Habop LnppPOBbIX HABBIKOB
AASI KOHKPETHOJI PO eCCMOHAABHOI TO3ULMY OyAeM HasblBaTh HABBIKOM paboye-
ro mecta (HPM).

AAs onycaHusI TaKMX HaBBIKOB B LIUTUPYEMOI! paboTe MpeAAOKeHa METaMOAEAD,
KOHKPeTU3UPYIOLasl OIIPeAeAeHVe TIOHATMS HaBblKa pabovyero MecTa U IPEACTaB-
AeHHas Ha Puc.4.1. AaHHas MeTaMOAEAb OTpaXkaeT COCTaB OCHOBHBIX CTPOMUTEABHBIX
OAOKOB ITOHSTMSI HAaBBIKQ, MHOTOMEPHOCTDb 3TOTO ITOHATHS, a TAIOKE €r0 AHaMuye-
CKYIO CYIJHOCTb.
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Bnok HedyHkunoHaneHbie
TpeBoBaHUA W
uaeHTuuKauum Komnnemen-
e TapHbie .“P“‘}’.“" :
HaBbIKK
me OGI.I.IHO
onucaxne WT-HaBbiku
Onucaxue Onepaup-
aKTve- OHHbIE
HOCTe# HaBbIKU
Basossie
Tectsl HoRtan WcTopus Haebika

COOTBETCTBMA

Puc.4.1. Moaeab undppoBOro HaBbIKA.

B cocTaB MOA€AM HaBbIKA BXOASIT CAEAYIOLie KOMIIOHEHTHI:

- BAok npeHTUUMKALUYM HABBIKA: COAEP)XKUT MM HaBbIKa (BO3MOXXHO, COCTAaB-
HOE) U €ro KOA B BBIOPAHHOW cucTeMe KAacCUbUKaumum (MAU CIICOK KOAOB CUCTEM
KAaccuduKaLmit).

- O0mee onucaHue: orpeAeAeHe 00AaCTY IIPYMEHEH VST, Ha3HauYeHus U o011en
bYHKLMOHAAPHOCTY HaBBIKA.

- OnucaHue aKTUBHOCTEN POAM (BBIMOAHsAEMBIX MU (YHKIMII): onpepe-
A€HIie OCHOBHBIX (TPYAOBBIX) PYHKILIMIL, COOTBETCTBYIOIINX PYHKIMOHAABHOCTHM Ha-
BBIKA.

- IleaeBble AU OmepaliOHHbIe HABBIKN: creludukanys npogpeccruoHaAb-
HBIX TpeOOBaHMIl, HEOOXOAMMBIX AASI BBITIOAHEHMUs LjeA€BbIX (DYHKLMIT HABBIKA,
KOHKpeTU3MpyIolas oblljee omicaHue HaBblKa. B creumduxaimsix onepanyoHHbIX
HABBIKOB MOTYT MCIIOAB30BAaTbhCsl HEMOCPEACTBEHHO CCBHIAKM Ha COOTBETCTBYIO-
e npodeccuoHasbHble UAM KBaAUDUKALMOHHBIE CTAHAAPTHI (Hampumep, Criel-
nouvkamit BceMUpHbIX cTaHAapToB WSSS — www.worldskills.org/WSSS nan UT-
npodcraHpapToB — https://softonit.ru/articles/profstandartit).

- bazoBble HaBBIKU: 0a30Bble 3HAHWS M YMEHNs, KOTOpble HEOOXOAUMBI AASI
BAQAEHUS U MCIIOAB30BaHMsI HABBIKOM Ha TPeOyeMOM YPOBHE OTBETCTBEHHOCTH.

- HaGop He(pyHKIMOHAABHBIX TPEOOBAHMII U XaPAKTEPUCTUK (ACMEKTOB):
AOIIOAHUTEABHbIE TPeOOBAHNS MAM ACIEKThI, CBSI3aHHbIE C AQHHBIM HaBbIKOM. Ha-
IpUMep, AOIIOAHUTEAbHble TPeOOBaHUA K KOHPUAEHLMAABHOCTY U MHGOpPMaLN-
OHHOIl 0€30MaCHOCTY, K CAE€AOBAHMUIO IIPOV3BOACTBEHHON TOAUTMKM B 00AACTY
MCIIOAB30BaHMS OTKPBITBIX CTAHAQPTOB; TPeOOBaHMS K ANMHOCTHBIM KaueCTBaM VC-
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MMOAHUTEAEN pOAelt; GMHAHCOBBIE YCAOBMSI pabOTBHI U T.II.

- KomnaemeHTapHbIe HAaBBIKU: 1[11(pPOBbIE HABBIKY 9KOCUCTEMBI, KOTOPbIE MO-
I'YT NIPMBHECTY HOBble BO3MO)XHOCTH IIPU MCIIOAB30BaHMM UX HA paboueM mecTe (K
3TOMY KAACCy HaBBIKOB OYA€M OTHOCUTD TAKOKe M HaBBIKU B CTIOAB30BaHUY ITPUAO-
YKEHMI1, peaAr3yeMbIX Ha OCHOBe MHpacTpyKTypsl VIHTepHeTa Beert).

- O6mue VIT-HaBbiku: TpebyeMblt VI T-uHCTpyMeHTapuil 001ero Ha3HaYeHus
AASL €T0 MICIIOAB30BaHMsI Ha paboyeM MecTe.

- KoMnAeKT TeCTOB Ha COOTBETCTBUE HABBIKY: HA0Op OMMCAHUI TUIIOBBIX
3aAQHMIT AASL IPOBEPKU COOTBETCTBUS KaHAMAATA HAa POAb MCIIOAHUTEAS TpeboBa-
HISIM HaBbIKa.

- Vicropusa HaBbIKa: nHGOpMaLOHHas1 6a3a, B KOTOPOI XPaHUTCS UCTOPUM U3-
MeHeHUJ HaBbIKa Ha IIPOTSDKeHMM €ero XM3HEHHOI O LIMKAA.

Kak oTMeuaA0Ch, BaXKHBIM CBOMICTBOM AQHHOV MOAEAU SBASETCA TO, YTO OHA OT-
pa’kaeT MHOTOMEPHOCTD M AVHAMUKY MOHSATYSA M(poBoro HaBbika. Kak cam HaBbIK
(0CHOBHOM QYHKLIMOHAABHBIV ITAQH HaBbIKA), TAK 11 €70 COCTaBHbIE YACTV MEIOT AO-
ITOAHUTEADbHBIE VI3MepPEeHNA.

AOIIOAHUTEABHBIMY 3MePEHMSIMY HaBbIKA SIBASIOTCSL:

1) L — xapbepHblil YpOBEHb AM YPOBEHDb BAAAEHMSI HABBIKOM (YPOBEHb OTBET-
CTBEHHOCTM);

2) S — mKaaa COOBITHIT )KMU3HEHHOTO LIIKAQ HABBIKA, BBI3BIBAIOIVIX MI3MEHEHME
ero cocTosAHMs1. C IOMOIIbIO TaKOM IIKAABI OIIPEAEASIeTCS BepClsl HaBbIKa;

3) W — mHoecTBO creliubukauuii TpeboBaHni KOHKPETHOTO pabovero Mmecra
(KOHTEKCTa), OIIPEAEASIOLINX YCAOBMS PeaAl3alysi HaBbIKa B KOHKPETHOI OpraHu-
3aLuy, B KOHKPETHO€e BpeMsl, Ha KOHKPETHOII paboyel MO3ULIMN.
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5. Cucrembl KAaccudpukanuy u onucaHus ¢ poBbIX HABBIKOB

B 2101 raaBe MpPOBEAEH aHAAU3 MEXAYHAPOAHBIX CTAHAAPTOB CUCTEM KAACCHU-
¢dbuKaLMy HaBBIKOB/KOMITETEHLIIT/TIpO A€l TPOPECCHOHAABHBIX POA€N B 00AACTY
T, a Takke crioco60B UX ONMMCAHMS, C LJEABIO BBIOOpa 0230BBIX METOAUYECKHUX pe-
IIEHUI AASI TIOCTaBAE€HHO L[EA.

5.1. Me;KAYHapOAHbBbI€ CUCTEeMbl ONMCAaHMsI HABbIKOB M KOMIIETEHIIUI

Kak ormeuaaoch BO BBeA€HUY, IPOCTPAHCTBO BO3MOXXHBIX POAEN/AOAKHOCTEN
pas3Horo ypoBHs B Maciutabax 4udpoBoil 9KOHOMMUKH Ype3BbIUAIHO BEAUKO. B cBsi-
31 C 4eM, AASI pellleHMsI 3aAa4 KaAPOBOTO MeHeA)XMeHTa pa3paboTaHbl MeXAyHa-
POAHBIE 1 HallMOHAAbHbIE CUCTEMBI KAaccuuKanuu u crenuduxanuy npodeccu,
HaBBIKOB, KBaAMQUKaLI, KOMIIETEHLMI, IPUMeHsieMble AAST OTMcaHus mpodeccu-
OHAADbHBIX POAEIL.

C ueAbio BbIOOpa METOAOB KAaccudUKaLy LUPPOBBIX HABBIKOB, a TAKXKe CIIO-
co60B ux cneunduKaLyy MIPUMEHUTEABHO K pelllaeMbIM 3A€Ch 3aAa4aM, IPOBEAEM
aHaAu3 HanbOAee aBTOPUTETHBIX U MIMPOKO UCIIOAb3YeMbIX crcTeM (ppertMBOPKOB)
HaBBIKOB U KoMneTeHLMiT. Kak oTMedaAaoch Bo BBeAeHMM, PpeliMBOPKY IPEACTABASI-
10T CO00J METOAOAOTMYECKYIO OCHOBY IIOCTPOEHMSI CUCTEM CYLIHOCTEN (Hanmpumep,
HABBIKOB, KOMIIETEHLIMIT, KBAAUDUKALMI, IPOTPAMMHBIX KOMITOHEHT), OIPEAEASIsT
6a30Bble METOAMYECKIE IPUHLIMIIBI CTPYKTYPUPOBAHMS U MIOCTPOEHUS CUCTEMHO-
ro peureHus. Takoke OHM CAYKaT paclIMpsieMbIM IIPOTOTUIIOM TAaKOTO pelIeHNs], BbI-
CTymnasi B Ka4yeCcTBe MHCTPYMEHTApHUsI AASI TIOCTPOEHMS CUCTEM CYLIHOCTeN LIeAeBOrO
HaszHaueHus. [ToaTOMy pasee B TeKCTe OYA€M B OCHOBHOM MCIIOAB30BATh MPSIMYIO
KaAbKY C QHTAUIICKOTO cAOBa framework, a He OAHOCAO’KHBIE TIEPEBOABI ATOTO TeEP-
MMHA TUIA paMKa MAK CTPYKTYpa. VIHoraa OyAeM B KauecTBe IepeBOAA AASI CAOBA
framework 1CITOAB30BaTh MOHSTHE «CUCTEMa».

B cdepe xappoBOro MeHep’)KMeHTa HanbOAee M3BECTHBIMM Y aBTOPUTETHBIMMU
dbperimdopkaMu SIBASIFOTCS:

- OpeMBOpPK HaBBIKOB AAsI MH(popMaLmoHHoro Beka (SFIA - Skills Framework for
the Information Age) [9].

- EBpomnericknit ¢pperntmBopk komnerteHuuit (e-CF - European e-Competence
Framework) [10].

- CaoBaps i-kommnerenuuit (iCD - i Competency Dictionary) [11].

B 3akAloueHMe yA€AMM BHUMaHMe OTeUYeCTBEHHBIM MpodCcTaHAApTaM B obAacTu
NT.

5.2. Cucrema HaBBIKOB AAsI UH(GOpMaIMOHHOTO BeKka SFIA

@OpeiiMBOPK HaBBIKOB AAsl MHpopMaunoHHoro Beka SFIA paspaboraH B Bean-
KOOpUTaHUM OAHOMMEHHOU HeKoMMepuecKoir opranusauuen - hpouaom SFIA. Ao-
KYMEHT OIpeAEeAsieT CUCTEMY KAACCUPUKALUY U METOAUKY ONMUCAHMS LU(PPOBBIX
HaBbIKOB oOAacTu VIKT, coorBeTCTBYIOIMX TpeOoBaHMAM LiPOBOI SKOHOMUKMI
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[12]. C nomoupio HaBbIKOB cucTembl SFIA, 1CIIOAB3yeMbIX B KQ4eCTBE CTPOUTEAD-
HBIX OAOKOB, MOXKET OBbITb OMMCAH OOLIMPHBIN KAACC MPOodeccroHaAbHBIX POAe,
cBsi3anubiX ¢ obaacThio VKT, tubposon Tpanchopmaiienn u paspaboTkoit mpo-
rpaMMHOTrO 0becIieveHusl.

Cucrema SFIA xapakTepusyeTcs NPOCTOTOM, IMPOKUM CIEKTPOM OXBaTa OC-
HOBHBIX BUAOB paboT B obaactu VIKT, 3HAYUTEABHOI pACIIPOCTPAHEHHOCTHIO (1C-
noAb3oBaHueM moutu B 200 cTpaHax Mupa), HEMPEPHIBHOCTHIO MTOAAEP)KKU B YaCTH
pasBuTus, odydenus u ceprudukanuu creunasuctos. CraHpaaprel SFIA mepecma-
TpUBaWOTCs KakKAble Tpu ropa. OpernimBopk SFIA 3apexkomenpoBaA cebst Kak a¢-
(beKTUBHBIN MHCTPYMEHT, IPMMEHMMBIN Ha BCEX CTAAMSX LIMKAQ YIIPaBAEHUS Iep-
COHAAOM, BKAIOYAs: TIAQHMPOBaHME, PEKPYTHHI, pa3MelljeHlie, OLIeHKY, Pa3BUTHUE U
BO3HarpaxpeHue.

Cucrema SFIA copepxut onucanusi 6oaee 100 HABBIKOB, AAST KQXKAOTO U3 KO-
TOPBIX BKAIOYaeT creuudukauuio GyHKLMOHAABHOCTY HaBbIKa B 3aBUCUMOCTU OT
YPOBHS OTBETCTBEHHOCTH (KOMIIETEHTHOCTM) BBIIIOAHSIEMOIT PAabOTBI C AAHHBIM Ha-
BbIKOM. C ITOMOII[bI0 HABBIKOB crcTeMbl SFIA Mo)keT ObITh OmMMCaHa MPAKTUYECKU
At06as1 pabouas mosuuust B o6aactu IKT (poAb/AOAKHOCTD). 3aMeTUM, YTO HaBbI-
k1 SFIA Bo BBepeHMM ObIAM OTHECEHBI K Pas3psiAy aOCTPaKTHBIX.

B HacTosiiee Bpemsi AOCTyIHbI ceabMasi Bepcust SFIA (SFIA 7) u yacTUyHO BOCh-
mas. IToaHoe u3panue BocbMoit Bepcun naanupyercs B 2020 roay.

Moaeab kaaccuduxanum VIKT-HaBeikoB B SFIA npeacTaBasieT co60it TpexypoB-
HEBYIO MepapXUYecKylo CUCTEMY, Ha BEpXHEM YPOBHe KOTODPOJI HaBBIKM pa3buBa-
JOTCSI Ha KAACChl KaTeropuii, 3aTeM, Ha BTOPOM YPOBHe, KaTerOpMu CTPYKTypPUPY-
IOTCSI HA MOAKATeropuu, KOTopble B CBOIO OYepeAb BBICTYNAIOT KaK COBOKYITHOCTHU
OAM3KUX IO POAY A€SITEABHOCTU HaBbIKOB, COCTaBASIIOLIVX TPETUIL, CAMbII HVDKHUI,
YPOBEHb MepapXuu cucTeMsl Kaaccudukauum. Beero B ceapmoit Bepcun SFIA ompe-
AeAsIeTCs: 6 KaTeropuil HaBbIKOB, 17 mopkaTeropuit 1 102 MHAMBMAYaAbHBIX HaBBIKA,
IpMYeM ONMCAHMe HAaBbIKa BKAIOYAET YTOUHSIOIIee OMMCaHMe KaXXAOT0 AOITYCTUMO-
IO AASI HETO YPOBHS VICIIOAHEHYS (YPOBHS OTBETCTBEHHOCTM).

B cBsA3M C TeM, UTO PYCCKOSI3bIYHBIN MOHATUIHBIN anmnapaT Aas ctaHpapra SFIA
elle He YCTOSIACS, YTOOBI He HaBsI3bIBATh YMTATEASIM COOCTBEHHBIN CTUAD IIEPEBOAA
OPUTMHAABHBIX IIOHATUIL, OYAEM, KaK IPaBUAO, UICIIOAb30BATh ABYSI3bIYHBIN CIIOCO0
omnucaHus perreHuit B SFIA.

B SFIA 7 onpepeAeHBI CAeAYIOIIMEe KATeTOPUY HaBbIKOB!

* - Strategy and architecture (CrpaTerus u apxurekrypa)

* - Change and transformation (/3meHeHue u TpaHcopmaiys)

* - Development and implementation (Paspaborka u peaAusarus)

* - Delivery and operation (AocTaBka 1 sKCIIAyaTaLs)

- Skills and quality (HaBeiku 1 kauecTBO)
* - Relationships and engagement (OTHoLIeHNs U B3aIMOAEVICTBE).
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B Tabanie 5.1 mpeacTaBAEHO Ha ABYX sI3bIKaX pa3OMeHe KaTeropuil HaBbIKOB Ha
MOAKATETrOpUH.

Tabauna 5.1
Kareropuu u nopxareropuu nudpoBbpix HaBbIKOB SFIA 7
Strategy and architecture CrpaTerus u apXuTekTypa
* Information strategy * VupopmauuoHHas crpaTerus
* Advice and guidance * CoBeTbl 1 PeKOMEHAALIUN
* Business strategy and planning * BusHec-cTparerus 1 naaHMpOBaHME
» Technology strategy and planning * TexHoAormueckas cTpaTerus ¥ IAQHMPOBaHMe
Change and transformation l3amenenne u TpaHcopmanms
* Business change implementation * PeaAausanysi 6¥3HeC-M3MeHeHU
* Business change management * VYipaBaeHue U3MeHeHMsIMU OM3Heca
Development and implementation Paspa6oTka u peaAansauus
* Systems development » PaspaboTka cucrem
* User experience * Jloab3oBaTeAbCKUI OIIBIT
* Installation and integration * YcraHOBKa M MHTerpauus
Delivery and operation Happiku u KayecTBO
* Service design * AmusaitH cepBUCOB
* Service transition * Tlepexoa Ha oOcAyKMBaHUE
* Service operation * DKCIIAyaTalysi cepBuca
Skills and quality HaBpIku 1 KauecTBO
* Skill management * YmpaBAeHre HaBbIKAMU
* People management * YmpaBAeHMe TepPCOHAAOM
* Quality and conformance * KayecTBO 1 COOTBETCTBUE
Relationships and engagement OTHOLIEHUSA U B3aIMOAEIICTBUE
* Stakeholder management * YipaBAeHIe 3aMHT€PECOBAHHBIMYU CTOPOHAMU
* Sales and marketing * ITpopaxu M MapKeTUHT
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Bcst HomeHKAaTypa undpoBbix HaBbIKOB cucTeMbl SFIA mpeacTaBaeHa (Ha ABYX

ﬂSI)IKaX) B Ta6AV[L[e 52, B KOTOpOI7I KaTeropmy HaBbIKOB IIPOHYMEPOBAaHbI /I BbIAEAE-

HbI LIPUPTOM, a TOAKATETOPUM TOAYEPKOM.

Tabauuna 5.2

Cucrema nqudponpix HaBbIKOB SFIA 7

Categories/subcategories/skills

Kareropuu/moaxkareropun/HaBbIKU

1. Strategy and architecture

Information strategy

Enterprise IT governance GOVN
Strategic planning ITSP

Information governance IRMG
Information systems coordination ISCO
Information security SCTY
Information assurance INAS

Analytics INAN

Data visualisation VISL

Information content publishing ICPM

Adyvice and guidance

Consultancy CNSL
Specialist advice TECH

Business strategy and planning

Demand management DEMM

IT management ITMG

Financial management FMIT

Innovation INOV

Research RSCH

Business process improvement BPRE
Knowledge management KNOW
Enterprise and business architecture STPL
Business risk management BURM
Sustainability SUST

1. CrpaTerusi u apXureKrypa

NudopmanuonHas crparerus

KopmnopaTtushsiit UT-menepxmenr GOVN
Crparernyeckoe naanuposanue [TSP
VudopmannonHoe ynpasaenne IRMG
Koopaunauusa nndopmannonHsix cucrem ISCO
NudpopmanmonHas 6esomacuocts SCTY
VHudopmarmoHHoe obecnevenre INAS
Anaantuka INAN

Busyaansauus panHeix VISL

TTybankauust uadopmarornHoro koHtenta ICPM

CoBeTsnI PEKOMEHAALINN

Koncyapraumsa CNSL

Koncyabranus cneunaaucra TECH

BMSHeC—CTpaTeI‘Mﬂ 1 NAAQHVDOBAHUE

VYrpaBaenue cipocom DEMM
UNT-menepxment ITMG

DuHaHCcoBbIT MeHepAXXMeHT FMIT
VunoBauuu INOV

WccaepoBanmss RSCH

Yayuurenve 6usHec-mpolieccoB BPRE
Vrpasaenne sHanusimu KNOW
ApxuTtekTypa npeanpusitus u 6usneca STPL

YnpasaeHne 6usHec-puckamyu BURM

Ycronmuusocts SUST
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Technology strategy and planning

Emerging technology monitoring EMRG
Continuity management COPL
Network planning NTPL

Solution architecture ARCH

Data management DATM

Methods and tools METL

TexHoAOTHUYECKAS CTPATETUS U IIAAQHUpOBaHUE

Hosble TexHOoAOrMM MOHUTOpUHra EMRG
VYmpaBaenue HenpepbiBHOCTbI0 COPL
CeteBoe naanupoBanue NTPL
Apxurektypa pemenuss ARCH
Vmpaeaenne panHbiMu DATM

Metoab! u uHCTpyMeHTh METL

2. Change and transformation

Business change implementation

Portfolio management POMG

Programme management PGMG

Project management PRMG

Portfolio, programme and project support
PROF

Business change management

Business analysis BUAN
Business modelling BSMO
Requirements definition and management REQM

Organisational capability development OCDV

Organisation design and implementation ORDI

Change  implementation  planning  and
management CIPM
Business process testing BPTS

Benefits management BENM

2. IameHeHue u Tpanchopmanusa

PeaAusanusa 6u3HeC-M3MeHeHin

YnpaBaenue noprdeaem POMG

Vmpasaenue nporpammamu PGMG

Ympaeaenne npoexkramu PRMG

ITopaep>Xka MOPTGOANO, MPOrpaMM U IPOEKTOB
PROF

anaBAel-me M3MeHeHUsAMU OusHeca

busnec-anaans BUAN
busnec-mopeanposanre BSMO

Ornpepeaenre TpeboBanmit 1 yrpaBaeHre REQM

PasBrTHe OpraHu3alOHHBIX BO3MOXKHOCTelt OCDV

Opranusauys u peaansauyst ORDI

VI3MeHeHMe TAQHMPOBAHMS U YIPABAEHUsI BHEApe-
Huem CIPM

ITpoBepxa busHec-mporieccoB BPTS

Vmpaeaenne npenmymectsamu BENM

3. Development and implementation

Systems development

Systems development management DLMG
Systems design DESN
Software design SWDN

3. PaspaboTKa 1 BHEADEHUE

Paspaﬁ OTKa CUCTEM

VYpaeaeHue pasButuem cuctem DLMG
Ipoextnpopanne cuctem DESN
Paspaborka ITO SWDN

28




Moderp yugpoBvix HABLIKOB KILOEpOE30NACHOCHY

Programming/software development PROG INporpammuposanue/paspaborka ITO PROG

Real-time/embedded systems development| Paspaborka B peXxnme peaAbHOTO BpeMeH!/BCTPO-

RESD eHHbIXx cucteM RESD
Animation development ADEV Pasputne annmaryim ADEV
Data modelling and design DTAN MoaeAaupoBaHue u Ausaiti AaHHbix DTAN
Database design DBDS bBasa pannpix DBDS
Network design NTDS Cetesoit pusaitH NTDS
Testing TEST TecTupoBaHnue Tecta
Safety engineering SFEN Texuuka 6esomacHoctu SFEN
Information content authoring INCA CospaHne nHpopmaLoHHoro HamoaHenust INCA
User experience IToAb30BaTEAbCKIIT ONBIT
User research URCH ViccaepoBanne moabsoBareaert URCH
User experience analysis UNAN Anaans omnpiTa noab3oBateaeit UNAN
User experience design HCEV AmsaitH moabsopareabckoro unrepdeiica HCEV
User experience evaluation USEV O1ieHKa MoAb3oBaTeAbcKoro onbita USEV
Installation and integration YcraHnoBKa U MHTerpanus
Systems integration and build SINT CucremHas nnrerpauus u cbopka SINT
Porting/software configuration PORT Koudurypauusi/mopruposaune ITO PORT
Hardware design HWDE ITpoextupoBauue obopysosauuss HWDE
Systems installation/decommissioning HSIN | Ycranoska/cHsaTue cucrem HSIN
4 Delivery and operation 4 AocTaBKa M dKCIIAyaTalusa
Service design Au3aiiH ycAyru
Availability management AVMT YnpasaeHue poctynHocTbio AVMT
Service level management SLMO YnpaBaeHue yposHeM cepsuca SLMO
Service transition ITepexoa Ha OOCAYKUBaHME
Service acceptance SEAC INpuemka ycayr SEAC
Configuration management CFMG YnpaBaeHue koHpurypauueit CFMG
Asset management ASMG Ynpasaenue aktuBamu ASMG
Change management CHMG Vipasaenue nsmeHenusamu CHMG
Release and deployment RELM Peaus u pasBeproiBanue RELM
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Service operation

System software SYSP

Capacity management CPMG
Security administration SCAD
Penetration testing PENT
Radio frequency engineering RFEN
Application support ASUP

IT infrastructure ITOP
Database administration DBAD
Storage management STMG
Network support NTAS
Problem management PBMG
Incident management USUP

Facilities management DCMA

IKcnAyaTanus cepBuca

Cucremnoe ITO SYSP

VrpaBaenne momuocTeio CPMG
VipaBaeHue 6ezonacHocTbio SCAD
Harpysounoe TectupoBanue PENT
PapmouacrorHas Texuuka RFEN
IMoaaepkka npuaokenuit ASUP
UT-undpacrpyxrypa ITOP
ApmuHucTpupoBaHue 6a3sl AaHHbIX DBAD
VrpaBaenue xpanennem STMG
IToaaepskka cett NTAS
Ynpasaenue npobaemamu PBMG
VYrpaBaenue nHuyaenTamu USUP

VipasaeHue oobekramu DCMA

5. Skills and quality

Skill management

Learning and development management ETMG
Competency assessment LEDA

Learning design and development TMCR
Learning delivery ETDL

Teaching and subject formation TEAC

People management

Performance management PEMT
Resourcing RESC
Professional development PDSV

Quality and conformance

Quality management QUMG
Quality assurance QUAS
Measurement MEAS

5. HaBbIK; 1 Ka4ueCTBO

Yu pPaBA€HUI€ HABbIKAMU

VYnpasaeHue o0yuennem u passutueM ETMG
Ouenka xomnerenTHocT LEDA

O6yuenne u paspaborka obyyennss TMCR
O6yuenne ETDL

O6yuenne u popmuposanue tembl TEAC

YunpaBAeHue nepcoHaAOM

VrpaBAeHue nponsBopuTeAbHOCTbI0 PEMT
Pecypc RESC

IpodeccuonaabHoe paspurue PDSV

KauecTBO 1 cOOTBEeTCTBUE

Vpasaenue kauectsom QUMG
Obecneuyenne kavectBa QUAS
Vamepenue MEAS
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Conformance review CORE
Safety assessment SFAS
Digital forensics DGFS

0630p coorsercrBuss CORE
Ouenka 6esomacHocTu SFAS

Lndposas xpummHaauctuka DGFES

6. Relationships and engagement

Stakeholder management

Sourcing SORC

Supplier management SUPP
Contract management ITCM
Relationship management RLMT

Customer service support CSMG

Sales and marketing

Marketing MKTG

Selling SALE

Sales support SSUP

Product management PROD

6. OTHOLIEHNSI U B3aMIMOAEIICTBUE

YupaBAeHue 3aIHTEPECOBAHHBIMU CTOPOHAMU

ITouck SORC

VYrpaBaeHnue nocrasuykamy SUPP
VipaBaenue konTpakramu ITCM
VrpaBaeHue B3auMmooTHomeHussMyu RLMT

IToaaep>kka kaneHToB CSMG

ITpopa’ku 1 MapKeTUHT

Mapxketruar MKTG
ITpoaaxa SALE
IToaaeprkka mpopax SSUP

VYpaBaenue npopaykramy PROD

Aast oncanus HaBbIKOB B SFIA ncroabsyeTcsi AByMepHasi TabAMLIA, KOAOHKHU

KOTOPOI7[ VIMEIOT CACAYIOLIME HAa3BaHUs: KaTEropusa, IMOAKATEroOpus, Ha3BaHME, KOA

HaBbIKa, a TaK>K€ YPOBHM OTBETCTBEHHOCTU (L), Ha3pIBa€MbI€ €l€ YPOBHAIMU KOM-

MEeTEHTHOCTU. YpOBeHb L. MOXXHO paccMaTpuBaTh B KauecTBe MHAEKCA, KOTOPBIi

OIIPEAEASIET B MaCCBE OTIMICAHUI1 HaBBIKOB Cl)paI'MeHT TEeKCTa KOHKPETHOI'O HaBbIKa,

COOTBeTCTBYIOIJ.U/[i[ AQHHOMY YPOBHIO OTBETCTBEHHOCTU.

B SFIA ompepeAeHbl ceMb YpOBHeN OTBETCTBEHHOCTHU (T.e. B o0uieM cayvae L

INpMHMMAaET 3HAY€HUA OT 1 AO 7), KOTOPbI€ Ha3BaHbI CACAYIOIIVMIMMU I'AarOAaMM B I10-

BEAUTEABHOM HAaKAOHEHUU:
L=1 — caeaym;
L=2 — nmomoraiz;
L=3 — npumensi;

L=4 — co3paaBait BO3SMO>KHOCTU;
L=5 — obecneunBar/coBeTyi;

L=6 — vHULMUPYI1/BAVAIL;

L=7 — dopmyAupyi1 cTpareruio, BAOXHOBASI 1 MOOMAU3YIL.

CemaHTHKa Ka’KAOTI'0 YPOBHA OTBETCTBEHHOCTU OIIPEAECASAECTCA 110 EAMTHOMY I1Ia-

OAOHY, COAEPIKAIIEMY CAEAVIOLIVE IISTh PA3AEAOB:

- Autonomy (ABTOHOMUSI)
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Influence (Bausinue)
- Complexity (CA0>XHOCTB)
Knowledge (3HaHue)

Business skills (BusHec HaBbIKI)

OrmnucaHue ceMaHTHUKM YPOBHel OTBeTCTBeHHOCTU L mpuBepeHo B Tabauue 4.3

(Tak >ke Ha ABYX sI3bIKAX).

Tabanuua 5.3

CemaHTHuKa YpOBHell oTBeTcTBeHHOCTU SFIA 7

Responsibility Levels

Ypom-m OTBETCTBEHHOCTU

Responsibility Level 1

Autonomy

Works under supervision. Uses little discretion.
Is expected to seek guidance in unexpected
situations.

Influence

Minimal influence. May work alone, or interact

with immediate colleagues.

Complexity
Performs routine activities in a structured

environment. Requires assistance in resolving

unexpected problems.

Knowledge

Has a basic generic knowledge appropriate to
area of work. Applies newly acquired knowledge
to develop new skills.

Business skills

Has sufficient communication skills for effective

dialogue with others. Demonstrates an organised

YpoBeHb OTBETCTBEHHOCTH 1

ABTOHOMMSA

Paboraer mop HabAwaeHueM. VicroAabsyeT He-
6oabIoe ycMoTpeHye. OKXMAAETCsI, YTO OH Hail-
AET PYKOBOACTBO B HEO)KUAAHHDBIX CUTYALVISIX.

Bausuue

MuHumaAbHOE BAMsiHME. MoskeT paborarhb ca-
MOCTOSATEABHO VAU B3aIMOAEICTBOBATb C HeIo-
CPEACTBEHHBIMU KOAAETAMMA.

CaoxHOCTD

BBIMOAHSIET PYTUHHBIE ACHCTBUA B CTPYKTYPU-
poBaHHOII cpepe. TpebyeTcst moMoLb B peleHnn
HETPEABUAEHHBIX IPOOAEM.

3uanue

VimeeT 6a3oBble 0bLIVE 3HAHVISI, COOTBETCTBYIO-
mue obAaactu paborel. IIpumensier npuobpereH-
Hble 3HAHUS AASI Pa3PabOTKU HOBBIX HaBBIKOB.

BbusHec HaBbIKU

VMeeT AOCTaTOUHbIE HABBIKU OOLEHUST AAST 9~

bexTUBHOTrO AMIaAora c ApyrumMu. AeMOHCTpUpYeT
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approach to work. Uses basic systems and
tools, applications, and processes Contributes
to identifying own development opportunities.
Follows code of conduct, ethics and organisational
standards. Is aware of health and safety issues.

Understands and applies basic personal security

OPraHM30BAHHBIN IIOAXOA K paboTe. Vicmoabsyer
OCHOBHbBI€ CUCTEMbl ¥ MHCTPYMEHTDI, IIPUAOXKE-
Hus U mpoueccel. CHOCOOCTBYET OIpeAeAeHNUIO
COOCTBEHHBIX BO3MO>KHOCTEI pa3BUTUA. Bbimoa-
HSET KOAEKC IIOBEAEHN s, STUKY Y OPTaHM3aLMOH-

Hble CTAaHAAPTBL 3HaeT 0 NPobAeMax 3A0POBbs U

practice. 6esomacHocTy. I[TOHMMaET U NMPUMEHSET OCHOB-
HYIO IIPAaKTUKY AUYHOI 6€30MaCHOCTH.
Responsibility Level 2 YpoBeHb OTBETCTBEHHOCTH 2
Autonomy ABTOHOMMUSA

Works under routine direction. Uses limited
discretion in resolving issues or enquiries. Works

without frequent reference to others.

Influence

Interacts with and may influence immediate
colleagues. May have some external contact with
customers, suppliers and partners. May have
more influence in own domain. Aware of need
to collaborate with team and represent users/

customer needs.

Complexity

Performs a range of work activities in varied
environments. May contribute to routine issue

resolution.
Business skills
Has sufficient communication skills for effective

dialogue with customers, suppliers and partners.

Is able to work in a team. Is able to plan, schedule

PaboTaeT B pyuHOM pexume. Vicroapsyer orpa-
HUYEHHOe YCMOTpeHNe NPY pelleHNy BOIPOCOB
MAU 3ampocoB. PaboTaeT 6e3 YacThIX CCHIAOK Ha

ADYTHX.

BAusuune

B3anMOAENCTBYeT M MOXKeT BAUSTb Ha HeIo-
CPeACTBEHHBIX KOAAET. MOXeT ¥MeTb BHeIIHMI
KOHTAKT C KAVEHTaMM, IOCTaBIIMKaAMM U [TAPTHe-
pamu. MoxxeT uMeTb OOAblLee BAMSIHIE B COO-
cTBeHHOI obAacT. Oco3HaeT HeoOXOAMMOCTb
COTPYAHMYATb C KOMaHAOI U NPEACTABASTb UH-

Tepechl IIOAb30BaTeAeN / KAMEHTOB.

CaoxxHOCTD

BeinoAHsieT psip pabouMx omepauuit B pasand-
HbIX YCAOBI/IHX. MoskeT CHOCO6CTBOBaTb pyTMH-
HOMY paspeLIeHNIo IPOOAEM.

BbusHec HaBbIKU

VIMeeT AOCTaTOYHbIE HABBIKM OOLEHMUS AAS 9(1)—

CbeKT]/IBHOI'O AMaAOra Cc KAMEHTaMH, IMOCTaBIMKa-

M1 1 mapTHepamu. MoxxeT paboTaTh B KOMaHAE.
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Demonstrates a rational and organised approach
to work. Understands and uses appropriate
methods, tools and applications. Identifies and
negotiates own development opportunities.
Is fully aware of and complies with essential
organisational security practices expected of the

individual.

VIMeeT BO3MOXXHOCTb IAQHMPOBATb, IIAAHUPO-
BaTh I KOHTPOAMPOBATb COOCTBEHHYIO paboTy B
KOPOTKME CPOKU. AEMOHCTPUPYET paLiOHaAb-
HBIJ1 ¥ OPTaHM30BAHHBII ITOAXOA K pabote. [ToHu-
MaeT U UCIOAb3YeT COOTBETCTBYIOLIME METOABL,
MHCTPYMEHTBI U IpuAOKeHus1. OTpeaeAsieT u Be-
A€T TIEPEroBOPbI O COOCTBEHHDBIX BO3MOXKHOCTSIX
pasButusi. [IOAHOCTBIO OCO3HAET U COOAIOAAET
OCHOBHBIE OPraHM3ALMOHHbIE MepPbI 6e30MmacHo-

CTU, OJKMAAEMbI€ OT YEAOBEKa.

Responsibility Level 3

Autonomy

Works under general direction. Uses discretion
in identifying and responding to complex issues
and assignments. Receives specific direction,
accepts guidance and has work reviewed at agreed
milestones. Determines when issues should be

escalated to a higher level.

Influence

Interacts with and influences colleagues. Has
working level contact with customers, suppliers
and partners. May supervise others or make
decisions which impact the work assigned to
individuals or phases of projects. Understands
and collaborates on the analysis of user/customer

needs and represents this in their work.

Complexity

Performs a range of work, sometimes complex

YpoBeHb OTBETCTBEHHOCTH 3

ABTOHOMUA

PaboTaer 1o 00mUM PYKOBOACTBOM. Vcmoab-
3yeT AUCKPELMOHHbIE TIOAHOMOYMSI IIPU OTIPEAe-
AEHUU U PearupoBaHMU HA CAOXKHbIE BOTIPOCHI U
3apaHus. [loAyyaeT KOHKpETHOe HalpaBAEHME,
[IPMHMMAET PYKOBOACTBO I IIPOBEpsieT paboTy Ha
coraacoBaHHbIx aranax. OnpepeAsieT, KOraa mpo-
6AeMBI AOAXKHBI OBITh YBEAMUEHBI AO DOA€€ BBICO-

KOro ypoBH:.

BAusinue

B3auMoAelCTByeT C KOAAETaMM U BAMsET Ha
Hux. VimeeT pabounit KOHTAKT C KAUEHTAMMU, MO-
CTaBLIVMKaMM U NMapTHepaMu. MoKeT KOHTPOAU-
pOBaTb APYTMX MAM IPUHUMATDb PelIeHus, KOTO-
pble BAUSIIOT Ha paboTYy, HOPYYEHHYI OTAEABHBIM
AVILIAM VAU 3TanaM IpoekToB. IloHumaer u co-
TPYAHMYAET B aHaAu3e MOTPeOHOCTEN MOAb3O-
BaTeAel / KAMEHTOB U IIPEACTABASET 3TO B CBOEN

pabore.

CAOXHOCTH

BoinoaHsieT psia paboT, MHOTAQ CAOXKHBIX UM He-
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and non-routine, in a variety of environments.
Applies methodical approach to issue definition

and resolution.

Knowledge

Has a sound generic, domain and specialist
knowledge necessary to perform effectively in
the organisation typically gained from recognised
bodies of

information. Demonstrates effective application

knowledge and organisational
of knowledge. Has an appreciation of the wider
business context. Takes action to develop own

knowledge.

Business skills

Demonstrates effective communication skills.
Plans, schedules and monitors own work (and
that of others where applicable) competently
within limited deadlines and according to relevant
legislation, standards and procedures. Contributes
fully to the work of teams. Appreciates how own
role relates to other roles and to the business of
the employer or client. Demonstrates an analytical
and systematic approach to issue resolution.
Takes the initiative in identifying and negotiating
appropriate personal development opportunities.
Understands how own role impacts security
and demonstrates routine security practice and

knowledge required for own work.

CTAHAAPTHBIX, B Pa3ANYHBIX cpepax. [Ipumenser
METOAMYECKUIT TIOAXOA K OIPEAEAEHMIO U paspe-

HIeHUNIO l'IpO6A€MbI.

3uanue

O6AapaeT MPOYHBIMUM OOLIMMY, AOMEHHBIMU U
CIeLaAbHBIMU 3HAHUSIMU, HEOOXOAMMBIMU AAST
addexTuBHOI paboTel B opraHmsanuu, 0OBIY-
HO TOAyYaeMbIX W3 IPMU3HAHHBIX COBOKYITHO-
CTeil 3HaHUI1 ¥ OPraHM3aLVOHHON MHGOpPMaLMN.
AemoHcTpupyer  addeKkTMBHOE INpUMeHeHue
sHaHmil. [ToHuMaeT OoAee IIMPOKUIL Ou3HEC-
KOHTEKCT. IIpyHMMaeT Mepbl AASI PasBUTUS COO-

CTBEHHBIX 3HAaHUM.

BusHec HaBbIKU

AemoHcTpupyer 3ddeKTrBHBIE KOMMYHMKa-
TUBHblE HABBIKU. [[AQHUPYET M KOHTPOAMpYET
coOCTBeHHYI0 paboTy (M paboTy Apyrux, Koraa
9TO NMPUMEHNMO) KOMIIETEHTHO B OrDaHUY€EHHbIE
CPOKM ¥ B COOTBETCTBUM C COOTBETCTBYIOL[UM
3aKOHOAAQTEABCTBOM, CTAHAAPTAMU U IIPOLIEAY-
pamu. BHOCUT MOAHBIT BKAAA B PabOTy KOMaHA.
OueHnBaeT, Kak COOCTBEHHas POAb OTHOCUTCS
K APYTMM DOASIM U K Ou3Hecy paboTopaaTeAs: uan
KAMEHTA. AeMOHCTPUPYET aHAAUTUYECKUIL U CHU-
CTEeMaTUYeCKUI MTOAXOA K DELIEHUIO TPOOAEMBL.
ITpyHUMaeT MHMLMATUBY IO ONPEACACHMIO U
00CY>XAEHIIO COOTBETCTBYIOLIMX BO3MOXXHOCTEN
AMYHOTO pas3BuTysi. [ToHMMAET, KaK CoOCTBeHHas
POAb BAUMsIET Ha 0€30I1aCHOCTb ¥ AEMOHCTPUPY-
€T PYTMHHYIO IPAKTUKY 0€30MaCHOCTY U 3HAHUS,

HEOOXOAMMBbIE AASI COOCTBEHHOI PaboThI.

Responsibility Level 4

Autonomy

YpoBeHb OTBETCTBEHHOCTH 4

ABTOHOMUS
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Works under general direction within a clear
framework of accountability. Exercises substantial
personal responsibility and autonomy. Plans own

work to meet given objectives and processes.

Influence

Influences customers, suppliers and partners at
account level. May have some responsibility for the
work of others and for the allocation of resources.
Participates in external activities related to own
specialism. Makes decisions which influence
the success of projects and team objectives.
Collaborates regularly with team members, users
and customers. Engages to ensure that user needs

are being met throughout.

Complexity

Work includes a broad range of complex
technical or professional activities, in a variety
of contexts. Investigates, defines and resolves

complex issues.

Knowledge

Has a thorough understanding of recognised
generic industry bodies of knowledge and
specialist bodies of knowledge as necessary. Has
gained a thorough knowledge of the domain of
the organisation. Is able to apply the knowledge
effectively in unfamiliar situations and actively
maintains own knowledge and contributes to

the development of others. Rapidly absorbs new

information and applies it effectively. Maintains

Paboraer oA 00LIMM PYKOBOACTBOM B Y€TKUX
paMKaX MOAOTYETHOCTU. YIpPaBAsIeT CYIIeCTBEeH-
HOW AMYHOV OTBETCTBEHHOCTBIO U aBTOHOMMUEN.
ITaaHMpyeT COOCTBEHHYIO PaboTy AASL AOCTVKe-

HUA ITOCTABA€HHBIX ].leAer/[ " IpoLEeCCOB.

BAusinue

BAMsieT Ha KAMEHTOB, TOCTABILIMKOB U MapTHe-
pOB Ha YpOBHe akKayHTa. Mo)XeT HeCTU ompe-
AEAEHHYI0 OTBETCTBEHHOCTb 32 paboTy Apyrux
U 3a BBIAGA€HME PecypCOB. YYacTByeT BO BHeII-
Hell AEATEAbHOCTM, CBS3aHHONM C COOCTBEHHBIM
cnenaAusMoM. IlpyHuMaeT pelreHus, KOTOpble
BAVSIOT HA yCIleX IPOEKTOB U KOMaHAHBIX LI€A€lL.
CoTpyAHMYAET C YA€HaMV KOMAHABI, II0Ab30BaTe-
ASIMU U KAMEHTaMU. 3aHuMaeTcs obecredyeHnem
TOrO, YTOObI IIOTPEOHOCTU MTOAB30BATEAEI YAOB-

A€TBOPAAVCH BO BCEM.

CAO0XXHOCTH

Pabora BKAIOYaeT B ce0s IIMPOKMIl CIIEKTP
CAOXKHBIX TEXHUYECKMX AU MPOdeCcCHOHAABHBIX
MepOIpUATUIL B PAa3AMYHBIX KOHTEKCTax. Paccae-

AYET, OIIPEACASET U pelIaeT CAOXKHbIE Hp06AeMbI.

3HaHue

VImMeeT moAHO€ [TOHMMAHYe IPU3HAHHBIX OOIIX
OTPACA€BBIX OPTaHOB 3HAHMII M CHELMAAM3UPO-
BaHHbBIX OPraHOB 3HAHMII 110 Mepe HeOOXOAMMO-
ctu. TToAyuMA AOCKOHaAbHOE 3HaHMe 00AacTu
opranusauuyu. Ymeer s(pQPeKTUBHO IPUMEHSTH
3HaHMS B HE3HAKOMbIX CUTYallMsX U aKTUBHO
MTOAAEPXXMBAET COOCTBEHHBbIE 3HAHMSA U CIOCOO-
CTBYeT Pa3BUTUIO APYIUX. DBICTpO BIUTBIBaeT

HOBYI0 MHbopMaLuio 1 3GdeKTUBHO ee MpuMe-
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an awareness of developing practices and their
application and takes responsibility for driving

own development.

Business skills

Communicates fluently, orally and in writing,
and can present complex information to both
technical and nontechnical audiences. Plans,
schedules and monitors work to meet time
and quality targets. Facilitates collaboration
between stakeholders who share common
objectives. Selects appropriately from applicable
standards, methods, tools and applications.
Fully understands the importance of security to
own work and the operation of the organisation.
Seeks specialist security knowledge or advice
when required to support own work or work of

immediate colleagues.

HsaeT. IlopAep>KMBaeT OCBEAOMAEHHOCTb O Me-
TOAAX pa3pabOTKM U MX MPUMeHEeHUN 1 OepeT Ha
cebsi OTBETCTBEHHOCTb 3a COOCTBEHHOE pa3BU-

THe.

busHec HaBbIKU

CBOOOAHO 00IjaeTcss YyCTHO M IMCbMEHHO U
MOXET IPEACTABASITD CAOXKHYI0 MH(OPMALMIO
KaK AASI TEXHUYECKON, TaK U AASL HETEXHUYECKON
ayauTopun. VIcnoAb3yer maaHsl, rpapuku U Mo-
HUTOPBI AASL AOCTVDKEHMSI LIeAell BpeMEHU U Ka-
yectBa. COAENCTBYET COTPYAHUYECTBY MEXAY
3aMHTEPECOBAHHBIMY CTOPOHAMY, KOTOPbIE MMe-
10T obimue 1eAn. CAeAyeT COOTBETCTBYIOLIUM
CTaHAQPTaM, METOAAM, MHCTPYMEHTAM 1 IIPUAO-
XKeHMsIM. [TOAHOCTBIO TOHMMAeT BaXKHOCTb 6es-
OIIACHOCTHU AAsI PAOOTBL M PabOThI OpraHM3aALMN.
Vmer 3HaHMS MAM peKOMeHpauuu o besomac-
HOCTHU CIIELIMAAVCTA, KOTAQ 5TO HEOOXOAUMO AASL
MOAAEPXXKM COOCTBEHHOM PaboThl MAKM pabOTHI

OAVDKAMILMX KOAAET.

Responsibility Level 5

Autonomy

Works under broad direction. Work is often self-
initiated. Is fully responsible for meeting allocated
technical and/or project/supervisory objectives.
Establishes milestones and has a significant role

in the assignment of tasks and/or responsibilities.

Influence

Influences organisation, customers, suppliers,
partners and peers on the contribution of own
specialism. Builds appropriate and effective

business relationships. Makes decisions which

Responsibility Level 5

Autonomy

Works under broad direction. Work is often self-
initiated. Is fully responsible for meeting allocated
technical and/or project/supervisory objectives.
Establishes milestones and has a significant role

in the assignment of tasks and/or responsibilities.
Bananne
BAnsieT Ha OpraHmsauuio, KAMEHTOB, ITOCTAB-

LIMKOB, MMapTHEPOB U KOAAET HAa BKAAA CcOOCTBEH-

HOTIO crieumraAmsama. COSAaeT HapAeXalue n 3(1)—

(beKTUBHbIE A€AOBBIe OTHOLIeHUs. IIpuHuMaer
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impact the success of assigned work, i.e. results,
deadlines and budget. Has significant influence
over the allocation and management of resources
appropriate to given assignments. Leads on user/
customer collaboration throughout all stages of
work. Ensures users’ needs are met consistently

through each work stage.

Complexity

Performs an extensive range and variety of
complex technical and/or professional work
which

the application of fundamental principles in a

activities. Undertakes work requires
wide and often unpredictable range of contexts.
Understands the relationship between own
specialism and wider customer/organisational

requirements.

Knowledge

Is fully familiar with recognised industry bodies
of knowledge both generic and specific. Actively
seeks out new knowledge for own personal
development and the mentoring or coaching of
others. Develops a wider breadth of knowledge
the
knowledge to help to define the standards which

across industry or business. Applies

others will apply.

Business skills

Demonstrates  leadership. =~ Communicates

effectively, both formally and informally.

Facilitates collaboration between stakeholders

pellleHNs, KOTOpble BAUSIOT HAa YCIeX Ha3HAueH-
HOVI paboTBI, T. €. Pe3yAbTATbl, CPOKU U OIOAJKET.
ViMeeT cyujecTBeHHOe BAMSIHME Ha paclIpepeAe-
HUe Y YyIpaBAEHUE pecypcaMy, MOAXOASIVMU
AASI 3aAQHHBIX 3aAaHMIL. BeaeT cOTpyAHMYECTBO C
MMOAB30BaTeAEM / KAMEHTOM Ha BCeX aTamax pabo-
Tbl. ObecneynBaeT MOCTOSIHHOE YAOBAETBOPEHME
MOTPEOHOCTEN [TOAB30BATEAEI HA KAKAOM dTaIle

paboTsr.

CA0XXHOCTD

BhIMOAHSIET LIMPOKMIT CHEKTP PasHOOOpasHBIX
TEXHUYECKUX U / AU PO]ECCHOHAABHBIX PaboT.
Beinoansier pabory, Kotopast TpebyeT nmpuMeHe-
HUST QYHAQMEHTAABHBIX IPUHLUIIOB B IIMPOKOM
M YaCTO HEMPEACKa3yeMOM AMAIa30HE KOHTEK-
cToB. IToHMMaeT B3aMOCBSI3b MEXAY COOCTBEH-
HBIM CIIELMAAUBMOM U 60A€e MIMPOKUMU Tpebo-

BaHUSAMU 3aKa3uuka / OopraHusauuun.

3Hanne

IToAHOCTBIO 3HAKOM C TIPM3HAaHHBIMU OTpaCAe-
BBIMM OpraHaMy 3HAHUIT KaK OOIUX, TaK U KOH-
KPeTHBIX. AKTMBHO WINET HOBBIE 3HAHUS AAS
COOCTBEHHOIO pas3BUTKSI AMYHOCTM M HACTaB-
HUYECTBA VAU KOy4MHra Apyrux. PasBuBaer 6o-
Aee IIMPOKME 3HAHMS B OTPACAM MAM Oum3Hece.
ITpuMeHsieT 3HaHUsL, YTOObI IIOMOYb OIPEAEAUTD
CTaHAAPTBI, KOTOpbIe OYAYT IPUMEHSATbCSA APYTU-

M.
busnec HaBbIKK
AemoHcTpupyet anpepctBo. Obmaercs addex-

TUBHO, KaK popMaabHO, Tak 1 HepopmaabHo. Co-

AEVICTBYET COTPYAHMYECTBY MEXAY 3aMHTEPeCco-
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who have diverse objectives. Analyses, designs,
plans, executes and evaluates work to time,
cost and quality targets. Analyses requirements
and advises on and for

scope options

continuous operational improvement. Takes
all requirements into account when making
proposals. Demonstrates creativity, innovation
and ethical thinking in applying solutions for
the benefit of the customer/stakeholder Advises
on the available standards, methods, tools and
applications relevant to own specialism and can
make appropriate choices from alternatives.
Maintains an awareness of developments in
the industry. Takes initiative to keep skills up to
date. Mentors colleagues. Assesses and evaluates
risk. Proactively ensures security is appropriately
addressed within their area by self and others.
Engages or works with security specialists as
necessary. Contributes to the security culture of

the organisation.

BaHHBIMM CTOPOHAMM, KOTOpDble MMEIOT pasHble
LieAr. AHAAM3MPYET, NPOEKTUPYET, MAAHMPYET,
BBIMIOAHSIET U OLIEHMBAeT DPEe3yAbTaThl paboThI,
BpeMeHU U 3aTpaT. AHaAM3UpyeT TpeOOoBaHMs
M AET PEeKOMEHAALMM 10 OXBATy ¥ BapMaHTaM
HENPEepPbIBHOIO  COBEPLIEHCTBOBAHMS  PabOThI.
[TpuHuMaeT BO BHUMaHue BCe TpebOBaHUS Mpu
BHECEHUM IPEAAOKEHUIT. AEMOHCTPUPYeT Kpe-
AQTUBHOCTDH, MHHOBALMM N 3TUYECKOE MBbILIAEHNE
NpY TIPUMEHEHUY PEIIeHNIT B UHTEPecax KAUEH-
Ta / 3auHTepecoBaHHOro Auta. KoHcyapTupyer o
AOCTYITHBIX CTAHAAPTAX, METOAAX, MUHCTPYMEHTAX
Y IPUAOXKEHUSIX, UMEIOLIMX OTHOLLEHNE K CBOEMY
CIIELMAABHOMY 3HAUEHMIO, I MOXKET A€AaTh IIpa-
BUABHBIN BBIOOD 13 aAbTepHATUB. [lopAAepKUBaeT
[TOHMMaHUe pasBUTUS oTpacan. [IpuHnMaeT nHU-
LMaTHUBY, YTOOBI IOCTOSIHHO OOHOBASITH HaBBIKIL.
HacraBasier koaaer. OlieHUBaeT U OL€HUBAET
puck. Yipexaarmoiiee obecreyeHne 6e30macHOCTI
AOAKHBIM 06pasoM paccMaTpUBAETCS B CBOEIl
obAacTu camuMm 1 Apyrumiu. I1pu Heo6XoAMMOCTH
COTPYAHMYAET MAM PabOTaeT Co CHeLaAUCTaMU
o 6e3onacHocTy. CriocoOCTBYeT KyAbTYpe 0e3-

OITACHOCTY OpraHM3alvn.

Responsibility Level 6

Autonomy

Has defined authority and accountability for
actions and decisions within a significant area of
work, including technical, financial and quality
aspects. Establishes organisational objectives and

assigns responsibilities.

Influence

Influences policy and strategy formation.

Initiates influential relationships with internal

YpoBeHb OTBETCTBEHHOCTU 6

ABTOHOMUSA

OmnpepeAsieT IOAHOMOYMSI ¥ OTBETCTBEHHOCTb
32 AEVICTBYSI M pelLleHNs] B 3SHAYUTEABHON 00AaCTH
paboTsl, BKAIOYAsT TeXHUYEeCKMe, GUMHAHCOBBIE U
KaueCTBEHHbIe aCIleKThl. YCTaHaBAMBaeT OpraHU-
3aLMIOHHbIE LIEAV I PaCIIPeAeAsieT 00513aHHOCTH.

BausHne

Bausier Ha dopMupoBaHMe MOAUTUKM U CTpa-

TEeTrun. I/IHI/IHI/II/IpyeT BAUATEAbHbIE OTHOIIEHUA C
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and external customers, suppliers and partners
at senior management level, including industry
leaders. Makes decisions which impact the
work of employing organisations, achievement
and financial

of organisational objectives

performance.

Complexity

Has a broad business understanding and deep
understanding of own specialism(s). Performs
highly complex work activities covering technical,
financial and quality aspects. Contributes to
the implementation of policy and strategy.
Creatively applies a wide range of technical and/

or management principles.

Knowledge

Promotes the application of generic and specific
bodies of knowledge in own organisation. Has
developed business knowledge of the activities
and practices of own organisation and those of

suppliers, partners, competitors and clients.

Business skills

Demonstrates clear leadership. Communicates
effectively at all levels to both technical and
non-technical audiences. Understands the
implications of new technologies. Understands
and communicates industry developments, and
therole and impact of technology in the employing
Absorbs

Promotes compliance with relevant legislation

organisation. complex information.

C BHYTPEHHMMM M BHEUIHMMM KAMEHTaMu, I10-
CTaBIVKaMM U MTAPTHEPAaMl Ha YPOBHE BBICIIETO
PYKOBOACTBA, BKAIOYasi AMAEPOB oTpacan. Ilpu-
HMMaeT pelLleHNs], KOTOpble BAMSIOT Ha pabory
OpraHM3aLmii-paboTOAATEAEN, AOCTVKEHUE Op-
raHM3aLMOHHBIX 1ieAell 1 (PVMHAHCOBBIX IIOKa3aTe-

A€l

CAO0XXHOCTH

ObaapaeT IMMPOKMM IMOHMMaHMEM OusHeca U
TAYOOKMM IOHMMAHUEM COOCTBEHHOTO CIIeLy-
aaucra (0B). BpIIOAHSIET OYeHb CAOKHbIE pabo-
qyie MEPOIPUSITHS, OXBATHIBAIOLIME TEXHNYECKIIE,
¢buHaHCOBBIE 11 KayecTBeHHbIe acneKTbl. Crocob-
CTBYET OCYILIECTBAEHUIO IIOAUTUKY U CTPATETNN.
TBOpYECKY NPUMEHSET WMPOKUIT CIIEKTP TEXHU-

YeCKMX U / AU YIIPaBA€HYeCKMX MTPUHIIMIIOB.

3HaHue

Crnoco0OCTBYyeT NpMMeHEeHNIO OOIIMX Y KOHKPeT-
HBIX OPraHOB 3HaHWI1 B COOCTBEHHOI OpraHu3a-
M. BaapeeT 61M3HeC-3HAHUAMU O AEATEABHOCTU
U TIPaKTUKe COOCTBEHHOI OPraHM3aLMy, a TAKKe
MIOCTABILVKOB, TAPTHEPOB, KOHKYPEHTOB U KAM-

€HTOB.

busHec HaBBIKU

AeMOHCTpUpYeT 4eTKOoe PYKOBOACTBO. Dddek-
THUBHO B3aMIMOAEIICTBYET Ha BCEX YPOBHSIX KakK C
TEeXHMYECKOI, TAK ¥ C HETEXHUYIECKOM ayAUTOPU-
eil. [loHMMaeT MOCAEACTBYMSI HOBBIX TEXHOAOTUIL.
IToHumaeT M coobuaer 06 M3MEHEHUsIX B OT-
pacAm, a TaKkXXe 0 POAU U BAMSTHUM T€XHOAOTMIT B
opraHusaumu-padboroparese. IToraomaer CAOX-

Hy10 nHpopMaumo. CrocobCcTByeT COOAIOAEHNIO
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and the need for services, products and working
practices to provide equal access and equal
opportunity to people with diverse abilities. Takes
the initiative to keep both own and colleagues’
skills up to date. Manages and mitigates risk.Takes
a leading role in promoting security throughout
own area of responsibilities and collectively in the

organisations.

COOTBETCTBYIOIETO 3aKOHOAQTEABCTBA U HEOO-
XOAVMOCTM TIPEAOCTABAEHMS YCAYT, MPOAYKTOB
U METOAOB PaboTbl AAsl obecrievyeHus: paBHOTO
AOCTYIIa ¥ PABHBIX BO3MOKHOCTEN AASL AIOAEN C
Pa3sAMYHBIMU CIIOCOOHOCTSIMU. TIpMHUMAaeT UHK-
LMATUBY 110 OOHOBAEHMIO HABBIKOB CBOMX U KOA-
Aer. YrpaBasieT M cMmArdaer puck. IlpumHumaer
BEAYILIYIO POAD B IIPOABVIKEHMY 0€30IIaCHOCTY BO
BCeiT 00AACTM OTBETCTBEHHOCTU U KOAAEKTUBHO

B OpraHmsanyusax.

Responsibility Level 7

Autonomy

At the highest organisational level, has authority
over all aspects of a significant area of work,
including policy formation and application. Is fully
accountable for actions taken and decisions made,
both by self and others to whom responsibilities

have been assigned.

Influence

Makes decisions critical to organisational
success. Inspires the organisation, and influences
developments within the industry at the

highest levels. Advances the knowledge and/or
exploitation of technology within one or more
organisations. Develops long-term strategic
relationships with customers, partners, industry

leaders and government.

Complexity

Leads on the formulation and implementation

YpoBeHb OTBETCTBEHHOCTU 7

ABTOHOMUA

Ha caMOM BBICOKOM OpraHM3aLiOHHOM YpPOBHE
MMeeT MOAHOMOYMS IO BCEM acCleKTaM 3Ha4yu-
TEABHOTO0 OObema paboThl, BKAKOYAsT GOpMUPO-
BaHUe TIOAUTUKY U ee mpuMeHeHre. [IOAHOCTbIO
OTBEYAeT 3a MPEANPUHSTBIE ACICTBUSI U TIPUHU-
MaeMble pelleHst KaK cCaMUM co00i1, TaK U APYTu-
MM AMLIAMM, KOTOPBIM OBIAM Ha3HaYeHbI 00s13aH-

HOCTMU.

BAusinue

[TpyHuMaeT pelleHus, MMeIOI/e peLIaollee
3HaUeHue AAsl ycllexa opraHusanuu. BAOXHOB-
ASIeT OPraHU3alMIO U BAMSAET Ha pa3BUTHE B OT-
PacAM Ha CaMbIX BBICOKMX YPOBHAX. YBeAUUMBaeT
3HAHM U / MAM MICTIOAB3YeT TeXHOAOTUH B paMKax
OAHOJI AV HECKOABKMX OopraHuaauuit. PassuBaer
AOATOCpPOYHBbIE CTpaTernyecKue OTHOLIEHUS C
KAMEHTaMJ, ITApTHEPAMY, AVA€PAMIU OTPaCAU U

NIpaBUTEABCTBOM.

CAOXXHOCTH

TTpMBOAKT K pa3paboTKe ¥ peaArsalyu CTpaTe-
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of strategy. Applies the highest level of leadership
skills. Has a deep understanding of the industry
and the implications of emerging technologies for

the wider business environment.

Knowledge

Has established a broad and deep business
knowledge including the activities and practices
of own organisation and a broad knowledge of
those of suppliers, partners, competitors and
clients. Fosters a culture to encourage the strategic
application of generic and specific bodies of

knowledge within own area of influence.

Business skills

Has a full range of strategic management and
leadership skills. Communicates the potential
impact of emerging practices and technologies
on organisations and individuals and assesses
the risks of using or not using such practices
and technologies. Understands, explains and
presents complex ideas to audiences at all levels
in a persuasive and convincing manner. Assesses
the impact of legislation and actively promotes
compliance and inclusivity. Ensures that the
organisation develops and mobilises the full range
of required skills and capabilities. Champions
security within own area of work and throughout

the organisation.

run. TlpumeHseT HaMBBICHIMIT YPOBEHb AMAEP-
CKMX HaBBIKOB. VIMeeT rayboKoe MOHMMaHue OT-
pacAl U IOCAEACTBUS HOBBIX TEXHOAOTMI AAS

60Aee 1LIMPOKOI OM3HEC-CPEABL

3HaHue

O6AapaeT 0OLIMPHBIMY Y TAYOOKMMY 3HAHUSMU
B Ou3Hece, BKAIOYAS AESITEABHOCTb U IMPAKTUKY
COOCTBEHHON OpraHUsaLy, a TaKKe OOLIMpHbIE
3HaHMsI B OTHOILEHUY TTOCTABIIUKOB, TIAPTHEPOB,
KOHKYPEHTOB 1 KAMEHTOB. CO3AQ€T KYABTYPY AAS
MOOLIPEHNsI CTPATETUYECKOTO0 TIPUMEHEeHUs: 00-
X U crieurpuuecKux COBOKYITHOCTEN 3HAHMI B

rpeaeAax coOCTBEHHOI 00AACTY BAUSTHYSI.

busHec HaBbIKU

O6AapaeT MOAHBIM HAabOPOM CTpaTermyecKux
HaBBIKOB yIpaBAeHUsi 1 AmpepcrBa. Cooburaer
0 TOTEHLIMAABHOM BO3AEMCTBUM BO3HMKAIOIUX
HpaKTI/IK n TeXHOAOI‘M};{ Ha opraﬂmaaumm n OT-
AEABHBIX AUI[ U OLEHMBAET PUCKU UCIIOAb30BA-
HUSL VAU OTCYTCTBUS TaKOU MPAKTUKU U TEXHO-
Aoruit. TToHUMaeT, OOBSICHSET U NPEACTABASIET
CAOXHBIE MAEU AASL 3PUTEAENl Ha BCEX YPOBHSIX
ybeAUTeABHBIM U yoeAuTeAbHbIM 06pazom. Ole-
HMBaeT BAMsSHME 3aKOHOAATEAbCTBA M AKTUBHO
crioco0CcTByeT coOAtoAeHMIO 1 BKAIoueHmto. Obe-
CrieyrBaeT, 4TOObl OpraHusauusi paspabaTbiBa-
AQ 1 MOOMAM30BaAa BECh CHEKTP HEOOXOAUMBIX
HaBBIKOB U Bo3MoOKHOcTeln. ObecneunBaer 0es-

OIIAaCHOCTDb B IIp€A€AaX cBoell 00AaCTU paGOTbI n

BO BCell OpraHM3aLun.

B ocHoBHOM TekcTe cTanpapTa SFIA (HazoBeM ero CrpaBOYHMKOM HaBBIKOB) AAS

Ka’>XKAOI'0 HaBbIKa IIPEACTABAE€HO €TI0 06mee OMlCaHMe, a TaK)Ke CIIMCOK OIMCaHUIA,

KOHKPETU3UPYIOIMX 3TO 0011jee OMICaHME AASI KAKAOTO YPOBHSI OTBETCTBEHHOCTH,
Ha KOTOPOM AQHHBII HaBbIK MOXKET peaAn3oBbIBaThCs [13].

Takast MopeAb crieudukaiuy HaBbika B cucteme SFIA (B Haliem moHrMaHuu ab-

CTPaKTHOTO HaBBIKA) IPEACTABASIET COOOII MPOCTYIO CTPYKTYPY, KOTOpask BKAIOYAeT
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CAEAYIOILIE TTOAST:

- Haumenosauue Hasbika (Skill name),

- Koa Habbixa (Skill code): yHUKaABHBINT KOA, MICITIOAB3Y€EMBbII1 B KaueCTBe MHEMO-
HUYECKOI MpAeHTrdUKaLnH,

- OO61ee onmcaHye HaBbIKa (0€3 CCHIAOK Ha YPOBHU OTBETCTBEHHOCTH),

- OmnucaHue ypoBHeN HaBbIKa: CIMCOK OMMCAHMIT BUAQ - «YpoBeHb HaBbIKa (Level
description:): OnpeaeAeHe HaBbIKA AASI AQHHOTO YPOBHSI OTBETCTBEHHOCTH BBIITOA-
HEHMS HaBbIKa».

B kauecTBe npumepa crocoba onycaHus HaBbIKOB B cripaBoyHMKe SFIA B Tab. 5.4
IIpMBEAEHO omucaHye HaBbIKa «L{ndposas cyaebHas sxcnieprusa (Digital forensics)»
Ha aHTAMIICKOM sI3bIKe (B A€BOJ KOAOHKE) 1 Ha PYCCKOM (B IIPaBoii).

Tabanuua 5.4

IMpumep onucanus HaBbiKa «L{udpoBas cypebHas saxcneptusa» (Digital

forensics) B cipaBouyHuKe HaBbIKOB SFIA

Skill name: Digital forensics

VIms HaBbika: Ludposas cyaebHast akcrneprusa

Skill code: DGFS

Kop naBbika: DGFS

Skill description:

The

analysis, and presentation of forensic evidence

collection,  processing,  preserving,
based on the totality of findings including
of

security vulnerability mitigation and/or criminal,

computer-related evidence in support

fraud, counterintelligence, or law enforcement

investigations.

OnucaHune HaBbIKa:

Cbop,

IIPEACTABACHNE KPUMMMHAAUCTUYECKUX AOKasa-

06paboTKa, COXpaHeHMe, QHAAU3 U
TEABCTB, OCHOBAHHBIX Ha COBOKYIIHOCTU BBIBO-
AOB, BKAIOYasl KOMIIbIOTEPHBIE AOKa3aTeAbCTBa
B MOAAEPKKY CMSTYEHUsl ys3BUMOCTU Gesomac-
HOCTHU I/I/I/IAI/I yFOAOBHbIX, MOILIIEHHNYECKNX, KOH-

TPpPa3BE€ABIBATEADHBIX MAU ITPABOOXPAHUTEADHDBIX

paccAeAOBaHUIL.

Level description:

Level 6: Sets policies and standards and
guidelines for how the organisation conducts
digital forensic investigations. Leads and manages
engaging
specialists if required. Authorises the release of

complex investigations additional

formal forensics reports.

Level 5: Conducts investigations to correctly

gather, analyse and present the totality of findings

OmnucaHue ypoBHeit:

YpoBeHb 6: YcTaHaBAMBaeT MOAUTUKY, CTaH-
AQPTBI VI PYKOBOASIIME TIPUHLUIIBI AASI TOTO, KaK
opraHmMsauus MPOBOAUT LuUppOBbIe CypeOHbIE
paccaepoBaHys. PYKOBOAUT M YIIPaBASIET CAOX-
HBIMU PACCAEAOBAHUSIMU, TIPUBAEKAS] AOMOAHU-
TEABHBIX CIIELJIAAVICTOB, €CAU 3TO HEOOXOAMMO.
PaspemraeT BbBITYCK O(MLMAABHBIX OTYETOB CY-

AeOHO-MEANLIHCKOI 9KCIIEPTU3BI.

Yposenb 5: IIpoBoAUT paccAepOBaHMS AAS

TIIPABMABHOTO c60pa, AHaAM3a U NMPEACTABACHUA
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including digital evidence to both business
and legal audiences. Collates conclusions and
recommendations and presents forensics findings
to stakeholders. Contributes to the development

of policies, standards and guidelines.

Level 4: Contributes to digital forensic
investigations. Processes and analyses evidence
in line with policy, standards and guidelines and
supports production of forensics findings and

reports.

BCEl COBOKYIIHOCTM DE€3YABTaTOB, BKAKYas
LMpPOBble AOKA3ATEABCTBA, KAK AEAOBOI, TaK 1
opuandeckon ayauropun. CobupaeTr BBIBOABI U
PEKOMEHAQLMY U TIPEACTABASIET PE3YABTATHI CY-
A€OHOIT SKCIIePTU3bI 3aMHTEPECOBAHHBIM CTOPO-
Ham. Crioco6cTByeT paspaboTKe MOAUTHUKM, CTAH-

AAQpPTOB 1 PYKOBOACTB.

Yposenb 4: CnocoOcTByeT 11MQPOBBIM CyA€0-
HO-MEAMLIMHCKUM  paccAepoBanusiM.  OOpaba-
TBIBa€T U QHAAM3KPYeT (GAKTUYECKUe AaHHbIE
B COOTBETCTBUU C MOAUTUKOI, CTaHAAPTAMU U
PYKOBOASILIMMY TIPUHLMUITAMY U TIOAAEP)KUBAET
IIOATOTOBKY PE3yABTATOB 1 OTYETOB 110 CYA€OHOI

SKCIIEpTU3e.

IIpu UCOAB30BAaHUM KOHKPETHOTO 9K3eMIIAsipa HaBbika SFIA AAst 3apaHHOTO
YPOBHSI OTBETCTBEHHOCTU L €ro ommcaHue KOHCTPYMPYETCs HA OCHOBE CIIPaBOY-
HUKa HaBbIKOB SFIA mocpeaCTBOM KONMMPOBaHMsI CrelMPUKALIUI, OTHOCSIUXCS K
3aAQHHOMY YPOBHIO OTBETCTBEHHOCTU HaBbIKQ, [T0 CAEAYIOIEMY LIabAOHY (MoAeAe
HaBbika SFIA), koTopas npeacraBAeHa TabanyuHon popmoit (Tab. 5.5).

Tabauua 5.5
MoaeAb omycaHus HaBbika SFIA

HaumenoBanue naBbika (Skill name)

Kop, naBbika (Skill code)

O061ee onucaHne HaBbIKA (0€3 CCHIAOK Ha YPOBHY OTBETCTBEHHOCTH)

L - ypoBenb orBeTcTBeHHOCTU HaBbIKa (Responsibility Level) (*)

Konupyemsiii u3 cnipaBouyHuka L-i1 pparmeHT cnenudukanuii HaBbIKa, COOTBETCTBYIOLIUIL

ypoBHio L (L level description)
(*) - mpemoaaraeTcsi KOIMMpPOBaHME B 3TO MMOAE PpparMeHTa TeKCTa U3 TaOAULBI 3 C
ONnMcCaHMEM CEMAaHTUKN YPOBHA L.

AAst iprMepa onucaHysi QPOBBIX HABBIKOB B COOTBETCTBUY C IIPEACTABAEH-
HOVJI BbILIIe MOAEADBIO TIPMBEAEM ONMCAHMSI ABYX HABBIKOB, KOTOPBIE MCIIOAb3YeM B
A2ADBHeIIIIeM 3AOXKEHNY;

- HaBblka «I[IporpaMmmupoBaHne/pa3paboTrka NporpaMMHOrO obecmedye-
HusD» (Programming/software development - PROG) ¢ ypoBHem L=4 (Tabauua 5.6)
u

- DAM3KOTIO 10 Copep)KaHuIo HaBbIKa — «[I[poeKTHpoBaHNe NPOrpaMMHOIO
ob6ecneueHus» (Software design - SWDN) aast ypoBHs 4 (Tabauna 5.7).
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Tabauwa 5.6

Onucanne HaBbiKa «[IporpaMmMmupoBaHue/paspaboTka NIporpaMMHOro ode-

cneveHns» (Programming/software development - PROG) c ypoBHeMm L = 4

Skill name: Programming/software development

VIms HaBbika: Lludposast cyaeOHast axcrepTnsa.

Skill code: PROG

Kop naBpika: DGFS

Skill description:

The planning, designing, creation, amending,
verification, testing and documentation of new
and amended software components in order
to deliver agreed value to stakeholders. The
identification, creation and application of agreed
software development and security standards
and processes. Adopting and adapting software
development lifecycle models based on the
context of the work and selecting appropriately
from predictive (plan-driven) approaches or

adaptive (iterative/agile) approaches

OmnucaHue HaBbIKa:

ITAaHMpOBaHMe, IIPOEKTMPOBAHNE, CO3AAHIE,
M3MeHeHNe, IPOBEPKa, TECTUPOBAHIE U AOKYMEH-
TUPOBaHME HOBBIX Y M3MEHEHHBIX IIPOTrPAMMHBIX
KOMIIOHEHTOB AAsI ODeCIeyeH sl COrAaCOBAHHOI
LIeHHOCT! 3aMHTEPeCOBAHHBIM CTOPOHAM. VIAeH-
TUdUKALMS, COBAAHME M MPYMEHEHME COTAAco-
BaHHBIX CTAHAAPTOB U IPOLIECCOB Pa3pabOTKU
u 6e30macHOCTM INPOrpaMMHOIO obecredyeHus.
ITpuHsiTHE M apaNTALUsT MOAEAEN >KUBHEHHOIO
LMKAQ Pa3paboTKy NPOrpaMMHOrO obecreyeHus
Ha OCHOBE KOHTEKCTa PaboThl M HaAAEKAILEro
BbIOOpA 13 TIPOTHOCTUYECKUX (OpMEHTUPOBAH-
HBIX Ha IIAQH) IOAXOAOB MAM AAANITUBHBIX (1Tepa-

TUBHBIX/TUOKIX) TIOAXOAOB.

L - Responsibility Level = 4 (*)

L - YpoBeHb OTBETCTBEHHOCTH HaBbIKa = 4 (*)

Level 4:

Designs, codes, verifies, tests, documents,

amends and refactors complex programs/scripts
and integration software services. Contributes to
selection of the software development approach
for projects, selecting appropriately from
predictive (plan-driven) approaches or adaptive
(iterative/agile) approaches. Applies agreed
standards and tools, to achieve well-engineered
outcomes. Participates in reviews of own work

and leads reviews of colleagues’ work.

YpoBeHb 4

PaspabarbiBaeT, KOAMPYET, MPOBEpPSIET, TeCTU-
pYeT, AOKYMEHTUPYET, UCIIPABASIET U PEOPraHu-
3yeT CAOXKHbIEe IPOrPAMMSBI / CKPUIITBI U YCAYTU
[IPOrPAMMHOTO 00ECIIeYeHNsT AASI MHTErpaLyuim.
CrnocobcTByeT BBIOOPY IOAXOAOB K paspabot-
Ke MPOrpaMMHOIO 00eCreyeHus1 AAST IPOEKTOB,
MOAGOPOM  MOAXOASIIIMX U3 TPOTHOSUPYEMBIX
(OpMEHTUPOBAHHBIX HA [MAAH) IIOAXOAOB AU
AAQIITUBHBIX (UTEPATUBHBIX / TMOKUX) TOAXOAOB.
[TpUMeHsIeT COTAACOBAHHbIE CTAHAAPTBI U MUH-
CTPYMEHTBI AASI AOCTVDKEHVSI XOPOLIO CIIPOEK-
TUPOBAHHBIX PE3yABTATOB. Y4acTBYyeT B 0030pax
cobcTBEeHHOI PaboThl 11 BepeT 0030pbl paboThI

KOAAe€r.

(*) — cM. cHOCKY K Puc.2
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Tabauwa 5.7

Omnucanne HaBbika — «IIpoeKTMpoOBaHMEe NPOrPaMMHOrO O0ecrnedeHus»
(Software design - SWDN) aast ypoBHs 4

Skill name: Software design

lImsa HaBpIKa: [IpoexTrpoBaHye NPOrpaMMHO-

ro obecrnevyeHus

Skill code: SWDN

Koa maBbika: SWDN

Skill description:

The specification and design of software to
meet defined requirements by following agreed
design standards and principles. The definition
of software, components, interfaces and related
characteristics. The identification of concepts
and patterns and the translation into a design
which provides a basis for software construction
and verification. The evaluation of alternative
solutions and trade-offs. The facilitation of design
decisions within the constraints of systems
designs, design standards, quality, feasibility,
extensibility and maintainability. The development
and iteration of prototypes/simulations to enable
informed decision-making. The adoption and
adaptation of software design models, tools and
techniques based on the context of the work and
selecting appropriately from predictive (plan-
driven) approaches or adaptive (iterative/agile)

approaches.

OnucaHue HaBbIKa:

Crieundukaums 1 AU3aIH MIPOrpaMMHOro obe-
CIIeYeHNsT AASL YAOBAETBODEHMST OIIPEAEAEHHBIX
TpebOOBaHUIT, CAEAYsT COTAQCOBAHHBIM CTAHAAp-
TaM U NMPUHIMIAM NpoeKkTupoBaHus. Onpeaeae-
HJ€e IPOrPaMMHOr0 06eCIedeHsI, KOMIIOHEHTOB,
MHTEP(DENICOB U CBA3AHHBIX C HUMMU XapaKTEPU-
ctuk. Viaentudukanms KoHLenuui 1 1mabAoHOB
1 IEPEBOA B IIPOEKT, KOTOPBIiT 0OecreynBaeT oc-
HOBY AASI pa3pabOTKM U IIPOBEPKU NIPOrPAMMHO-
ro obecreyenyst. O1leHKa aABTEPHATMBHBIX pelle-
HUI ¥ KOMIIPOMUCCOB. YIIPOLIEHUEe MPOEKTHBIX
pelueHMil B paMKax OIpPaHUMYEeHUI CUCTeMHBIX
KOHCTPYKUMIL, CTAaHAAPTOB MPOEKTUPOBaHMS,
KaueCTBa, OCYIIECTBUMOCTY, PACLIMPSIEMOCT U
PEMOHTONPUrOAHOCTHM. PaspaboTka M mrepanyst
[IPOTOTUIIOB/UMUTALUI AASL TIPUHATUSL 000CHO-
BaHHBIX peleHuit. [[pUHATIE 1 aAaNITaLMsT MOAE-
A€, THCTPYMEHTOB 1 METOAOB IIPOEKTUPOBAHS
IPOrPaMMHOTO 00eCIedeHNsT Ha OCHOBE KOHTEK-
cTa paboThl M HAAAEXKALLEro BbIOOpa M3 IPOTHO-
CTUYeCKUX (OPMEHTMPOBAHHBIX HA IIAQH) ITOAXO-
AOB VAU QAQNTUBHBIX (MTEPAaTUBHBIX / I'MOKUX)

TIOAXOAOB.

L - Responsibility Level = 4 (*)

L - YpoBeHb OTBETCTBEHHOCTY HaBbIKA = 4 (*)

Level 4:

Designs software components and modules
using appropriate modelling techniques following

agreed software design standards, patterns and

methodology. Creates and communicates multiple

Yposens 4:

ITpoexTupyeT  mporpaMMHble  KOMIIOHEHTBI
M MOAYAM C WCIIOAB30BaHMEM COOTBETCTBYIO-

X METOAOB MOAEAMPOBAHUA B COOTBETCTBUU

C COrAaCOBaHHbIMM CTAaHAApTaMy, rabAOHaMu
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multiple design views to identify and balance
the concerns of all stakeholders of the software
design and to allow for both functional and
non-functional requirements. Identifies and
evaluates alternative design options and trade-
offs.

account

Recommends designs which take into

target environment, performance
security requirements and existing systems.
Reviews, verifies and improves own designs
against specifications. Leads reviews of others’
designs. Models, simulates or prototypes the
behavior of proposed software to enable approval
by stakeholders, and effective construction of the
software. Verifies software design by constructing

and applying appropriate methods.

Y1 METOAOAOTYEN ITPOEKTUPOBAHMUS IPOrPAMMHO-
ro obecrnedennsi. CO3AQ€T U CBA3BIBAET HECKOAD-
KO MPEACTAaBAEHUIT AU3alHA, YTOOBI BBISBAATD U
6aAaHCHPOBaTh IPOOAEMBI BCEX 3AMIHTEPECOBAH-
HBIX CTOPOH B paspaboTKe MPOrpaMMHOro obe-
CIledyeHusa u y'{I/ITbIBaT]) KakK d)yHKLU/IOHaAbHI)Ie,
TaK 1 HedyHKLMOHaABHbIE TpeboBaHms. Ormpe-
AEASIET U OLIEHUBAET aAbT€PHATUBHbIE BapUAHTBI
IPOEKTUPOBAHMS 1 KOMIIPOMUCCHL. PeKoMeHAyeT
[IPOEKTBI, KOTOPbIE YUMUTHIBAIOT LIEAEBYIO CPEAY,
TpeOoBaHUA 0€30IaCHOCTM, MPOU3BOAUTEABHO-
cTu U cywecTByomye cuctembl. O630pbl, Ipo-
BepsieT U YAyYLIAeT COOCTBEHHbIE MPOEKTHI 110
cneuudukauysam. TTpoBoAuT 00630pbl  APYIMX
[IPOEKTOB. MOAEAUPYET, MOAEAUPYET UAY IPOTO-
TUIMPYET IOBEAEHME TIPEAAATAEMOTO IIPOrPAMM-
HOro obecrieyeHnst AAst obecriedeHnst 0A0OpeH st
3aMHTEPECOBAHHBIMM CTOPOHaMU U 3P PeKTuB-
HOTO TOCTPOEHUSI IPOrPAMMHOrO 0OeCreYeHusl.
ITpoBepsieT AM3aliH MPOrPaMMHOTO obecreye-

HJA, CO3AaBass UM IIPUMEH:AS COOTBETCTBYIOLIVE

METOABDI.

(*) — cm. cHOCky AAst Ta6. 2.3

PaCCMOTpI/IM NprMep NCIIOAb30BaHM CUCTEMbI HABBIKOB CIIpABOYHIMKA SFIA AAA

OTMCAaHUSA TPOPECCUOHAABHBIX POAEIT UAU AOAXKHOCTEIA.

AOHYCTI/IM, YTO AASL HEKOTOPOTO ITPOEKTa X uMeeTcCsT BaKaHCHUS Ha AOAKHOCTDb

paspaboruuka nporpammHoro obecneyenus (ITO) - «ITporpammuct-paspaboTynk

ITO npoekra X». Onucanne BakaHcun (mpo¢deccruoHaABHBIX TPEOOBaHMIT K BAKAHT-

HOJ AOAXKHOCTY, TOYHEE K VICTIOAHUTEAI0 POAU B 3TOV AOAXKHOCTU) PYKOBOAUTEAD

MIPOEKTa OMPeAEAUA € oMoIIbio Tab. 5.8 (0e3 KOHKpeTM3aUM KOHTEKCTa paboyvero

MeCTa, T.e. 6€3 KOHKPeTU3aLMN NCIIOAB3YEMBIX TEXHOAOT U, CTAHAAPTOB, METOAOB,

000pyAOBaHMS 1 T.IL.).
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Tabauwa 5.8

Onucanne TpebOBaHMIT K BAKAHTHOU AOAKHOCTHU «IIporpamMmucT-paspaboTymk

ITO npoexTa X»

IIpon3BoACTBeHHBIE TPEOOBAHNS

CouMnaAbHO-ATYHOCTHBIE (IIOBeAeHYeCKue)

ACIIEKThbI

1. Pewratb 3apaHHbIN KAACC 110 paspaborke TTO
Ha OCHOBE METOAOAOIMHU KM3HEHHOTro LuKAa [10O

2. Tlucarb xopoulo paspabOTaHHBIN, TECTUPY-
eMblit, 9P PEeKTUBHBIN KOA CBOEBPEMEHHO, YTOOBI
YAOBAETBOPATb CPOKAM U TIEPMOAAM OTYETHOCTM.

3. ToroBuTh creuudUKALUU U ONPEAEASITH
SKCIIAYaTALMIOHHbIE BO3MOXXHOCTY

4. VIHTerpupoBaTb MpOrpaMMHbIe KOMIIOHEH-
TBI B TIOAHO(]YHKLMOHAABHYIO IIPOIPAMMHYIO CH-
cremy

5. AOKYMEHTMPOBATb U MOAAEPXXMBATh (YHK-
LMIOHAABHOCTD ITPOrPaMMHOTO obecredyeHns

6. OuueHnBarb BpeMs U PecypcChl B IIPOEKTHOI
AEATEAbHOCTU

7. HacTpauBaTb M pa3BepThIBATb NMPOTPAMM-
Hble MHCTPYMEHTBI, IPOLIECCHI I METPUKU

8. BbBIMOAHATDH TECTUPOBaHME MOAYAEN ¥ KOM-
TTIOHEHTOB

9. TlopaepxuBaTh (yHKLUMOHAABHOE U He-
(YHKLMOHaABHOE MOAYABHOE TECTUPOBaHME

10. Paspematb coOCTBeHHbIE TPOOAEMDL; pe-
LIATh OTKPBIThIE BOIIPOCHI U IPOBOAUTH HEOOXO-
AVIMbIE MEPOTIPUSITHS, TIOKa BCE He OYAET Iposic-
HEHO U pelleHo

11. I[TopAepKMBaTb pasBepTbIBaHME KOAA AAS
obecrieuernst 5 HEKTUBHON U TOYHOI peaAnsa-

187471

1. PasBuBarh CrielMaAbHble 3HAHNsSI B COOTBET-
CTBYIOLINX sI3bIKAX IIPOrPAMMMPOBAHNUS, UHCTPY-
MEHTaxX, METOAAX VM MPUMEHSITH OIBIT ¥ 3HAHMS
AAsI BbIOOpa 9P PeKTUBHBIX PeLIeHU

2. OOMeHUBATbCS ONBITOM ¥ AQBaTh TEXHUYE-
CKI€ COBETBI I pEKOMEHAALIN APYTUM

3. PeaAnsoBbIBaTb CTaHAAPTHbIE IIPOLIECCHI,
VIHCTPYMEHTBI, METPUKY, METOABI M3MEPEHMsT 1
OTYETHOCTh

4. OmpepaeAuTb BOSMOXKHOCTHU AASL YAYYLIEHUS
[IPOLIECCOB pa3paboTKy MPOrpaMMHOro obecre-
qeHMs

5. TIpoaKkTMBHO AEMOHCTPMPOBAThH Tpebyemoe
[IOBEAEHYEe B COOTBETCTBUM C OXKMAAHUSIMU AQH-

HOI POAU

Vs IPpUBEACHHOI'O OIIMCAaHUA Tpe60BaHI/HV/I K BaKaHTHOM AOAKHOCTU SICHO, YTO

KaHAMAAQT Ha COOTBETCTBYIOILYIO POAb AOAKEH OGAaAaTb Cpa3dy HECKOAbBKMMU Ha-

BbIKaMU. AAs arpernpoBaHMsl (YHKLVOHAABHOCTM HaBBIKOB B TexHoaorun SFIA

NNpUMEHAETCA IIOHATUE HpO(l)I/IAH HaBbIKOB. HOA npodwmeM MO>XHO ITOHMMAaThb

O6bI‘{HYIO IMarnkKy ¢ BAOJKEHHbIMU B HeE€ OIIMCAaHMAMM HaBbIKOB, KOTOpPas OIIMCbIBAET

60A€e CAOXKHBII HaBBbIK, T.€. HpO('l)I/IAb arperupyeTr BO3MO>XKHOCTHM COCTABAAIOLINX €ro

HABBIKOB (HaBBIKOB-AOHOPOB). Takum 06pasoMm, ¢ MOMOIIbI0 anmapara npoduaeit

MO>XHO KOHCTPYMPOBATb OINMCAaHMA COCTABHbIX HABbIKOB, OIIMChIBAOIINX AOCTATOY-
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HO IIOAHO Tpo¢eccroHaAbHble poAK. Takue mpoduAM Ha3bIBAIOTCS COMYTCTBYIOLIN-
MU POASIM/ AOAYKHOCTSIM.

AHaaM3 mpuMepa C BaKaHCHUell M cucTeMbl HaBbIKOB SFIA moxasbiBaer, yTo
OOABIIMHCTBO U3 TPeOOBAHMIT K BAKAHCUU OYAYT MMOKPBIBATHCS, €CAU 0OBEAMHUTD
B IIpodUAD CIIOCOOHOCTHU, AeKAapupyeMble ABYMs ONMCAHHBIMY HaMM BBIIIE Ha-
BBIKAMU - HaBBIKOM «[IporpamMmmupoBanme/paspaborka mporpaMMHOTO obecreve-
Hus» (Programming/software development - PROG) ¢ ypoBHem L=4 (Tabauua 5.6)
u HaBbIKOM «IIpoekTrpoBaHue mporpaMMHoOro obecrneyenusi» (Software design -
SWDN) aast ypoBHs 4 (Tabauua 5.7).

KoHcTpyupyemsbiit TakuMm o6pasom npoduapb HazoBeM «IIporpammuct-paspa-
6oruux [1O». Ero onucanue 0OyAeT, 10 CYI|eCTBY, 9KBUBAAEHTHO O0'bEAVHEHMIO OITH-
canuit HaBbIKOB PROG 1 SWDN 1 MoXeT ObITh TPOUAAIOCTPUPOBAHO C MIOMOIIbIO
Tab. 5.9.

Tabauwa 5.9
Ornucanue npoduas «IIporpammuct-paspaboruuk I[TO»

IIporpammucrt-paspaboruux I1O

PROG_SWDN=(PROG L4; SWDN L4)
IIporpammMupoBaHne/pa3paboTka NIPOrpaMMHOrO o0ecrneYeHns
PROG

YpoBeHb OTBETCTBEHHOCTH HaBblKa L (AAst mpumepa L=4)

Oo6mee onucanue HaBoika PROG:

The planning, designing, creation, amending, verification, testing and documentation of new and
amended software components in order to deliver agreed value to stakeholders. The identification,
creation and application of agreed software development and security standards and processes.
Adopting and adapting software development lifecycle models based on the context of the work
and selecting appropriately from predictive (plan-driven) approaches or adaptive (iterative/agile)
approaches.

[TAaHUpOBaHME, IPOEKTUPOBAHNE, CO3AAHNE, USMEHEHNE, IPOBEPKA, TECTUPOBAHME U AOKYMEHTH-
pOBaHMe HOBBIX U M3MEHEHHbIX IIPOrPAMMHbIX KOMIIOHEHTOB AAsI 0O€CIIeYeH sl COTAACOBAHHOI 11eH-
HOCTM AASI 3aMIHTEPECOBAHHBIX CTOPOH. VIAeHTUdMKALMS, CO3AaHME M IPUMEHEHNE COTAACOBAHHBIX
CTaHAAPTOB, MIPOLIECCOB paspaboTKU 1 6e30MacHOCTM IPOrpaMMHOro obecrevenus. [lpuusrue u
AAQIITALIMST MOAEAEN )KM3HEHHOTO LIMKAQ Pa3paboTKM IIPOrpaMMHOro obecriedeHnst HA OCHOBE KOH-

TEKCTa pa60TbI M HapAeXalero BbI60pa 13 MPOTHOCTUYECKUX (OpI/IeHTI/IpOBaHHbIX Ha l'lAaH) IIOAXO-

AOB VAV @AQNITUBHBIX (MTEPATUBHBIX / TUOKMX) TOAXOAOB.
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O061ee onucanne 06s13aHHOCTEN B COOTBETCTBUM C 3aAaHHbIM ypoBHeM L (L=4):

ABTOHOMUSA

PaboTaeT oA 00LIMM PYKOBOACTBOM B YETKMX PAMKaX MOAOTYETHOCTU. YIIPABASIET CYIIleCTBEHHOI!
AVYHOI OTBETCTBEHHOCTBIO 11 aBTOHOMMUEN. [TAaHMpYeT COOCTBEHHYIO PaboTy AASL AOCTVKEHUS T10-

CTAaBAE€HHBIX I_IEAEI;I " IpOLIECCOB.

BAusuue

BAnsieT Ha KAMEHTOB, IOCTABIIMKOB U IIAPTHEPOB HAa YPOBHE aKKayHTa. MOXXeT HeCTU OIIpeAeAeH-
HYIO OTBETCTBEHHOCTbD 3a pabOTy APYIHMX U 32 BBIAEAEHME PECYPCOB. YYaCTBYET BO BHEILHEN AESTEAD-
HOCTH, CBSI3QHHOJ C COOCTBEHHBIM CIIeLMaAr3MOM. [ [pMHMMaeT peleHusi, KOTOpble BAUSIIOT Ha YCIIeX
MTPOEKTOB ¥ KOMAHAHBIX LieAell. COTpyAHNYaeT C YAeHaMM KOMAHADI, IIOAb30BAaTEeASIMUA Y KAMEHTaMI.

3aHuMaeTcsa obecrneyeHueM TOro, YTOOBI HOTPEGHOCTI/I TMIOAb30BaTeAEN YAOBAETBOPAAVICD BO BCEM.

CAOXHOCTH

Pabora BKkAOYaeT B cebs H.[]/[pOKI/II?I CIIEKTP CAOXXKHBIX TEXHNUYECKUX VIAN l'[pO(l)ECCI/IOHaAI)HbIX Mepo-

l'[p]/[ﬂT]/I];I B Pa3AMYHbIX KOHTEKCTaX. PaCCAeAYeT, OIIPEAEAAAET U pelIaeT CAOKHbIE HpOGAeMbI.

3HaHue

VIMeeT MOAHO€ TMOHMMAaHME NMPU3HAHHBIX OOIIMX OTPACAEBBIX OPraHOB 3HAHMI U CIIELMAAM3UPO-
BaHHbIX OPTAaHOB 3HAHUII IT0 Mepe HeoOX0AMMOCTH. [TOAYUMA TOAHOE 3HaHME 0DAACTY OpPraHU3aLN.
VYmeet 2 PpeKTUBHO NMPUMEHATb 3HAHMA B HE3HAKOMBIX CUTYALMSX M aKTUBHO IOAAEP>KMBAET CO0-
CTBEHHbBIE 3HaHUS U CIIOCOOCTBYET PasBUTMIO APYIUX. BBICTPO BIUTHIBaeT HOBYIO MHGOPMALMIO U
b dexTuBHO ee npumenset. [I0OAAEP)KMBaeT OCBEAOMAEHHOCTb O METOAAX Pa3pabOTKM U UX IPU-

MEHEHUU 1N 6epeT Ha ce0s1 OTBETCTBEHHOCTD 32 COOCTBEHHOE pa3BuUTHE.

Bu3Hec HaBBIKU

CB06OAHO 00IAETCS YCTHO Y IIMCHbMEHHO 1 MOYKeT MPEACTABAATD CAOXKHYIO MH(OPMALIMIO KaK AASL
TEXHUYECKOI, TaK U AASI HETeXHUYECKOI ayAUTOpun. VICIIOAb3YyeT MAaHbl, IpaduKy 1 MOHUTOPBI AAS
AOCTVDKEHUs LieAeit BpeMeHn U KauecTBa. COAeCTBYeT COTPYAHUYECTBY MEXAY 3a/lHTePeCOBaHHbI-
MM CTOPOHAaMU, KOTOpble MMeIoT o6mue 1jeAr. CAeAyeT COOTBETCTBYIOIMM CTaHAAPTaM, METOAAM,

VIHCTPYMEHTAM U ITPUAOXKEHUSAM. TTOAHOCTBIO ITOHMMAET BaXKHOCTh 0€30IacHOCTU AAA pa60TbI " pa-

60TbI OpraHusayuu. Vlmer 3HaHUs AU PEKOMEHAQLMN 110 6€30IIaCHOCTM CIIELIMAAMCTA, KOTAQ 9TO
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HEOOXOAMMO AASI TIOAAEPKKM COOCTBEHHOM PabOoThI MAM PAOOTHI OAVDIKAIIIX KOAAET.

Omnucanue HaBbika PROG, cooTBeTCTBYIOLIEE 3apaHHOMY ypoBHIo L (L=4):

Designs, codes, verifies, tests, documents, amends and refactors complex programs/scripts and
integration software services. Contributes to selection of the software development approach for
projects, selecting appropriately from predictive (plan-driven) approaches or adaptive (iterative/agile)
approaches. Applies agreed standards and tools, to achieve well-engineered outcomes. Participates in

reviews of own work and leads reviews of colleagues’ work.

PaspabarbiBaeT, KOAMPYET, IIPOBEPSIET, TECTUPYET, AOKYMEHTUPYET, UCIIPABASIET I PEOPraHU3yeT
CAO>KHbIE IPOTPAMMBI / CKPUIITBI U YCAYTY [IPOrPAMMHOrO obecriedeHus Aast uarerpatum. Croco6-
CTBYeT BbIOOPY MOAXOAOB K pa3paboTKe MPOrpaMMHOT0 00ecIieyeHNs AASL IPOEKTOB, TOADOPOM MOA-
XOASILIMX 13 IPOTHO3MPYEMBIX (OPMEHTHPOBAHHbIX Ha IAQH) TIOAXOAOB MAM aAQIITUBHBIX (MUTEpaTHB-
HBIX / TMOKMX) MOAX0AOB. IIpMMeHsIeT coraacoBaHHbIe CTAHAAPTBI Y MHCTPYMEHTDI AASL AOCTVDKEHMS
XOPOILO CIPOEKTHPOBAHHBIX PE3YABTATOB. YYacTBYeT B 0030pax cOOCTBEHHOI paboOThI U BeAET 00-

30pBI pabOThI KOAAET.

AomnoaHuTeApHOe onucaHue (Ipu He0OXOANMOCTH)

Paspaborka nporpamMmmHoro obecneuenns (Software design)

SWDN

VYpOoBeHb OTBETCTBEHHOCTU HaBbIKa L (aAst mpumepa L=4)

Oo6mee onucanue HaBpika PROG:

The specification and design of software to meet defined requirements by following agreed design
standards and principles. The definition of software, components, interfaces and related characteristics.
The identification of concepts and patterns and the translation into a design which provides a basis
for software construction and verification. The evaluation of alternative solutions and trade-offs. The
facilitation of design decisions within the constraints of systems designs, design standards, quality,
feasibility, extensibility and maintainability. The development and iteration of prototypes/simulations
to enable informed decision-making. The adoption and adaptation of software design models, tools
and techniques based on the context of the work and selecting appropriately from predictive (plan-

driven) approaches or adaptive (iterative/agile) approaches.

Creunduxaums M AU3aH HPOTPAMMHOIO O0eCIeYeHMsI AAS YAOBAETBODEHUS OIIPEAEAEHHBIX
TpeOOBaHUIL, CAEAYsI COTAACOBAaHHBIM CTaHAApPTaM M NpMHLUMIAM NpoekTupoBaHus. OnpepeseHne
[IPOrpaMMHOro obecriedeHus, KOMIIOHEHTOB, MHTEP(ENCOB U CBSI3aHHBIX C HYMU XAPaKTEPUCTHK.
VipeHTrdMKaLMsE KOHLENLIT U IAaOAOHOB U NEPEBOA B IIPOEKT, KOTOPBIN 00eCIeunBaeT OCHOBY AAS

paspaboTKu M MpOBEpKM MporpaMMHOro obecreyenns. OLieHKa aAPTEPHATUBHBIX PeLIeHUIT 1 KOM-

NIPOMMCCOB. YIPOlLIeHMe NPOEKTHBIX PEHIeHMII B PAMKaX OIPAaHMYEeHMII CUCTEMHBIX KOHCTPYKLM,
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CTaHAAPTOB IPOEKTUPOBAHNS, KaueCTBa, OCYLeCTBUMOCTH, PACIIMPSIEMOCTY I PEMOHTOIIPUTOAHO-
ctun. PaspaboTKa 11 nTepays IpOTOTUIIOB/MMUTALIMI AASI TIPUHATHSA 000CHOBaHHbIX pelteHuit. [Tpu-
HSITHUE U AAQIITALMST MOAEAENT, THCTPYMEHTOB U METOAOB ITPOEKTUPOBAHMSI IIPOrPAMMHOIO obecreye-
HSI HA OCHOBE KOHTEKCTa PabOThI I HAAAEKALIETr0 BEIOOPA 13 IIPOrHOCTUYECKUX (OPMEHTUPOBAHHBIX

Ha [TAQH) TOAXOAOB VAU aAQIITUBHBIX (UTEPATUBHBIX / TMOKMX) TOAXOAOB.

O061ee onucanne 06s13aHHOCTEN B COOTBETCTBUM C 3apaHHbIM ypoBHeM L (L=4):

(aHaroruyuHo onucanuio HaBbika SWDN (4))

OmnucaHue AQHHOTO HaBbIKa, COOTBETCTBYIOIEro 3aAaHHOMY ypoBHIo L (L=4):

Designs software components and modules using appropriate modelling techniques following
agreed software design standards, patterns and methodology. Creates and communicates multiple
design views to identify and balance the concerns of all stakeholders of the software design and
to allow for both functional and non-functional requirements. Identifies and evaluates alternative
design options and trade-offs. Recommends designs which take into account target environment,
performance security requirements and existing systems. Reviews, verifies and improves own designs
against specifications. Leads reviews of others’ designs. Models, simulates or prototypes the behavior
of proposed software to enable approval by stakeholders, and effective construction of the software.

Verifies software design by constructing and applying appropriate methods.

ITpoexTupyeT mporpaMMHble KOMITOHEHTBI I MOAYAU C MICTIOAb30BaH/E€M COOTBETCTBYIOIUX MEeTO-
AOB MOAEAVPOBAHNS B COOTBETCTBUY C COTAACOBAHHBIMU CTAHAAPTaMMU, LIIAOAOHAMM 1 METOAOAOI -
€11 IPOEeKTUPOBAHYSI IPOrpaMMHOro obecredennst. CO3Aa€T 1 CBsI3bIBAET HECKOABKO IIPEACTABAEHUIT
AM3aliHa, YTOObI BBLIBASITD M OaAaHCUPOBATD ITPOOAEMBI BCEX 3aIHTEPECOBAHHBIX CTOPOH B paspa-
00TKe MPOrpaMMHOr0 obecredyeH st ¥ YUUTbIBaTb KaK QYHKLMOHAABHbIE, TaK 1 HeQYHKL[IOHAABHbIE
TpeboBaHus. ONpeaeAsieT 1 OLleHUBaeT aAbTepHATUBHbIE BaDUAHTBI TPOEKTVPOBAHMS I KOMIPOMMC-
Cbl. PEKOMEHAYET IIPOEKTbI, KOTOPBIE YUUTHIBAIOT LIEAEBYIO CPEAY, TpeboBaHMs 6e30I1aCHOCTY IIPOU3-
BOAUTEABHOCTH U CYILIeCTBYIOLIMeE cucTeMbl. [lepecMaTpuBaeT, IpoBepsieT U yAy4IlaeT COOCTBEHHbIE
IIPOEKTHI 10 criennuKanmsim. [IpoBoAUT 0630pbl APYTMX MPOEKTOB. MOAEAUPYET MAM IPOTOTUIIHU-
PYeT IOBeAEHME IIPEAAAraeMOro IIPOrPaMMHOIO 00ecreueHNs AAsI 0Oecriede st OA0OpeHNs 3auHTe-
PecoBaHHBIMM CTOPOHAMM U 3P PEeKTUBHOIO MOCTPOEHU IPOrPpaMMHOro obecrneveHus. [Tposepser

,A,I/ISﬁI;[H NpOrpaMMHOIO 06ecneqe1-[1/1ﬂ, CO3AaBasd M IPUMEHSSI COOTBETCTBYIOIIIVIE METOADIL.

AonoAaHuTeAbHOE onucaHue (Ipy HE0GXOAUMOCTH)

Tak Kak BeCb ONMMCATEAbHbINI MaTepUaA AAS HABBIKOB BKAIOUEH B CIIPAaBOYHUK
HaBBIKOB, TO BO3MOXKHa OOAee KOPOTKas 3alyChb CKOHCTPYMPOBAHHOTO MPOGUAL,
JCIIOAB3YIOIIAsl TOABKO Ha3BaHMA HaBBIKOB. Toraa mpoduab «IIporpammuct-pas-
paboTunk [TO» MOr OBI UMETD CAEAYIOLIYIO 3aIMCh, 9KBMBAaAeHTHYIO Tab. 5.9:
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Profile «ITporpammuct-paspaborunk [TO» (PROG_SWDN):

Programming/software development, level 4

Software design, level 4

End Profile

Vcnoab3yss MHEMOHMYECKYEe 0003HAYEHVsI HABBIKOB, 3Ty 3aIMCh MOXHO 3aIlyi-
cathb B ellje 60Aee KOMIIAKTHOM (HOpMe, HallpUMep, TaK:

Profile PROG_SWDN=(PROG L4; SWDN L4)

ITpu paspaboTke HOBbIX MpoduAeil, B KaUeCTBe VX SAEMEHTOB-AOHOPOB MOTYT
VICTIOAB30BAaThCsI Y)Ke OIIpeAeAeHHbIe paHee MPoduAMLL.

Hanpumep, ecau npoaHaAusnpoBaTh AeTaAbHee TPeOOBaHMS MCXOAHO BaKaH-
CUU U TIpeAAOXKeHHOe pemteHue (¢ momoibio npoduast PROG_SWDN), To oka-
XeTcs, 4To TpeboBaHus 8, 9, 11 3aCAY>XMBAIOT AOITIOAHUTAEbHOTO BHMMaHMs. Torpa
60oAee TTIOAHBIM PelIeHNEM AASI PACCMATPUBAEMOIT BaKaHCUM OBIAO ObI AOTTOAHEHIE
Haurero npoduas PROG_SWDN ¢yHKuMOHaABHOCTBIO HaBbIKOB Testing, level 2
(TEST L2) u System integration and build, level 2 (SINT L2). VI Takoi1 pacipeHHbIi
npoduap «ITporpammuct-paspabotunk [TO nmpoekTa X»: BHITASIAEA ObI CACAYIOIUM
obpasom:

Profile «ITporpammuct-paspaborurk I1TO npoekra X» (PROG_X):

ITporpammuct-paspadboruux I1O

Testing, level 2

System integration and build, level 2

End Profile

VAu, UCTIOAB3YsI MHEMOHMYECKYE 0003HaYeHNsI HABBIKOB:

Profile PROG_X=(PROG_SWDN; TEST L2; SINT L2).

[TpuBeaeHHbIE BbIlIE NPUMEPBI AEMOHCTPUPYIOT ONMCATEABHbIE BO3MOXXHOCTHU
¢dpeitmBopka SFIA.

Boo0uiie, AAST aA€KBATHOTO ONMCAHUS TPOPECCHOHAABHBIX XapaKTEPUCTUK HEKO-
TOPOr0 MHOXXECTBA POAEI/ AOASKHOCTEN C IMOMOIIIBIO CUCTeMBI HaBBIKOB SFIA, meTo-
aoaorust SFIA mpepaaraer ocylieCTBUTb ABYXSTAIHbII MpoLecc. Ha mepBom srarne
paspaboraTh cuctemy conytcTBytoux SFIA-npoduaent AAst STUX poAelt, KOTOpbIe
arperupysi pyHKLMOHAABHOCTb HECKOABKMX HaBBIKOB, ITO3BOASIT AOCTATOYHO ITOA-
HO OIMCAThb OCHOBHbIE (PYHKLIMOHAABHBIE M MOBEAEHYECKME TPEOOBAHMS K POASIM,
T.e. creyuduKy poAeil. A Ha BTOPOM 3Tare AOIIOAHUTD 9TU MPOPUAU ONMMCAHUSMU
crielpUYECKIX aCIIEKTOB, CBSI3aHHBIX C KOHKPETHBIM Pab04lM MECTOM.

/1, Bo3Bpalasich K paCCMOTPEHHOMY BBIIIE IIPUMEPY, AASL TIOAHOTO OINMCAHUS
POAY Ha KOHKPETHOM paboyeM MeCTe OCTAAOCh IIPUCOEAMHUTD K mpoduato PROG_X
3amucy co cneunduyeckumy TpeboBaHMsI KOHTEKCTa pabovyero MecTa, yKa3aHHbBIX B
OMMCAHUY BaKAaHCUN.

HospiM aTanom pas3Butus nopxopa SFIA MoXXHO cunTaTh pa3paboTKy OnycaHmil
ceMeiicTB podeccroHaabHbIX poAeit B TepmuHax SFIA, cBsi3aHHBIX ¢ HanboAee aK-
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TYaAbHBIMU 1 OBICTPO Pa3BUBAIOIIMMICS HAIPAaBAEHVUSAMY LMIPPOBOI SKOHOMUKIL.

ITepBBIM TakMM IPOEKTOM CTaAa pa3paboTka KAacTepa poAeil B o6AacTu Lug-
POBBIX TexHoAOrMI1 U TexHoAoruit AaHHbix - DDaT (Digital, Data and Technology
Suite), BoimoaHeHHast poHpaoMm SFIA mo 3akasy npaBuTeabcTBa Bearkobputanum u
aKTVMBHO IPOABUraeMasi B TOCYAQPCTBEHHOM ceKTope Beamkobpuranuu. Cucrema
DDaT coaepsxut onucanue 37 ceMeicTB poaeit u 137 poaeit [14].

Eie oAHMM IpUMepOM M3 9TON cepuM CcTaaa paspaborka mno 3anpocy EC onuca-
uust poaert EC (EU ICT Role Profiles) B repmunax SFIA [15]. @oup SFIA aast 30 mpo-
¢buaeit npodeccronaabHbix poaeit B o6aactu VIKT, paspaborannsix EC, onybanko-
BaA npo¢uau KomreTteHLut SFIA AAsT 9TUX poAeli, TPOAEMOHCTPUPOBAB I'MOKOCTh
moaxoaa SFIA.

Apyrumu pazpaboTkaMu B 00AaCTV HABBIKOB UM POA€T], BBITOAHEHHBIMU (POHAOM
SFIA 1o akTyaAbHBIM LippOBBIM HAIIPaBAEHMSIM, SIBASIIOTCSI:

- Digital Transformation skills view [16]

DevOps skills view [17]

Big Data / Data Science skills view [18]

- Software Engineering skills view [19]

SFIA view - Information and cyber security [20] u Ap.

®oup SFIA, paspabotuuk moaxoaa u ¢peitmBopka SFIA, nmpepnprHrMaeT 3Ha-

YUTeAbHbBIE YCUAWS T10 PAa3BUTUIO TA00aAbHOI aKocucTeMbl SFIA, koTopas ycneuHo
MIPOABUTAET MICIIOAB30BaHMe CTaHAApTOB SFIA Bo Bcem Mupe.

Ba’KHbIM KOMIIOHEHTOM 9KocucTeMbl SFIA SIBASIeTCS TEXHOAOTUS OLIEHKM HABbI-
KOB [21], B yacTHOCTH, OITyOAMKOBaHO 0011lee PYKOBOACTBO 10 CAMOOLIEHKe Ha COOT-
BeTCcTBUe HaBbiKaM SFIA [22].

ApyruM NpuOpUTETHBIM HalpaBAeHUeM pa3Butus cuctemsl SFIA sBasieTcs 60-
Aee TecHast Koomepauusi GOHAA C OpraHMsauMsIMU-paspadboTunkamu mnpodeccuo-
HaABHBIX cBoAOB 3HaHMIT — BOKs (Bodies of Knowledges), ¢ 1ieabio 60Aee To4HOTO
OIMCAHVS 3HAHUI LI(PPOBBIX HABBIKOB B COOTBETCTBUU C IPU3HAHHBIMU HA MEXAY-
HapoAaHOM ypoBHe BOKSs, 4To MeeT BaKHOe 3HaUY€eHMe, TaK KaK MIMEHHO 3HAHUS SIB-
ASIIOTCSI KAIOUEBBIMU SA€MEHTAMU HaBBIKOB [23].

B mepByio ouepeab, K TakuM NMPOGECCUOHAABHBIM CBOAAM 3HAHMIT, KOTOPbIE,
IO CYIIECTBY, SIBASIIOTCSI MEXKAYHAPOAHBIMM CTAHAAPTaMU, OTHOCSITCS CAEAYIOLVe
BOKs:

- SWEBOK (Software Engineering BoK, IEEE-Computer Society) [24],

- EITBOK (Enterprise IT BoK, IEEE-Computer Society) [25],

- SEBOK (Systems Engineering BoK, INCOSE, IEEE-Systems Council) [26)],

- BABOK (Business Analysis BoK, IIBA - International Institute of Business
Analysis) [27],

- DMBOK (Data Management BoK, DAMA International) [28],

- APM (Project Management BoK, Association for Project Management) [29],
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- PMBOK (Project Management BoK, Project Management Institute) [30],

- BRMBOK (Business Relationship Management BoK, Business Relationship
Management Institute [31],

- The Cyber Security Body of Knowledge [32].

MoaeAb B3aIMOAEICTBUS PECYPCOB ONMCAHMSI HABBIKOB, KYPPUKYAYMOB U TIPO-
(dbeccroHaAbHBIX CBOAOB 3HaHMIT TOKa3aHa Ha Puc. 5.2.1

Cra Thb! HABLIKOB Ceoge! CranpapTs!

W KOMMNeTeHLMN: npodeccuo- KYPPWUKyNyMOB:
CC2005

QdpeiiMBOpK HaBbIKOB SWEBOK Cs2013

ANS MHHOPMAUMOHHOTO | g&ggﬁ gsgg::

BekaSFIA . PMBOK \  GswE2000

U Eeponeickuit )

EITBOK 1S2010
thpeitmBOpK MSIS2016
e-KoMneTeHuun BABOK 1T2017
W Cnosape i- D:E: K CSEC2017
KOMMEeTeHUWH DS-BoK

L BRMBOK 9
I 1]
I I
- ]
HaBbiku/ [ Peayneratsl
BaKaHCcUM i obyueHun
Haebiku/ [ Pesynerate
i obyyeHus k-~

Puc. 5.2.1 B3aumocBsi3b IpodeccroHaAbHBIX CBOAOB 3HAHUI, PECYPCOB C OIMCa-
HYeM HaBBIKOB 1 00pa30BaTEAbBHOI'O KOHTEHTA KYPPUKYAYMOB.

5.3. EBponeiickasa cuctema VIKT-kommneTeHmii u nmpoduaei

B EC paspaborana 1ieaoctHas cucrtema passutus VIKT-npodeccuu u ynpasae-
Hus VIKT-kappamu [32], B pamMKax KOTOpO¥ CO3AaHa COBOKYITHOCTb HOPMATUBHO-
MEeTOAMYECKUX AOKYMEHTOB, SIBASIOLIVIXCS €BPOIeNICKYMY CTAaHAQPTaMU, IIPU3BaH-
HBIMU CUCTEMAaTM3UPOBaTh paboTy c mepcoHaroM B VIKT-oTpacan Ha permoHaAbHOM
YPOBHe.

Poab 6azoBoro craHpapTa B 3TON cdepe oTBeaeHa EBpormeiickoit cucrteme
(dpeitmBopky) e-xkommereHTHOoCcTH Bepcuu 3.0 (The European e-Competence
Framework (e-CF) version 3.0) [10], paspaboraHHOMYy EBpoOmeiicKum MHCTUTYTOM
cranpaptoB CEN, KoTopast copepXuT crpaBouHyo nHdpopmaimo o 40 KoMmreTeH-
LMsIX, IpUMeHsieMbIX Ha pabounux mectax B IKT-oTpacau, npu aTom B pperiMBOpKe
e-CF ncnoabp3yeTcst HEKOTOPBIN OO SI3BIK AASI OIICAHMSI €-KOMIIETEHLIUIA.

IToHATME KOMIIETEHTHOCTb/KoMIeTeHUMsA ompepeasieTcss B e-CF caepyoomum
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obpasom: «KommereHTHOCTh/KOMIIETEHLMS (COompetence) — 3TO NMPOAEMOHCTPU-
pOBaHHasl CIOCOOHOCTD MPUMEHSITh 3HAHUsI, HABBIKU U TOAXOABI AAST AOCTVKEHUS
HA0AIOAQEMBIX PE3YABTATOB». JTO LIEAOCTHOE TIOHSTHE, CBSI3AHHOE C AESTEABHO-
CTBbIO Ha paboyeM MecTe U BKAIOYalilee B Ce0sI CAOSKHOE YeAOBEUYECKOE ITOBEAEHIE,
BBIPa)KEHHOE B BUA€E BCTPOEHHON CUCTEMbl OTHOILIEHMUIL.

B cranpapre e-CF koMmIeTeHL1s TPEACTABASIETCS MHOTOMEPHOI MHGOPMALIMOH-
HOI CTPYKTYPOI, MCIIOAB3YEMOI AASI OIIMCAHNS HEKOTOPOI'O TUIIOBOT'O MOAYASI TPY-
AOBOIJI AesiTeAbHOCTU (TpyaoBoOit ¢yHKUMM). [To cyiectBy, aTo noHstue B e-CF He-
CEeT CMBICAOBYIO HAarPy3KY, aHAAOTMYHYIO MMOHSATHUIO a0CTPAKTHOT'O HaBbIKA B CUCTEME
SFIA. OHO npepHa3HaYeHO AASI TOTO, YTOOBI OIIPEAEAUTDH HAOOp CTAaHAAPTHBIX Oa-
30BbIX CTPOUTEABHBIX SAEMEHTOB OIMCAHUS TPYAOBOI AESITEABHOCTHU (B BUAE KOM-
MEeTEHLNIT) AASI IOCTPOEHMT U3 HUX crielbuKatuil mpoduAeit AOAKHOCTeN/poAeit
B IKT-cekTope. B oTAMumMm ot HaBbiKa paboyero MecTa, KOTOPbII Mbl IPUBSI3AAU
K peaAbHOMY BPeMeHMU >KM3HEHHOTrO LMKAAa 3TOro pabovero mMecra, KOMIIETEHLIUS
SIBASIETCS AOCTaTOYHO YCTOMYMBOI BO BPeMEHM CTPYKTYPOIl, XapaKTepusyemoil B
e-CF xak AOATOBpeMeHHas CYIHOCTb, TPEOYOIIasi TEXHUYECKOTO 00CAYXMBAHMS
AAS IOAAEPYKaHMS aKTYaAbHOCTY IIPUMEPHO KaXKAble TPU ToAa.

Tlapmonuszanyus c e-CF cooTBeTCTBYIOIMX HALIMOHAABHBIX CTAHAAPTOB ITO3BOAS-
eT YHUGULMPOBATb AEITEABHOCTb B 00AACTY YIIPAaBAEHUS TPYAOBBIMY PeCypCcaMiu B
eBpoIIelicKoM pernoHe. B yactHocTy, B Poccun Takum cranpapToMm sBasgercs [OCT
P 55767 2013 [33].

Omucanne e-kommereHuuit B e-CF ocymecTBAsieTcsl ¢ MOMOIIBIO CIELAABHOM
TaOAMYHOM (HPOPMBI, B KOTOPOI CTOAOLIBI MMeHYIOTCs uaMepennsimu (dimensions),
a B POCCUICKOI BEPCUU 3TOTO CTAHAAPTAa — AECKPUIITOPaMU, OTPKAILMMU pa3-
AVYHBIE TPeOOBaHMSI, CBsI3aHHbIE C YPOBHIMY [TAQHMPOBaHUS OM3HeCa, YIIpaBA€HMs
KappaMy, IpogeCcCMOHAAbHBIMUM U MOBeAeHYecKMMU acrnekTaMu. OmnpepeseHbl 4
BUAA U3MepeHUl! (AeCKPUIITOPA):

- ViamepeHnne 1: onpepeAsieT maTh 00AaCTel e-KOMITETEHLUI, COOTBETCTBYIOIX
6u3Hec mpolieccaM B UHPOPMALIMOHHBIX CUCTEMaX, a UMEHHO: TAQHUPOBAHUIO, pea-
AM3aLMY, SKCIIAYaTalM, 00eCIieYeHIO U YIIPAaBAEHMUIO.

- VIamepeHue 2: onpeaeAsieT UHAMBHMAYaAbHbIE 6a30Bble (9TaAOHHBIE) KOMIIETEH-
LUU AAST KQXKAOIT 0baacTu e-kKommnetenuunit (Bcero B e-CF 3.0 onpeaeaero 40 KoMm-
MeTeHLUI).

- VIamepeHue 3: orpeaeAsieT YPOBHM BAAAEHMS KOMIIETeHLell (YpOBeHb KOMITe-
TEHTHOCTU) — OT YPOBHs e-1 A0 YpOBHsI e-5.

- Vamepenue 4: onpepeasieT TpeOOBaHUS K 3HAHMSIM U YMEHUSIM, OTHOCSIIIMMCSI
K € KOMITIeTeHL[VISIM.

IToAHBI HAOOP 6A30BBIX €-KOMITETEHIUIT TIpeACTaBAeH B Tab. 5.10:
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Tabauua 5.10

CBoaHast TabAMLa HabOpa e-KOMIEeTEHLMI

Dimension 1

5 e-CF areas (A — E)
(M3mepenue 1
ITarp obaacTen

e-KOMIIeTeHI[UI1, OT A

Dimension 2

e-Competence: Title + generic description
(Mamepenue 2

HasBanue 1 o01yee onucaHne

€-KOMIIETEHIII1)

Dimension 2
e-Competence: Title +
generic description
(Viamepenue 2

HassaHue u obuiee onuca-

A0 E) HUEe e-KOMIIeTEHLIUI)
A.PLAN A.1. IS and Business Strategy Alignment| 4,5
(TTaanupoBaHue) (Coraacoanue VIC u 6usHec-cTpaTerum)

A.2. Service Level Management 3,4
(YrpaBaeHyeM ypOBHEM YCAYT)
A.3. Business Plan Development 3,4,5
(BusHec-iAaHMpOBaHUe)
A 4. Product/Service Planning (ITaanupo- | 2,3,4
BaHMe paboT MAY IPOAYKTOB)
A.5. Architecture Design (ITpoektuposa-| 3,4,5
Hue apxutekTypsi VIC)
A.6. Application Design (Ilpoextuposa-| 1,2,3
HUE TIPUAOKEHNIT)
A.7. Technology Trend Monitoring (Ana-| 4,5
AVI3 HOBBIX TEXHOAOTMIT)
A.8. Sustainable Development (Ycroitun-| 3,4
BO€ pa3BUTHE)
A.9. Innovating (VIHHOBaIMIOHHOCTbD) 4,5
B. BUILD B.1. Application Development (Ilpo-| 1,2,3
(Peaausaus) eKTHpOBaHNe U pa3paborka)
B.2. Component Integration (Mure-| 2,3,4
rpayus CUCTeM)
B.3. Testing (TectupoBaHue) 1,2,3,4
B.4. Solution Deployment (Passeprsoi-| 1,2,3
BaHNeE pelIeHNi1)
B.5. Documentation Production (Ao-| 1,2,3
KYMEHTHPOBaHMNe)
B.6. Systems Engineering (cucremuas| 3,4
UH)KEeHepus1)
C.RUN C.1. User Support (IToppaepkka moab- | 1,2,3
(9kcnayaTanus) 30BaTeAein)
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(YnpaBaeHMe mpoeKkTaMM M TOPTQeAIMU

MIPOEKTOB)

C.2. Change Support (ITopaepxka usme- | 2,3
HEHUM)
C.3. Service Delivery (TlpepsocrtaBaenue| 1,2,3
yCAyT)
C.4. Problem Management (YmnpaBaeuue | 2,3,4
mpobaemamn)
D. ENABLE D.1. Information Security Strategy| 4,5
(Obecneuenue) Development (Paspabotka cTpaTerum uH-
dbopmamonHo 6e30macHOCTI)
D.2. ICT Quality Strategy Development| 4,5
(PaspaboTka cTparerun obecrieyeH1st Kave-
crBa VIC)
D.3. Education and Training Provision| 2,3
(Obecneuenne MOATOTOBKY 1 00yIeHIsT)
D.4. Purchasing (O6ecrieyeHue 3aKyIoK) 2,3,4
D.5. Sales Proposal Development (Paspa-| 2,3
00TKa KOMMEePYECKUX TIPEAAOKEHNIN)
D.6. Channel Management (YmpaBaenne | 3,4
KaHAAaMU IIPOAAXK)
D.7. Sales Management (YnpaBaeuue mpo- | 3,4,5
AQ>KaMm)
D.8. Contract Management (Ynpasaenue | 2,3,4
KOHTPAaKTaMM)
D.9. Personnel Development (PasBurme| 2,3,4
MepCcoHaAa)
D.10. Information and Knowledge| 3,4,5
Management (YmpaBaeHue uHpopmarLyeit
1 3HAHUSIMM)
D.11. Needs Identification (BbisiBaenue| 3,4,5
moTpebHOCTEIN)
D.12. Digital Marketing (Lludpposoit map- | 2,3,4
KEeTUHI)
E. MANAGE E.1. Forecast Development (Paspaborka| 3,4
(YmpaBaenue) [IPOrHO30B)
E.2. Project and Portfolio Management| 2,3,4,5
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CKaMM)

MIPOLIECCOB)

Hue KauecTBoM VIC)

E.7. Business

HOCTBIO)

tuem VIC)

E.3. Risk Management (YmpaBaeHue pu-

E.4. Relationship Management (Ynpasae-
HUe B3aMMOOTHOIIEHVSIMM)

E.5. Process Improvement (Onrumusaumst
E.6. ICT Quality Management (YmpaBae-
Change
(ViipaBAeHue M3MeHEeHMSIMU)
E.8. Information Security Management

(YnpaBaenne uHdopmalmoHHoi Gesomac-

E.9. IS Governance (PykoBOACTBO pa3Bu-

2,3,4
3,4
3,4
2,3,4
3,4,5

Management

3,4,5

4,5

OcHoBHOEe COAEP)KaHIME CTaHAApTa e-CF cocTout 13 moAHoro omnucaHus scex 40

6a30BbIX e—KOMHeTeHL[I/IiI, AASL YE€T0 TaKXKe MICIIOAb3YETCs ClieMiaAbHasl TaOAMYHASA

cbopMa. Cnoco6 onucaHus Ka)KAOIZ €-KOMIIETEHLIMM ITOKa3aH Ha IIpUMepe KOMIIe-

teHunu «A.1. IS and Business Strategy Alignment (A.1 CoraacoBanue VIC 1 6usHec-

CTpaTerun)», opeAeAeHre KOTopoit mpeactaBaeHo B Tab. 5.11.

Tabauma 5.11

Ormnpepeaenne kommnereHumu «A.1. IS and Business Strategy Alignment

(A.1 CoraacoBanue VIC u 6usHec-cTpaTerum)»

Dimension 1
e-Comp. area
(Viamepenne 1

O0AaCTb KOMIIETEHIIVI)

A.PLAN

Dimension 2
e-Competence: Title + generic description

(Haspanue e- Competence + o0uiee onucaHue)

A.1.1IS and Business Strategy Alignment

Anticipates long term business requirements,
influences improvement of organisational process
efficiency and effectivenes. Determines the IS
model and the enterprise architecture in line with
the organisation’s policy and ensures a secure
environment. Makes strategic IS policy decisions
for the enterprise, including sourcing strategies.

(A.1 Coraacosanue VIC u busHec-crparernn

npeABI/IAMT AOATOCPOYHbI€ TIEPCIIEKTUBbI pa3s

59



Cyxomaun B.A., Beaskosa O.C., Kaumuna A.C., [lorsuckas M.C., Pycanos A.A.

BuTUSL OM3Heca U ompeaeasieT MHPPACTPYKTYpy
JIC B COOTBETCTBMM C OPraHU3ALMOHHON IIO-
AUTUKON. [IpMHMMAaeT cTpaTermyeckue pelie-
HUSL B OTHOLIEHMM PasBUTUS MHPPACTPYKTYPhI

VC, BkAOUYasl cTpareruio McrnoAbzoBaHus VT-

pecypcoB)

Dimension 3 Level 1 —

e-Competence proficiency levels Level 2 -

(YpOBHU KOMITETEHTHOCTM) Level 3 —
Level 4:

Provides leadership for the construction and
implementation of long term innovative IS
solutions. (OcyliecTBASIET PYKOBOACTBO C IIpU-
MeHEeHIEM AUAEPCTBA B CO3AQHMY U PeaAnsaLum
AOATOCDOYHBIX MHHOBALMOHHBIX PELIEHMII, CBSI-
3aHHbIX ¢ VIC)

Level 5:

Provides IS strategic leadership to reach
consensus and commitment from the management
team of the enterprise.

(OcymiecTBAsIET CTpaTernieckoe PyKOBOACTBO
MC ¢ mpuMeHeHMeM AMAEPCTBA B LEAAX AO-
CTIDKEHMsI COTAALIeHMII ¥ obecreyeHus: o6s3a-

TEAbBCTB CO CTOPOHbI PYKOBOACTBA HpeAHpI/IﬂTI/Iﬂ)

Dimension 4

Knowledge examples

Knows / aware of / familiar with
(TTpumeps! 3HaAHMIT

3HaeT/0CBEeAOMAEH/3HAKOM)

K1 business strategy concepts

(koHUenuy 6usHec-cTpaTerumn)

K2 trends and implications of ICT internal or
external developments for typical organisations

(BHeuIHMe M BHyTpeHHUe TeHAeHLuM U dakro-
Pbl, OKa3bIBAIOLIVE BAMSIHVE Ha PasBUTHE IIPEA-
MIPUSITUS)

K3 the potential and opportunities of relevant
business models (Bo3MOXXHOCTU 1 TIOTEHLIMAA pe-
AEBaHTHBIX OU3HEC-MOAEeAeN)

K4 the business aims and organisational

objectives (6usHec-11eAU 1 3aAQUY TIPEATIPUSITHS)
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K5 the issues and implications of sourcing
models

(MoA€eAM U cTpaTerun 1o BbIOOPY MOCTABIUKOB
yCAyT)

K6 the new emerging technologies (e.g.
distributed systems, virtualisation, mobility, data
sets) (HOBbIE MOSBAAIOLMECS TeXHOAOTUM (Ha-
[pUMep, pPacCIpeAEAE€HHbIe CHUCTEMBI, BUPTYaAl-
3a1s1, MOOMABHOCTD, GOABILINE AQHHBIE))

K7 architectural frameworks (apxurexTypHbIE
¢dpeitmBOpKM)

K8 security (6e3omacHOCTD)

Skills examples S1 analyse future developments in business
Is able to process and technology application (aHaausupo-
(TITpuMeps! HABBIKOB BaTb OyAyllee pasBUTUE TEXHOAOTMIl U OM3Hec-
CrniocobeH caeAatb) [IPOLIECCOB)

S2 determine requirements for processes related
to ICT services (ompeaeasiTb TpeGOBaHUS AAS
IIPOLIECCOB, CBSI3AHHBIX C NpepocTaBAeHyueM VT-
YCAYT)

S3identify and analyse long term user / customer
needs (OnpeAeAsITb U QHAAUBMPOBATb AOATOCPOY-
Hble MHTEPEeChl; IOAb30BaTEAEl/3aKa34MKOB)

S4 contribute to the development of ICT
strategy and policy, including ICT security and
quality (yuacTBOoBaThb B pa3paboTKe M pasBUTUM
WT-crpaTerui u mOAUTUK)

S5 contribute to the development of the business
strategy

S6 analyse feasibility in terms of costs and
benefits (yuyactBoBaTh B pa3paboTKe 1 pasBUTUM
crpareruu GusHeca)

S7 review and analyse effects of implementations
(MccAeAOBaTh M QHAAM3BMPOBATb PE3YABTATHI BHE-
ApeHIsT)

S8 understand the impact of new technologies

on business (e.g. open / big data, dematerialisation
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opportunities and strategies) (moHumarb BAMsI-
HIle HOBBIX TEXHOAOTMII Ha OM3Hec (Hampumep,
OTKpbITbIe/GOABILINE AAQHHDBIE, BO3MOXHOCTU U
CTpaTerny AeMaTepuasu3aLm))

S9 understand the business benefits of new
technologies and how this can add value and
provide competitive advantage (e.g. open /
big data, dematerialisation opportunities and
strategies) (mOHMMAaTh OGMBHEC-TIPEVMYIIECTBA HO-
BBIX TEXHOAOTMII M TO, K&K 9TO MOKET HOBBICUTD
LIEHHOCTb U 00eCIeYnTh KOHKYPEHTHOE [IPEeNUMY-
11eCTBO (Harpumep, OTKPbITbIe/DOABLIVE AQHHbIE,
BO3MOXHOCTM U CTPATErnMy AeMaTepUaAn3aLm)

S$10 understand the enterprise architecture (ro-
HUMATb apXUTEKTYPY MIPEATPUITIS)

S11 understand the legal & regulatory landscape
in order to factor into business requirements (1o-

HMMATb IIPABOBYIO 1l HOPMATUBHYIO CPEAY, YTOObI

YYUTBIBaTh TpeOOBaHMs OM3HECA)

Aast paccmoTtpenHoro Bbiie EBponeiickoro cranpapta e-CF paspabdorano 00-

LIMPHOE CIIPAaBOYHOE PYKOBOACTBO I10 ero npuMeHeHuio [34], cocTaBasoliee BTO-
PYIO 4acTb 3TOIO >Ke CTaHAApPTa. B 4acTHOCTHU, B 3TOM PYKOBOACTBE pacCMaTpu-
BaeTCs CII0CcoO CBsI3bIBAHMS e-KOMIIETEHLMII ¢ HaBblkamMu cucTeMbl SFIA, a Taxke
Croco6 MpUMeHeHUs CTaHAAPTa AAS onucanus npoduaeit poaent B cekrope MKT.

Opranusauuen craupaprusauuy CEN paspaboTtan AookymeHT ¢ onucanueMm 30
EBpomnerickux npoduaen npodeccuonaabupix VIKT-poaent (Bepcun 2) Ha 0CHOBe
e-CF, nmpeacTaBAsiomux co6oil HAOOp TUNMMYHBIX POAEN, BBIOAHSEMBIX CIIE€LiU-
aauctamu VKT B Ar06011 opraHmM3anuy ¥ OXBaThIBAIOLIMX OCHOBHbBIE KAIOUEBbBIE
NKT-poAau B coBpemenHoM b6usHec-mpouecce [35, 36, 37, 38].

EBponerickue npoduau npodeccruoHaspHbix poaeit B obaactu KT paciuupsi-
I0T BO3MOYKHOCTY 0011lero eBpoIeiickoro aTaAoOHHOro si3bika e-CF aast paspabor-
KM, TAQHVMPOBAHUS U YIIpaBAeHus Kappamu B obaactu VIKT.

B Ta6. 5.12 npuBeaeH moaHbie criucok 30 eBpormenckux npoduaeit npodeccro-
HaAbHbIX ICT-poaeit (Bepcuu 2).
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Tabauwna 5.12

Crncok 30 eBpomneiickux mpoduaen npodeccruoHarbubix ICT-poaeit (Bepcuu 2)

1) Account Manager Role

1) PoAb MeHepxepa 1o paboTe ¢ KAMEeHTaMK

2) Business Analyst Role

2) PoAb 6M3HeEC-aHAAUTUKA

3) Business Information Manager Role

3) PoAp MeHepXepa 110 AeAOBON MHbOpMaLY

4) Chief Information Officer Role

4) PoAb AupexTopa 1o nHbopmManum

5) PoAb apMMHMCTpaTOpPA AAHHBIX

PoAb pazpaboTynka

7) Digital Media Specialist Role

7) Poab crieljaAucTa o Lu¢ppoBbIM MeAUa

8) Enterprise Architect Role

8) PoAb apxuTeKTOpa MpeATpUATHS

)
)
)
)
5) Data Administrator Role
)
)
)
)

9) Digital Consultant Role

)
)
)
)
)
)
)
)

9) PoAb 111bPOBOro KOHCYABTaHTA

10) ICT Operations Manager Role

10) Poab pykoBoauTeast oneparmit o VIKT

(
(
(
(
(
(6) Developer Role
(
(
(
(
(

11) Information Security Manager Role

(
(
(
(
(
(6
(
(
(
(
(

11) Poab menepsxepa nHGOPMALMOHHOI Oe30macHo-

CTU

(12) Information Security Specialist Role

(12) Poab creumasucta mo MHGpOPMALMOHHOI Oe3-

OIIACHOCTHU
13) Digital Educator Role (13) Poab umdpoBoro neparora

14) Network Specialist Role 14) PoAb CeTEBOro CreunaAncTa

15) Project Manager Role 15) PoAb pyKOBOAUTEAS IPOEKTA

16) Quality Assurance Manager Role 16) Poab MeHepXepa 110 00eCIIeueHNI0 KauecTBa
17) Service Support Role 17) PoAb cepBUCHO TOAAEPXKKI

18) Service Manager Role 18) PoAb pyKOBOAUTEAS CAYXKOBI

19) Systems Administrator Role 19) PoAb cHICTEMHOTO aAMMHUCTpATOpa

20) Systems Analyst Role 20) PoAb CrICTEMHOrO aHAAUTHMKA

21) Systems Architect Role 21) PoAb cuCTEMHOIO apXUTeKTOpa

Technical Specialist Role

PoAb TexHUUECKOTO CIleMaAncCTa

23) Test Specialist Role

23) PoAb crienjaAucTa 110 TECTUPOBAHUIO

24) Solution Designer Role

24) Poab AM3ariHepa pelieHuni

25) Digital Transformation Leader Role

25) Poab Anpepa L poBoro rnpeobpasoBaHmsi

N Rt NI R R Rl Redo i N2 NP N2 N et 2 NI 2R R R Rl

(
(
(
(
(
(
(
(
(22
(
(
(
(
(
(
(

26) Devops Expert Role 26) Poab akcrniepra Devops
27) Data Scientist Role 27) PoAb yueHOro AQHHBIX
28) Data Specialist Role 28) PoAb crieimaAycTa 110 AQHHBIM
29) Scrum Master Role 29) Poap macTepa CXBaTKU

NasZ N2l N2l NEB 2 e Rl Rl Rub 20 N2l N Nl N2l N2 NI RuB i N i Rl Nubs

(
(
(
(
(
(
(
(
(
(22
(
(
(
(
(
(
(
(

30) Product Owner Role

(30) Poab BAaAeABLIa IPOAYKTA

B 3akaAroueHue elle pa3 OTMeTUM LIMPOKOE MCIIOAb30BaHMe B EBpome cTraHpap-

Ta e—CF, KOTOprI/vI CAY)KUT OCHOBOI1 AAS APYTUX B3aMMOCBA3aHHbBIX CTAHAApPTOB U

MHOTUMX MEXAYHaPOAHBIX IIPOEKTOB B chepe yrpaBAeHUsI TPYAOBBIMIU pecypcaMii B

MKT-otpacan.

5.4.iCD - caoBapp i-KomMneTeH Ul AreHTCcTBa 1o npoABkennio I'T

CaoBapp i-komnereHTHOCTU (ICD) OBIA pa3paboTaH U MOAAEP)KUBAETCS SITOH-
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CKUM ATEHTCTBOM IO IPOABIDKeHMI0 MHpopmalyuoHHbix TexHoaoruit (The i
Competency Dictionary, the Information Technology Promotion Agency - IPA) [11].
iCD Becbma IonyAsipeH, ero nmoAbsoBaTeasiMu Ha 2017 rop ABASIAUCH ooaee 1000
KOMITaHMI1, BKAIOUasl Takywo KpynHywo kak HITACHI Ltd. Ha ocHoBe aToro caoBaps
IPA IpOBOAMT BCESIIOHCKMIT 9K3aMeH AASl MH)KEHEPOB MH(OPMALIMIOHHBIX TEXHOAO-
I'MI - OAVIH 3 KPYIHENMIINX HAal[MIOHAABHBIX 9K3aMeHOB B Anonun, c npumepHo 600
000 mpeTeHAEHTAMU Ka>KADIV TOA.

CaoBapp iCD cocTout ns ABYX 4acTeil - 13 BCEOOBEMAIOIIETO CAOBApPs 3aAay
(Task Dictionary) u caoBapst HaBbikoB (Skill Dictionary).

CAoBapp 3apau COAEPKUT OIIMCAHME 3aAa4, KOTOPbIE AOAXKHBI BBIITOAHATD VIT-
ayrcopcepsl, IT-kommanuu nau ux VMIT-otaeast (Enterprise I'T departments — EIT-
departments).

CAoBapb HaBBIKOB OIPEAEASIET HaBBIKM, HEOOXOAVMBIE AASI BBITIOAHEHNS 3aAQ4,
BKAIOUEHHDBIX B CAOBApb 3aAa4.

O6a cAoBaps UMEIOT IIOAOOHbBIE YeTBIPEXYPOBHEBBIE ME€pPapXNUeCKIie CTPYKTYPBIL.

CaoBapb 3apay Ha IEPBOM YpOBHe Mepapxuy (TAaBHBIX 3aAa4, 3aAa4 YPOBH: Op-
raHusauuu — Major Task category) copep>xut 47 aaeMeHTOB, Ha BTopoM — 200 3a-
AQ4 CPEAHEro ypOBHs MAM 3apayu ypoBHs moppaspesennit (Middle Task category),
Ha TpeTbeM — 0Ko0AO 500 3apay ypoBHs muHop (Minor Task category) u Ha vet-
BepTOM — 0KOAO 2000 5A€MeHTOB, Ha3bIBaEMbIX 9IAeMeHTaMu oLjeHKU 3apaun (Task
Evaluation Items), obecnieunBaroux 6oAee raybokoe 00bsICHEHE 3aAa4 HUKHETO
YPOBHSL.

Kaaccudukanus caoBapst 3apad 1-ro YpOBHS MOXKET OBITh IPEACTaBAEHA C IIO-
MOLIIbIO ABYXMEPHOI AMarpaMMbl, BEpTMKaAbHAsI OCb KOTOPOU pa3byura Ha 00AacTy,
COOTBeTCTBYOIME (a3aM >KM3HEHHOTO LIMKAA OpraHusanuu (cTpaTerus, AaHUPO-
BaHMe, pa3paboTKa, CIIOAb30BAHME, OL|EHKA U YAYYIIEHME), 8 TOPM3OHTAAbHAST —
¢dasam, CBSI3aHHBIM C >)KM3HEHHBIM LIIKAOM IIPOAYKLIMN/YCAYT (TAQHMPOBAHME U BbI-
MIOAHEHe, YIIPAaBAEHME Y KOHTPOAb, IPOABIDKEHME M TIOAAEPIKKA).

B iCD BBeaeHO NOHATHE M COOTBETCTBYIOIMI MeXaHU3M NPOodUAS 3apad, YTO
II03BOASIET OPTaHM3ALMSIM Y KOMITAaHVUSIM OTIPEAEASITD C IOMOIIbIO TpouAeit 3apa4
XapaKTepHble AASl MX NPOU3BOACTBEHHON AESTEAbHOCTM Kaacchl 3apad. Iloaaep-
XKUBaeTCs Kaaccuukanys npoduAen 3aAad C LIeAbIO OTIPEAEAEHNST XapaKTEPUCTUK
npoduAeli, CBSI3aHHBIX, HAIIpUMep, C TUIIOM OM3HeCa, LieAbI0 Pa3BUTHUS, METOAAMU
pa3paboTKM, pOABIO/AOAYKHOCTDBIO ICTIOAHUTEAEN U T.A.

CaoBapb HaBBIKOB Ha IIEPBOM YPOBHE MEPAPXUU COAEPXXUT 5 KaTeropuil HaBbl-
KOB, Ha BTOPOM — OKOAO 80 KA2CCOB HaBbIKOB, Ha TpeTbeM — OKOAO 400 HaBbIKOB U
Ha yeTBepTOM — 0K0AO 10000 5AemeHTOB 3HaHuMi (Knowledge Items), cooTBeTCTBY-
IOILVIX HAaBbIKaM TPETbero ypOBH:L.

HaBpiku B iCD TpakTyoTCs KaK CIIOCOOHOCTM HNPMMEHSTb COOTBETCTBYIOLINE
3HAHMS AASI MICTIOAHEHUSI HEKOTOPOII 3aAa4ML.
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Ha camom BE€PXHEM YPOBHE Me€papXuM CIIpaBOYHMKA HaBbIKOB, KaK YKa3bIBAaAOCb

BBILIIE, OTIIPEAEAEHBI 5 KaTerop1il HAaBBIKOB, TPEACTAaBAEHHBIX B Tab. 5.13.

Tabauna 5.13

Kareropuu HaBBIKOB — 1-11 ypOBEHb epapX1M CAOBApsI HABbIKOB

Skill Category (1st layer)

Description

Technology

(Texnoaorun)

Technical skills to accomplish tasks. These generic
skills apply to all users (TexHuueckre HaBbIKM AASL BbI-
MOAHEHUsI 3aAa4. DT1 00lMe HaBBIKM PACIHPOCTPAHSI-

IOTCSI HA BCEX TIOAb30BATEAEI).

Methodology

(MeTopoAorus)

Methods, methodology, solution methodology skills
to accomplish tasks. These skills work differently
depending on users. (MeTopbl, MeToAOAOTUD, MeTO-
AOAOTMYECKIE HABBIKM DELIEHNs 3aAa4. DTU HaBBIKU
paboTaloOT MO-pasHOMY B 3aBMCUMOCTU OT [TOAb30BATe-

Aein).

Related Knowledge

(CBsi3aHHbIE 3HAHMS)

Skills related to fields other than methodology and
technology that is applied to various aspects of IT
business activities. (HaBbIky, CBsI3aHHBIE C APYTMU 06-
AQCTSIMU, KPOME METOAOAOT MM U TEXHOAOTMIT, KOTOPbIE
MPUMEHSIIOTCS. K PA3AMYHBIM QCIIEKTAM AESITEABHOCTH
MT-6usHeca).

IT Human Skill

(CounaAbHO-AMYHOCTHBIE HABBIKI)

Human skills to accomplish tasks. The ability shown in
various situations of IT business activities. (Counaab-
HO-AUYHOCTHBIE HaBBIKU AASL BBITIOAHEHUs 3apad. Crio-
COOHOCTD, AEMOHCTPUPYEMAsl B PA3AMYHBIX CUTYaLMsIX
MT-6usHeca).

Human skills to accomplish tasks. The
ability shown in various situations of IT
business activities. (CoumaAbHO-AUYHOCT-
Hble HaBBIKM AASI BBIIOAHEHMsT 3apad. Crio-
COOHOCTb, AEMOHCTPUpPYEMast B Pa3AUYHBIX

curyauusix VIT-6usHeca).

Each organization can define skills originally. IPA
provides conceptual area only (therefore, initial status
is blank). (Kaxxpass opraHmsayusi MOXXET OIIPEAEAUTD
coOCTBeHHble HaBBIKU. IPA TpPeAOCTaBAsSIET TOABKO
KOHLIENTYaAbHYI0 00AaCTb AASL 9TOTO (CAEAOBATEABHO,
HAQYaAbHOE COCTOSIHME 9TOM 00AaCTM ITyCTOEe MHOXe-

CTBO)).

HpMMepr KAaCCI/[(bI/IKaLU/II/I HaBbIKOB Ha BTOPOM U TPE€TbEM YPOBHE ITOKa3aHbI C

MMOMOILLbI0 TabAMY, 5.14 1 5.15 [39].
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Tabauwa 5.14

HPI/IMep KAaCCI/[(i)I/IKaLU/H/I HaBbIKOB Ha BTOPOM YPOBHE CAOBApPs HAaBbIKOB

Skill Classification

(Kaaccuduxauusi HaBbIKOB)

Skill item

(3AeMeHT HaBbIKa)

(Implementation)  Architecture

method

APXMTEKTYPBI)

design

((Peaamsaumst) MeTop TNPOEKTUPOBAHMUS

Architecture design method

(MeToa IPOEKTUPOBAHMS APXUTEKTYPbI)

Application Architecture design method (MeTop npo-

€KTVPOBAHVIA APXUTEKTYPbI HPI/IAO)KEHI/IH)

Industry package design/development method (Me-
TOA Pa3pabOTKM/MPOEKTVPOBAHMS ITPOMBILIAECHHBIX

[MaKeTOB)

Infrastructure architecture design method (Metoa

MIPOEKTVPOBAHMS aPXUTEKTYPbI MHPPACTPYKTYPBI)

Data architecture design method (MeToa npoektupo-

BaHMsI ApXUTEKTYPbI AQHHBIX)

Tabauua 5.15

HPI/IMCP CBA3bIBaHVISI HABBIKOB TPETbETO YPOBHA C 9AEMEHTAMU 3HAHUM

Skill item Code Knowledge item

K001 System management / operation (YnpaBaenue cucre-
MOV / 9KCIIAyaTalysi CUCTEMBI)

K002 System management / operation design (YnpaBaeHue
CHUCTEMOV/TIPOEKTIPOBAHYE IKCIIAYATALMY CUCTEMBI)

K003 Evaluation of system infrastructure test strategies and
plan (Ouenka cTparermit 1 MAaHa TECTUPOBAHUS CU-
CTEMHOI MHPPACTPYKTYPHI)

K004 Evaluation of system infrastructure transition
strategies and plan (O1eHKka cTpaTernu u rnaaHa mepe-
XOAQ CUCTEMHOM MH(PACTPYKTYPHI)

K005 Evaluation of system infrastructure design tools
(OueHKa MHCTPYMEHTOB IPOEKTUPOBAHMS CUCTEMHOI
MHQPACTPYKTYPBI)

K006 Evaluation of system infrastructure design techniques
(OueHKa METOAOB NPOEKTUPOBAHMS CUCTEMHOM UH-
¢pacTpykTypbI)

K007 Security (BesomacHocTb)

K008 Security design (ITpoekTupoBaHue 6€30MaCHOCT)

K009 Network (Cetn)

K010 Network design (ITpoexTupoBanue cetn)
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Ko11 Performance design (IlpoexkTupoBaHMe MPOU3BOAU-
TEABHOCTH)

K012 Platform (ITaardopma)

K013 Platform design (OS, middleware etc.) (ITpoektupo-

BaHue naarpopmbl (OC, npomexxyrounoro ITO u T.A.))

K014 Availability design (ITpoexTupoBaHMe AOCTYIIHOCTH)

K015 Performance and capacity (ITpou3BOAUTEABPHOCTD U
€MKOCTb)

K016 Knowledge of target domain (3HaHue 1eaeBoiT 00Aa-
CcTH)

K017 Physical data structure design, etc. (Pusuyeckas

CTPYKTYpa AQHHBIX U AD.)
Ha HipkHem YPOBHE M€papXny CAOBApPb HABbIKOB ITPEACTABASET co001 OMCaHKA

5A€MEHTOB 3HaHMI1, COOTBETCTBYIOIMX HaBbIKaM IPEAbIAYILIETO YPOBHS, AASL OIIpe-

A€AEHMSI KOTOPBIX MCIIOAB3YIOTCS MeXKAyHapoaHble BOKs - cBoABI MpodeccroHaAb-

HBIX 3HaHUI1, O KOTOPBIX YIIOMUHAAOCH IPY paccMOTpeHny moaxoaa SFIA.
KonuenryaapHast Mmopeab mopaxoaa iCD maaroctpupyercs Ha Puc. 5.4.1.

Training/Educational
materials

Skillenhancment
through task execution

Leaning

Task
Excution

Business | A — Task — skin - K—/

results  Dictionary Dictionary

Puc. 5.4.1 KoHuenrtyaabHast MoAeAb mopxoaa iCD.
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CBsi3bIBaH1eE KEl)KAOI?I 3aAavuM ¢ HaBbIKaMU, KOTOpPbI€ H606XOAI/IMbI AASL €€ pelie-

HVs, peaAn3yeTcCs C IOMOILIbIO Ta6AI/[L[ <<3&A&‘U/I - HaBbIKI», KOTOPbIE 1N3-3a X CAOXK-

HOCTU AASI MAAIOCTPALUM AEMOHCTPUPOBATh He GyaeM. BmecTo aToro oromaem K
VICTOYHMKY TIOAHO Bepcuu caoBaps iCD [39].

B iCD aerko mopAep>XuBaeTCs OIMCAHNE CIIVICKOB POA€I/AOAKHOCTEN/BaKaH-

cuit (jobs), BoBaeueHHbIX B VIT-613Hec. DTO AeAaeTCsl C IOMOLIbIO MepapXUYecKuX

CTPYKTYD, IPEACTABASIEMDBIX B TaOAMYHOMI Q)opMe, CTOA6LUJI KOTOpOIV/I VIMEIOT CAEAY-

olgee Ha3dBaHMe:

- Kareropus poaeii (Job Category)

- Kareropus HaBbikos (Skill Category)

- Kaacc nasoikos (Skill Classification)

- DaemenTapHbiit HaBbIK (Skill Item)

- Daement 3HaHui (Knowledge Item)

ITpumep Takoit TabAMYHOI POpPMBI TOKA3aH C TOMOIbI0 Ta6.5.16.

IMpumep onucanusi poAen/A0AXKHOCTeN/BakaHcui (jobs)

Tabauwa 5.16

Job Category

Skill Category

Skill

Classification

Skill Item

Knowledge

Item

Informatiom

Risk Management

IT Architect
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B iCD ucrnoAb3yeTcsi ceMUypOBHeBasl IIKaAa AAsI OIIPEAEAEHUST KPUTepusl Ma-
cTepcTBa UAM YpoBHs BAapeHusiMu HaBbikamu (Skills Proficiency Levels). Kpure-
pun ypoBHeit ¢ 1 1o 4 pasAMYAIOTCS B 3aBUCUMOCTU OT COAEP)KaHUsI TEXHOAOTUH,
METOAOAOTMM Y COOTBETCTBYIOLIVX 3HAHMIL. YPOBEHb MacTepcTBa 4 — 3TO CaMblil
BBICOKIIT YPOBEHDb MPUOOpeTeHMsI HaBbIKa AAST BBIITIOAHEHUS 3aAauy; YPOBHMU C 5 110
7 OIPEAEASIIOTCS TI0 KaTeropusiM, OLIEHUBAIIUM NPO(eCCOHAAU3M 110 COLMAAD-
HOMY BKAaAY (Harpumep, MHAYCTPUAAbHBII YYACTHUK, AMAEP MapKETUHIA).

5.5. IIpodeccuoHasbHbIE CTAHAAPTHI B 00AacTu VIT

B oreuecTBeHHON MpaKkTyuKe yrpaBaeHus VI T-miepcoHaAOM NPeANpUATHIL aKLIEHT
A€AQeTCs Ha pa3pabOTKy U MCIIOAB30BaHMe TPOGECCHOHAABHBIX CTAHAAPTOB.

ITpodeccroHaABHBIN CTAHAQPT OMPEAEASIETCSI KaK XapaKTepUCTUKa KBaAudu-
KaLuy, He0OXOAVMOI PabOTHUKY AASI OCYILIECTBAEHUSI OTIPEAEAEHHOTO BUAQ IIPO-
(beccroHaABHOM AEATEABHOCTU, B TOM YMCAE BBIITOAHEHMSI ONPEAEAEHHON TPYAO-
Bolt pyHkumu (ct. 195.1 TK PO). B npodcraHpapTax nepeuncasitoTCs CrelyiaAbHble
1 00lLMe 3HAHMSI, YMEHMUsSI Y HaBbIKM, KOTOPBIMU AOAXKEH BAAAETh CIIELMAAKCT TOM
nau yHou VIT-npodeccun B 3aBUCUMOCTH OT YpOBHs ero KBaaudukauuu [40]. Ta-
K€ CTAaHAAPTHI MOTYT MICIIOAB30BATbCS AASI OLIEHKM KOMIIETEHTHOCTU KaHAVAATOB
Ha BaKaHTHbIe AOAXKHOCTM, aTTeCTALMM COTPYAHMKOB, HAIMCAHUS AOAKHOCTHBIX
VIHCTPYKLMIL, GOpMUPOBaHMS IPOrPaMM KOPIIOPAaTMBHOTO O0y4YeHMs IepcoHaAa 1
1.0 [41].

Ecan paccmorpennsle Boiiie mopaxoabr opranmsanuit SFIA, CEN, IPA npeacTas-
ASIAM COOOJI pa3BUThIE MHCTPYMEHTAPUM NMPOEKTUPOBaHMs mpoduaen npodeccuo-
HAABHBIX POA€ll, OCHAILlleHHbIE METOAOAOTMYECKOIT 0a30i1 ¥ TOAKPEIIA€HHbIE MOIL-
HBIMU HabOpaMM TUIIOBBIX CTPOUTEABHBIX OAOKOB-HaBBIKOB, M3 KOTOPBIX AK00Oas
opraHusaus Moxket GOpMUPOBATh COOCTBEHHbIE Oa3bl HABBIKOB U KOMIIETEHIINA,
TO PO ECCUOHAAbHbIE CTAHAAPTHI SBASIIOTCS TOTOBBIMU MOHOAUTHBIMU PEIIEeHUS -
MU, OIIPEAEASIIOLIMMY AOASKHOCTHBIE XapaKTEPUCTUKU U AEAOBBIE KQueCTBA CIIeLi-
AAMCTOB.

B Hacrosiee Bpemst paspaborano 27 MT-podcranpapra [42].

B cayuyae UCNOAB30BaHMSI B OpPraHU3aLMsIX MAU MTPOEKTHON AESTEABHOCTHM Ka-
APOBOTO COCTaBa, COOTBETCTBYIOIETO HOMEHKAATYpe CYLIECTBYIOUUX IMpodcTaH-
AQPTOB, AASI OCYILIECTBAEHUS AEATEABHOCTU IO YIPABAEHUIO TEPCOHAAOM MOXKET
0Ka3aThCsl AOCTATOUYHBIM PeCcypca STUX CTAaHAAPTOB.

B TO >xe BpeMms, B yCAOBUAX LMPOBOII (IO CYIECTBY MPOEKTHO) SKOHOMMKM,
AMHaMMKa popMUPOBaHMSI MHOIOOOPa3HbIX BUAOB IIPOdeCcCHOHAABHBIX 0053aHHO-
crell (poAeit) MOXeT IIPEB30MTY BCE O>KMAAQHMSL. TOTAQ MOAUTHKY KAAPOBOTO MEHEA -
JKMEHTa OpraHM3aLuu OYAeT MepCcreKTMBHee CTPOUTh Ha OCHOBE PaCCMOTPEHHbBIX
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paHee PppeiiMBOPKOB 1 COOTBETCTBYIOIIMX UM CTAHAQPTOB.

K HeraTuBHBIM MOMEHTaM OpMeHTAaLK B paboTe C KappaMu Ha MpodCcTaHAAPTHI
CAEAYeT OTHECTM:

- HEAOCTATOYHYIO OIIepaTMBHOCTb aKTyaAM3alMy CTaHAApPTOB (0OljenpusHa-
HO, 4TO IPEBBILIEHNE TPEXAETHETO ITEPUOAA OOHOBAEHUSI CTAHAAPTOB, CBSI3aHHBIX
¢ 1podecCcOHaABHOI AESTEABHOCTBIO, CUMTAETCS] HEAOIIYCTUMBIM, B TO K€ BpeMsi
ob6HoBAeHMe 60abLIMHCTBA VIT-TpodcTaHAAPTOB MPEBBIIIAAO STOT CPOK);

- Ype3MepHYI0 a0CTPaKTHOCTb NMPO(CTAHAAPTOB AASI OIEPATUBHOTO BeAEHUs
KaAPOBOIO MeHeAXMeHTa (OMMcaHysi BaKaHCUI, PEKPYTMHIA, TECTUPOBAHMS KaH-
AVIAQTOB Ha BAaKaHCUY C YYE€TOM TEKYILETO IPOU3BOACTBEHHOTO KOHTEKCTA), YTO BbI-
HYXXA2€eT PYKOBOAUTEAEI IPOEKTOB MAPAAAEABHO BECTV COOCTBEHHbIE 0a3bl HABBI-
KOB paboyyX MeCT B IIPOEKTAX.

Taxoke BbI3bIBaeT 03a004€HHOCTD, CBSI3aHHASI C 3AKOHOAAQTEABHBIMY PeIleHUSIMU
00 00s13aT€ABHOCTY CO CTOPOHBI paboTopareaeit (6roaxeTHast chepa, (crarbst 195.3
TpyaoBoro kopekca P®)) npumeHsTs npodeccroHaAbHble CTAHAAPTHI, YTO MIPOTHU-
BOPEYUT OCHOBHOMY IIPUHLIMITY CTAHAQPTU3ALMUK — AOOPOBOABHOCTY NIPUMEHEHNSL.
AAMUHMCTPATHBHOE BMELIATEABCTBO B IOAUTMKY INPUMEHEHMsI CTaHAApPTOB Oe3
ydyeTa UX KOHKYPEHTOCIIOCOOHOCTU U TIPOM3BOACTBEHHBIX MHTEPECOB paboToaaTe-
Aeil, BMECTe C M3AEP>KKaMyi B CBOEBPEMEHHOCTU OOHOBAEHUSI CTAHAAPTOB MOXXET
HaHecTu yiep6 pasButuio orevectBeHHon M T-oTpacan.

5.6. Be10op mopxoaa K KAacCudUKaLuUI 1 ONMUCAHII0 HABBIKOB

B 3akaroueHMe IOABEAEM WUTOTM 0030pa PACCMOTPEHHBIX BBIIIE ITOAXOAOB
(bpermMBOPKOB U CHCTEM CTAHAAPTOB) B 00AaCTU crieljuduKauu b poBbIX HABbI-
KoB/komneTteHuuii/mpoduaert mpodeccuit — SFIA 7, e-CF, iCD. Bce onu npeacTas-
ASIIOT CO0OJ1 1IeAOCTHBIE METOAOAOTMYECKIE PeIeHNs AAST KAACCUPVIKALIIY Y OTIN-
CaHUsI HABbIKOB, KOMITETEHIINIL, poAelt B obaacTu VT, moaAep kaHHbIE Pas3paboTKOI
0OLIMPHBIX HAOOPOB 0A30BBIX PEIIEHUN, HA OCHOBE KOTOPBIX AK00ast OpraHm3arus
MOJXKET CO3AaBaTh COOCTBEHHBIE OAa3bl AQHHBIX HABBIKOB, KOMIIETEHLINIL, POAEN AAS
peleHts 3aAa4 KAAPOBOTO MEHEAXKMEHTA.

C Touky 3peHuss GYyHKUMOHAABHOCTY 3TH MOAXOABI 9KBMBAAEHTHBI, YTO IIOKa3a-
HO B LIUTUPYeMBbIX paboTax opranusayuit-paspadorunkos SFIA, CEN, IPA.

B yactHocTH, 0 3anpocy EC ¢ponpom SFIA BeimoaHeHO ommcanue 30 nmpodu-
Aelt mpodeccroHaapHbIX poaent B obaactu VIKT, paspaborannsix EC (EU ICT Role
Profiles), B Tepmunax SFIA [15], TeM caMbIM TPOAEMOHCTPUPOBAHA IMOKOCTD MTOA-
xopa SFIA.

B Apyroit pabote [43] nmpuBeA€H AETAABHBI CPAaBHUTEABHBIN aHAAU3 TIOAXOAOB
SFIA u iCD, xoTopblil TakKe 1mokasaa, 4To Bo3aMoKHOCTU SFIA He MeHblne, yeM
BO3MOYXHOCTH, Ka3aA0Ch Obl, MOHCTpoIopa0OHOro pecypca iCD. IToatomy moBTO-
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PATb CPAaBHUTEABHBINI aHAAU3 PACCMOTPEHHBIX TOAXOAOB U TEXHOAOTUI HE MMeeT
CMBICAQ.

B uHTepecax pelieHus 11eA€BOI 3aAa4M — CO3AAHUSI TUOKOIT CUCTEMBI crieldu-
Kauu TpeboBaHMil K MPodeccusiM/AOAKHOCTIM/POASIM, CBSI3@HHBIM C 00AaCTBIO
nHMOPMAL[MOHHO 6€30TIaCHOCTH, TIPUYEM C CAMBIM LIMPOKUM OXBATOM CPepbl CO-
Bpemennbix /T, npeanourenne B BoIOOpe 0a30BOro MOAXOAA K KAACCUDUKALIUY U
omucanuio VIKT-HaBbIKOB LM POBOIT 5KOHOMUKY OTAQETCS TOAXOAY SFIA.

OCHOBHBIMY 00CTOSATEABCTBAMM, O0YCAOBUBILVMU [IPEATIOYTEHVIE B AQHHOM BBI-
6ope SFIA, mOCAY>KMAU: SICHOCTb KOHLIETILIMY U TIPOCTOTA UCIIOAb30BAHMSI TIOAXOAA
SFIA AAs IIMPOKOTO Kpyra IOAb30BAaTEAEN, 2 TAK)Ke I'MOKOCTh ONMMCATEABHBIX BO3-
MO>KHOCTEN, TPEAOCTABASIEMAasT STUM TIOAXOAOM. AOTIOAHUTEABHO HE MAAOBAYKHBIM
SIBASIETCSI TO, UTO IO AMHAMMKe aKTyaAu3alMy U PasBUTHS, a TAKKe LIMPOTe pac-
IIPOCTPAHEHMSI B MUPE 3TOT IIOAXOA SIBASIETCSI 0€3YCAOBHBIM AUAEPOB, YTO rApaHTH-
pYeT NepCreKTUBHOCTD ero IpYMeHEeHMS.
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6. IIpoduanu, Kak THCTPYMEHT ONMUCAHUS POA€ENI/HABBIKOB/AOAXK-
HOCTeM

B EBpomerickoint cucteme (¢pperimBopke) e-komnereHTHOCTH Bepcun 3.0 (The
European e-Competence Framework (e-CF) version 3.0), paccMOoTpeHHOI B pazaeAe
2.3, npuBeAeHa crpaBoyHas MHpopmauus o 40 KOMIETEeHLMsIX, IPMMEHsIeMbIX Ha
pabounx mectax B VIKT-orpacau (Tab. 2.6). Vicrioab3ysi KoMIeTeHUMM KaK CTPO-
UTEAbHbIe OAOKM (MOAYAM, BO MHOIOM aHaAOrnyHo HaBbikaMm SFIA), opraHmsarys
cranpaptusauuu CEN paszpabotaaa onucanue 30 EBponeiickux nmpoduaeit mpodec-
cuoHaAbHbIX VIKT-poaeit. DTu npoduan, npeacraBasiioye co00i HAOOPHI U3 OIu-
CaHMIT KOMITETEHLIUI, COOTBETCTBYIOT HanbOOA€e TUMMYHBIM POASM/AOAKHOCTSIM
MKT-crenuasuctoB. CIUCOK 3TUX pOAeN MPUBOAUACS B Tabauue 2.12. EBpormeii-
ckue npoduAu npodeccroHaAbHbIX poaeil B obaactu VIKT pacimpsiior BO3MOXHO-
CTY O0lIero eBpOIeNICKOro 3TaAOHHOTrO si3biKa e-CF AAS ympaBAeHMS TepcoHAaAOM
B o6aactu VIKT. Tam >xe ormevyaaoch, uto opranusanus SFIA nepeonpeaeanaa EB-
pornericke e-poduAY C TOMOIBI COOCTBEHHOTO CIIPAaBOYHMKA HaBBIKOB, I0Ka3aB,
YTO CTaHAQAPT HaBbIKOB SFIA siBAsieTCSI He MeHee T'MOKVM MHCTPYMEHTOM CrieLinpu-
Kauuy podeccrioHaAbHBIX POAENL.

B Tabamue 6.1 mnpeacTaBA€HO omucaHue (YHKUMOHAABHOCTY e-TpoduAs
(poan) «YmpaBaenue mHbopmalmoHHOV Oe3omacHocTbio» (Information security
management (11)) n3 TabAuusr 5.12 [44].

Tab. 6.1
3apaun, pelraeMblie B paMKax poAu «YiipaBAeHMe MHPOPMALMOHHOI 0e30MmacHo-
CTbIO
3apaun, pemaemMblie B paMKaX POAU 3apaun, pelraeMble B PAMKaX POAHU «YIIpaBAe-
«Information security management» (11) Hye MHGOPMALMOHHON 6€30MacHOCTbIO»

Provide advice on how to optimize the use of| IlpepocTaBAeHUe peKOMEHAALNIT O TOM, KaK OIl-
existing tools and systems TUMUSUPOBATh MCIIOAb30BAHUE CYLIECTBYIOLUX

VHCTPYMEHTOB U CHICTEM

Raise awareness of information technology| TloBblieHe OCBEAOMAEHHOCTM 00 MHHOBALIMSX
innovations and potential value to a business B 00AacTy MH(POPMALMOHHBIX TEXHOAOIMIT U I10-

TEHLIMAABHOM LIEHHOCTU AASI OM3Heca

Make recommendations for the development| Bbipaua pexomeHaauuit o paspaboTke U BHe-
and implementation of a business project or|ApeHnio 6MsHec-npoeKTa AU TEXHOAOTMIECKOTO

technological solution peLieHust

Participate in scoping the business case for| Yuactme B omnpepeAreHMM  5KOHOMMYECKO-

potential projects ro O0OOCHOBaHMs IIOTEHLMAABHBIX MPOEKTOB

Participate in the assessment and choice of| YuacTueBoLeHKe 1 BbIOOpE LMDPOBBIX pELIEHNI

digital solutions
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Assess risks of change to business continuity and | OtueHka pUCKOB M3MeHEHMs HEIPEPHIBHOCTYU

for information security 6usHeca u uHGOPMALMOHHON 0e30macHOCTH
ITpoduab poau «YupaBaeHre MHPOPMALIMOHHON 6€30MACHOCTBIO», OIMCAHHbII

c momolbio cripaBouHuka SFIA, BKAOYaeT caepyromye HaBbIKY [15]:

- Nupopmaunonuas 6esomacHocts (SCTY), L=6

- Nudopmaunontoe obecrnieyenne (INAS), L=6
Kopmoparusheiit IT-menepxment (GOVN), L=6
VpaBaenue 6usnec-puckamu (BURM), L=6

VpaBaenue BzaumoortHotrenusimu (RLMT), L=6.

ITpu aTOM PYHKLMOHAA TEPBBIX YeThIPEX HABBIKOB AASI AQHHOM POAMU SIBASIETCSI
o0s13aTeAbHBIM (core), a 06s13aHHOCTY HaBbika RLMT, paccMaTpuBaroTCst Kak Xeaa-
emble (optional), T.e. HeoOs13aTeABHbIE.

BooObiie, HOMeHKAATypa poAeit B KnbepOe30nacHOCTY MOXKET ObITh BeCbMa Iy-
POKOI1, 0COOEHHO €CAM TaKMe POAV OTPAXXAIOT OTHOILIEHME K BUAAM TEXHOAOTUI 1/
VAV IPUKAQAHBIM 00AACTSIM, B KOTOPBIX IPUMEHSIIOTCSL.

Hanpumep, Akapemueir Capgemini [45] nmpeaao>keHa Kaaccudukaiysi poAey Ku-
6ep6e30MmacHOCT B BUAE MTMPAMUAAABHON CTPYKTYPbL. AaHHAasI CTPYKTYpa MAAIO-
CcTpupyeTcs Ha puc. 6.1.

Securiy Director Securtty Manager
b Security Enginesdng Folicy Positions

Incdent Kasponse
Secunty Audtor

Cihicall lacker
Paratraton Tester

Incident Responde’  uinye:bi

secunily Speciaists  Secunty Adminldraton

Puc. 6.1. Iupammpa poaeit kubepbe3onacHOCTH, NMpeAAOKeHHasT AKapeMuen
Capgemini [45].
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C npeACTaBAEHHO Ha PUC. 6.1 CTPYKTYPOII CBA3BIBAETCS CAEAYIOIIAs HOMEHKAA-
Typa poAeit Kubep6e30nacHoOCTH:

1. Chief Information Security Officer (CISO) (IaaBHbIi crieriaAucT mo uHgop-
MAaLMOHHOM 0€e30I1aCHOCTH),

2. Deputer CISO (3amecturteap CISO)

3. Director Security (AupexTop 6e3omacHOCTH)

4. Responsible for policy (OTBeTcTBEHHDIN 3a MOAUTUKY MH(GOPMALMOHHOM
6€e30I1acHOCTH)

5. Incident Responser (PeareHT Ha MHLIMAEHTDI)

6. Security Auditor (Ayautop 6e3onmacHocT)

7. Information Security Officer (CoTpyaHUK 1o nH$OpMaLOHHOI 6e30MmacHo-

8. Security Enginer (VuxeHep no 6e3omnacHocT)

9. Protocol Tester (TecTep MPOTOKOAOB)

10. Incident Reporter (PermopTrep mpouciiecTBuit)

11. Cryptographer (Kpunrorpad)

12. Security Consultants (KoHcyAbTaHTBI 110 6€30MaCHOCTH)

13. Security Analist (AHaAUTHK 110 6€30MTaCHOCTH)

14. Forensics Expert (9KcrepT-KpUMUHAAKCT)

15. Security Specialists (CrieunaaucTsl o 6€30macHoCTH)

16. Security Administrator (ApMuHKCTpaTOp 6€30macHOCTM)

17. Incident Responser (PeareHT Ha MHL[MAEHTBI)

18. Vulnerability Asseser (OLeHKa ys13BUMOCTH)

19. Business Information Security Architect (apxuTexTop MHpOPMALMOHHOII
6esornacHocTy OMsHeca),

20. Information Security Manager (MeHeaXep 1o uH(pOpMaLMOHHO! Oe3omac-
HOCTU),

21. Information Security Architect (Apxurexrop mHpopmaLmoHHou Ge3omac-
HOCTH),

22. Technical Information Security Specialist (TexHu4Yecknit ciellaAUCT 1O MH-
dbopmaLoHHOI 6€30MacHOCTH).

B pabote [46] K YMCAY MepCHEKTUBHBIX POAEN B 00AaCTU Knbepbe3omnacHOCTH

OTHOCSITCS:
1. Certified Information Systems Security Professional (CISSP)
2. Systems Security Certified Practitioner (SSCP)
3. Certified Cloud Security Professional (CCSP)
4. Certified Authorization Professional (CAP)
5. Certified Secure Software Lifecycle Professional (CSSLP)
6. HealthCare Information Security and Privacy Practitioner (HCISPP)
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7. Information Systems Security Architecture Professional (CISSP-ISSAP)

8. Information Systems Security Engineering Professional (CISSP-ISSEP)

9. Information Systems Security Engineering Professional (CISSP-ISSMP)

10. Certified Information Systems Security Professional (CISSP).

PaccMoTpuM ellie OAMH IpUMep NpUMeHeHMsI TPOdUAENT POAEIL.

B pasaeae 2.2 ormevaaoch, 4yTo opraHusauueir SFIA paspaboraHbl omucaHus
ceMeiicTB mpodeccnoHasbHbIX poAeil B TepmuHax SFIA, cBszaHHBIX ¢ HauboAee
AKTYaAbHBIMU U OBICTPO Pa3BMBAIOLIMMUCS HATIPABAEHUSAMU LUPPOBOIT S9KOHOMU-
K. B 4acTHOCTM, OAHUM M3 TaKMX IMPOEKTOB CTaAa pa3paboOTKa KAacTepa poAeil B
obaacTy uKMQPOBBIX TEXHOAOTMIT U TexHOAOTMII pAaHHBbIX - DDaT (Digital, Data and
Technology Suite), copepskaijast onucanue 37 cemenicT poaent u 137 poaei [14].

/13 3TOro KAacTepa poAeil paCCMOTPUM OIIPEAEAEHVE POAY TAABHOTO aPXUTEKTO-
pa 6esomacHocTu (Principal Security Architect).

C nomouipio cipaBoyHuka SFIA AaHHasi pOAb ONMMCBIBAETCSI KaK HAOOP CAEAYIO-
11X HABBIKOB:

- ApxurexTypa npeanpustus u 6usHeca (STPL) (6),

- YmpaBaenue B3aumootHoieHussmu (RLMT) (6),

- Ympasaenue 6usHec-puckamu (BURM) (6),

- Mupopmaunonnas 6esomacHocts (SCTY) (6),

- Hosbie Texuoaoruu mounutopuura (EMRG) (6),

T.€. KQXKADIII [IECTOTO YPOBHSI OTBETCTBEHHOCTM.

PaccmoTpum ompeaeAeHMe ¢ oMollbio cripaBoyHyka SFIA ere psaa nomyasp-
HBIX POAell Knbepbe3onacHOCTH:

1. Chief Information Security Officer (CISO) (AupexTop 1o nHpopmMaLuoHHON
0e30macHOCTH),

2. Incident Responser (CriennaAKCT 1o pearupoBaHMIO HA MHIIMAEHTBI),

3. Security Auditor (Ayautop 6e3omacHocTn),

4. Vulnerability Asseser (CrieLjnaAucT 1o olieHKe ysI3BUMOCTE),

5. Information Security Architect (Apxurexrop mHpopmaLmoHHON Ge3zomac-
HOCTH).

IMpouecc onmcanusi poAu BKAIOYAeT B ce0sl aHAAU3 COBPEMEHHBIX TPeOOBaHUI
K poan. Ha ero ocHoBe ocyujecTBasieTcs: mopbop HaBbIkoB cTaHpaapTa SFIA. Cro-
UT OTMEeTUTb, UTO opraHusauusi SFIA mpeaocTaBasieT omycaHue K CIMUCKY pabo-
uynx poaent NICE Cybersecurity Workforce Framework (https://niccs.us-cert.gov/
workforce-development/cyber-security-workforce-framework/workroles), uro mo-
3BOAsIET BOCIIOAB30BaThCsI )K€ TOTOBBIMU PEIIEHUSIMUA AASL OIUCAHUS HEKOTOPBIX
13 YIOMSIHYTBIX BBILIE POAEIL.

OmnucaHue BbIOpaHHBIX poAelt KMOepOe30macHOCTH C MOMOIIbI0 CIPaBOYHMKA
SFIA mpepcTaBaeHo B Tabauie 6.2.
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Tab. 6.2
Omnucanue OTAEADBHBIX pOAer/I KI/I6€p6eSOHaCHOCTI/I ITOCPEACTBOM HaBbIKOB CTaH-
Aapta SFIA
Poab Onucanue Hasbixu SFIA

1. Chief Information
Security Officer (CISO):
AvpexTop 1o nHpOpMaLOH-

HOIT 6€30macHOCTH

VimeeT OM3HeEC-BUAEHME U CITO-
COOHOCTD BAUSITD Ha BBIOpaHHOE
HarpaBAeHMe paboThl KOMIIa-
Hun. O6AapaeT AMAEPCKUMU
KayecTBaMM U HABBIKAMU MEX-
AVIYHOCTHOTO OOLIeHusI U CTpa-
TErMYeckoro pasBUTUS. YMmeeT
paspabarbiBaTh OM3HEC-TTAAHBI
U MOAEAM paboThl, CIIOCOOCTBY-
IOLMie PAa3BUTHUIO MIPEAIIPUSITHS,
BKAIOYas HE TOABKO TeXHUYe-
CKYI0 CTOPOHY UH()OPMALMOH-
HOI 0e30macHOCTM, HO TaKXKe
U ee CYLIECTBEHHYIO 4YeAoBede-

CKYIO CTOPOHY.

1. MudopmarmonHas 6e30-
nmacHocTh (Information security)
SCTY (L4)

2. Vndopmaunonnoe obecre-
yenue (Information assurance)
INAS (L5)

3. UT-menepxment (IT
management) ITMG (L6)

4. NT-undpacrpykrypa (IT
infrastructure) ITOP (L4)

5. YnpaBAeHMe VHLIMAEHTaMU
(Incident management) USUP
(L4)

6. O630p COOTBETCTBUSA
(Conformance review) CORE
(L6)

7. OueHka 6e30macHOCT
(Safety assessment) SFAS (L6)
8. YmpaBaenue 6e3omnacHo-
crpio (Security administration)

SCAD (L5)

9. PasBuTue opraHmsa-
LIMIOHHBIX BO3MOYKHOCTE
(Organisational capability
development) OCDV (L6)

2. Incident Responser:
CrieLjuaAuCT IO pearnposna-

HUIO Ha MHI[UAEHTBI

Paccaeayer, aHaausupyer u
pearupyer Ha KUOEPUHLIMAEHTbHI

B CETEBOII CpeAe.

1. YnpaBaeHyMe MHLMAEHTaMU
USUP (L4)

2. Anaautuka INAN (L4)

3. ApAMuHUCTpUpOBaHue Oe3-
omacHoctu SCAD (L4)
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3. Security Auditor: Aypu-

TOp 0e30MmacHOCT

ITpOBOAMT He3aBUCHMbIE KOM-
MAEKCHbIe OLIEHKM YIPaBA€H-
YeCKMX,  OKCIAyaTalMOHHBIX,
TEXHUYECKUX CPEACTB KOHTPO-
Asl 0e30MacHOCTM M yAyvlle-
HMIT KOHTPOAS, MCIIOAb3YeMbIX
B cucreMe MHGOPMALMOHHBIX
texHoaormit (VIT) uau yHacae-
AOBAaHHBIX €I0, AASL OIPeAeAe-
HSI

obmeit  apdekTrBHOCTU

CPEACTB KOHTPOAA.

1. VlnpopmanuonHas 6es-
omacHoctb SCTY (L5)

2. O630p cooTBeTCTBUS
CORE (L4)

3. YmpaBaeHue Ou3Hec-puCKa-
vy BURM (L5)

4. VndopmanuonHoe obe-
crieyenne INAS (L5)

5. YnpaBaenue nxdopmariu-
en1 (Information governance)
IRMG (L4)

6. YrpaBAeHUe AQHHBIMU
(Data management) DATM (L4)

4. Vulnerability Asseser:
CriejaAmCT 10 OLIEHKE Ys3BHU-

MocCTen

BbInoAHSAET OLIEHKY CUCTeM U
ceTell B CETEBOI Cpeae U ompe-
AEAsIeT, TA€ 9TU CUCTEeMBI / CeTn
OTKAOHSIOTCA OT IIPUEMAEMBIX
KOH}UIypaumit, MOAUTUKM aH-
KAQBA MAM AOKAABHOI TTOAUTH-
ku. Vamepsier apdekTrBHOCTD
APXUTEKTYPbl 3alIUTBI OT MU3-

BECTHBIX YSI3BUMOCTEI.

1. TecTupoBaHMe Ha IPOHUK-
nosenue PENT (L5)

2. O630p COOTBETCTBUSA
CORE (L4)

3. YnpaBaenue KoHdurypauu-
et CFMG (L3)

4. T'apanTtus xkauectBa QUAS
(L4)

5. Msmepenue MEAS (L4)

6. Tecruposanue TEST (L3)

5. Information Security
Architect: ApxuTtexTop uH-

dopmaumonHon 6esonacHoCTH

ITpoektupyer 06e30MacCHOCTD
NPEATIPUATHIS M CUCTEM HA IPO-
TSDKEHMU  BCEIO  JKU3HEHHOIO
LMKAQ PaspaboTKM; MepeBOAUT
TEXHOAOTUH U YCAOBUSI OKPYKa-
IOLel CpeAbl (Hampumep, 3aKo-
HbI Y TIOCTAHOBAEHVsI) B IIPOEK-

ThI 1 IIPOLIECChI 6€e30IacHOCTH.

1. NudopmarmonHas 6e3-
onacHocth SCTY (L3)

2. ApXUTeKTypa NpeATpu-
atusa u busneca STPL (L5)

3. CrpaTernyeckoe mAaHUupo-
anue ITSP (L5)

4. Kopmnoparushsrit /T-
meHepxmeHT GOVN (L5)

5. OmpepeaeHue 1 yrpaBAe-
Hue tpeboBaHusimu REQM (L3)

VIHTepeCHBIM AASI PACCMOTPEHUsSI MOXKET ObITh NMpeACTaBAeHne Habopa poaeit
«CriegquaAncT Mo saijuTe mepuMerpar», MpeacTaBAeHHoe B Tabauie 6.3. (dTa co-
BOKYITHOCTb POA€ll siBAsieTCSI peaabHbIM mpodurem Coepbanka PD). Kaxkpast poab
OTAMYAETCSI OTNIPEAEAEHHBIM YpOBHeM MacTepcTBa: «Crapiumit uHxeHep» (Junior),
«Beayumit uwxenep» (Middle), «I'aaBHbiit utkeHep» (Senior) u «Macrtep» (Master).

O6ugee onncanme poau: IlpepoTBpaiaer araku Ha pecypchbl Kommnauuu. Obecre-
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YyyBaeT Oe30IaCHbIN AOCTYII COTPYAHUKOB KOMIIAaHUI BO BHEIIIHE CETH, a ABTOpU-

30BaHHbIX YAAA€HHDbIX MMOAb30BaTeAeNl — K KOPIOpaTUBHbBIM peCypCaM.

BaxkHo 3aMETUTD, YTO 3TOT IIPUMEP ABASAETCA ]/[AAIOCTpaI_U/Iei[ BXOXXAEHUA OAHOI;I

pOAM B cocTaB Apyroit. Poau «Beaymuit vH>keHep» U «MacTep» SIBAIOTCSI COCTaBHbI-

MU, TaK KaK BKAIOYAIOT B ce0s1 poau «Crapiumit uHXeHep» U «[AaBHBIT MH)KeHEP»

COOTBETCTBEHHO.

Tab. 6.3

Omnucanne poaeit mpoduast «CrernasucT 1o 3aiuTe mepruMeTpar

Poab

HaBbiku

1. CeaAuCT 1O 3aluTe MEepu-

MmeTtpa (Junior): Crapiunit MHXeHep

1. VindopmaumonHas 6esomacHoctsb (Information security)
SCTY (L4)

2. Vudopmaumonnoe obecrneverue (Information assurance)
INAS (L5)

3. INpoekruposanue cereit (Network design) NTDS (L5)

4. Tlopaepxxka cetu (Network support) NTAS (L3)

5. Ympasaenne panupiMu (Data management) DATM (L3)

6. AAMMHUCTpUpPOBaHME 6a3 AQHHBIX (Database
administration) DBAD (L3)

2. CrejMaAuCT 1O 3alljuTe IHepu-

metpa (Middle): Beayimit unxeHep

1. Crapmuii "H>)KeHep

2. PaspaboTka CUCTEM PEAABHOTO BpEMEHU / BCTPOEHHBIX
cucrem (Real-time/embedded systems development) RESD
(L4)

3. UT-undpacrpykrypa (IT infrastructure) ITOP (L4)

4. Ouenka 6eszomacHoctu (Safety assessment) SFAS (L5)

3. CreuyaAKuCT 1o 3alluTe MepU-

MeTpa (Senior): TAaBHBII MHXeHED

1. NT-undpactpykrypa (IT infrastructure) ITOP (L4)

2. PazpaboTKa CHCTeM peaAbHOTO BpeMeHM / BCTPOEHHBIX
cucrem (Real-time/embedded systems development) RESD
(L6)

3. INporpammupoBanue/paspaborka I1O (Programming/
software development) PROG (L5)

4. Paspaborka u peaamsauusi opranmsaumu: (Organisation
design and implementation) ORDI (L5)

4. CrieMaAuCT MO 3aljUTe Mepu-

merpa (Master): Macrep

1. TAaBHBIV MH)KEeHEP

2. VmpaBaeHnue 6GesomacHocteio (Security administration)
SCAD (L6)

3. VmpaBaenue wunpopmanueit (Information governance)
IRMG (L6)

4. PasButue OpraHu3alMOHHbIX BO3MOXXHOCTEN

(Organisational capability development) OCDV (L6)
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PaccMoTpeHHbIE B AQHHOI I'AaBe IIPUMePbI UCIIOAb30BaHMsI annapara npoduaeii
AASL onucaHus TpodeccroHaABHBIX POAEN LIEeAMKOM OCHOBBIBAIOTCSI Ha OIIPeAeAe-
HUSIX HaBBIKOB 13 CTAHAQPTHOTO CIIpaBoYHMKa HaBbIKOB SFIA. B cBsi3u ¢ ueM BbIOOP
HABBIKOB B KaueCTBe OCHOBBI AASI pa3paboTKu TpeboBaHMil K IpodeccuoHaAbHBIM
3HaHUSM U YMEHMSIM IIPU pa3paboTKe COOTBETCTBYIOLINX 00pa30BaTEAbHBIX Kyppu-
KYAYMOB, OPMEHTVPOBAHHBIX Ha IIOATOTOBKY IPOQECCOHAABHBIX KAAPOB AASL AQH-
HBIX POAEI, IPEACTABASIETCSI OIIPAaBAAHHBIM.

OAHAaKO, KOTAQ p€Yb MAET HE O AOTIOAHUTEABHOM 00YU€HIY OTAEABHBIM HaBbIKaM,
a 00 06pa3oBaTEABHBIX MPOLIECCAX IIOATOTOBKM BBICOKOIIPO(ECCHOHAABHBIX KAAPOB
Ha OCHOBE CBOAOB 3HAaHUI COOTBETCTBYIOLIUX KYPPUKYAYMOB, TO AASI KOPPEKTHOTO
MOCTPOEHUSA TAaKUX CBOAOB 3HAHUI BaXXKHYIO POAb UI'PAIOT MOAEAY 3HAHUI LieAeBO
o0AacTy, B HallleM cAy4ae o6AacTy KubepOe30macHOCTH, BBLICOKOTO YPOBHSL.

Takne MopeAr Knbep6e30macHOCTH, Ha3bIBaeMble APXUTEKTYPHBIMYU VAU TAKCO-
HOMUAMMU, pacCMOTpeHbl B raase 8. Ho mpekae 4eM paccMOTpeTb apXUTeKTypHbIe
MOAEAH, B CAGAYIOLIeNl TAaBe IIPOBEAEM CEMaHTMYeCKUI aHAAU3 BCell COBOKYITHOCTU
HaBbIKOB SFIA, nMeronux npsimoe UAK OMOCPEAOBAHHOE OTHOILIEeHME K TIpodeccun
K16ep0e30MacHOCTH, C LieAbI0 BBISIBAEHMsI 3aIIpalllIBA€MOr0O MPAKTUKOM (4epes3 ce-
MaHTMKY CTaHAAPTOB HaBBIKOB) COBOKYITHOTO OObeMa TpeOOBaHUI K 3HAHUSAM U
YMEHUAM AASL AQHHOII Ipodeccun.
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7. AHaAun3 HaBbIKOB SFIA, cBA3aHHBIX € 3apavaMu nHPoOpMaIu-
OHHO 0e30MacHOCTI

B npeabiayiieit raaBe 6biA caeAaH BoIOOp cucteMbl SFIA B kauecTBe 6a30BOI Me-
TOAOAOTUU AASI KAaccubuKaLyy U crienuukaiyy TpeboBaHmil K HaBbIKaM/pOAsIM/
npodeccyusiM/A0AKHOCTSIM, CBSI3aHHBIM C 00AACTBI0 MTHPOPMAaLMOHHOM Oe30macHo-
ctu. B AaHHOJ rAaBe mpoBepeM aHaAu3 HaBBIKOB SFIA 7, cBsI3aHHBIX C 3apauaMyU
MHGOPMALMOHHO 6€30MacHOCTH.

BbipeAMM ABe IPYIIIBI HABBIKOB:

- Tpymniy A, B KOTOPYIO BKAIOUMM HaBbIKY, MMeEIOLIEe ITPSIMO€e OTHOILEHME K IIPO-
deccun o nHbOpMALMOHHOIT 6E30MaCHOCTH,

- rpynmy b, B KOTOpPYIO BXOASIT HaBBIKY, B PaMKaX KOTOPBIX PEIIAIOTCSI OTAEAb-
HbI€ 3aAa4M, CBsI3aHHBIE C MTHPOPMAaLMOHHOM 6€30MaCHOCTBIO.

B cocTaB rpymnmbl A BXOAAT CA€AYIOIVie HAaBBIKU:

1. MHudopmarmonuas 6esomnactocts (Information security) SCTY
HpopmaunonHoe obecnieyenne (Information assurance) INAS
Texnnka 6ezomacHoctu (Safety engineering) SFEN
YnpaBaeHne poctynHocTbio (Availability management) AVMT
VYpaBaeHue 6e3omacHocTbio (Security administration) SCAD
Ouenka 6e3omacHoctu (Safety assessment) SFAS
Lindposas kpumunaauctuxka (Digital forensics) DGFS
TecTupoBaHue Ha npoHukHoBeHue (Penetration testing) PENT

0 0N W

Ynpasaenue napopmauueit (Information governance) IRMG
10. YmpaBaenue HenpepbiBHOCTBIO (Continuity management) COPL

B cocTas rpymnmnbl b BXOAAT caepyrolie HaBbIKU:

1. Kopnoparususin IT-menepxment (Enterprise IT governance) GOVN

2. UT-menepxment (IT management) ITMG

3. Apxurexkrtypanpeanpusitus u busHeca (Enterprise and business architecture)
STPL

4. YmpaBaeHue 6usHec-puckamu (Business risk management) BURM

5.  Sustainability ApxutexTypa pemenus (Solution architecture) ARCH

6. Ynpasaenue panHbiMM (Data management) DATM

7. YmpaBaenue npoektamu (Project management) PRMG

8. Ormpepeaenne u ynpaBaeHue TpeboBanusimu (Requirements definition and
management) REQM

9. PasButue opraHusauMoHHbIX Bo3MokHocTelt (Organisational capability
development) OCDV

10. Opranusayus: paspaborka u peaamsayus (Organisation design and
implementation) ORDI

11. YmpaBaenme pasButuem cucteM (Systems development management)
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DLMG

12. TIpoexTtupoBaHnue cucreM (Systems design) DESN

13. Paspabotka ITO (Software design) SWDN

14. TIporpammupoBanue/paspaborkallO (Programming/software development)
PROG

15. Paspaborka B pexxume peasbHOro Bpemenu / BCTpoeHHbix cuctem (Real-
time/embedded systems development) RESD

16. Paspabotka 6a3 pannbix (Database design) DBDS

17. TIpoexrtupoanue cereit (Network design) NTDS

18. Tectuposanue (Testing) TEST

19. Cospanne undpopmanuonnoro konreHrta (Information content authoring)
INCA

20. AwusaitH moab3oBaTeAbcKoro uHrepderica (User experience design) HCEV

21. Ouenka moab3oBaTeAbckoro ombita (User experience evaluation) USEV

22. CucremHas uHTerpauus 1 coopka (Systems integration and build) SINT

23. TlpoektupoBanue obopysoBanus (Hardware design) HWDE

24. Ycranoska/cHaTue cucteM (Systems installation/decommissioning HSIN

25. TToppepxka mpuaoskeHui (Application support) ASUP

26. NT-undpactpykrypa (IT infrastructure) ITOP

27. ApmuHuctpupoBanue 6as pannbix (Database administration) DBAD

28. VmpaBaeHue xpaHeHueM (Storage management) STMG

29. Tloppaepxka cetu (Network support NTAS)

30. YmpaBaenue npobaemamu (Problem management) PBMG

31. Ympasaenue unuupentamu USUP (Incident management) USUP

32. Ynpasaenue oopexktamu (Facilities management) DCMA

33. Vmpasaenue xadectBoM (Quality management) QUMG

34. O630p coorBercTBuUst (Conformance review) CORE

35. Copcunr (Sourcing) SORC

36. VYmpasaenue nocrasumkamu (Supplier management) SUPP

37. Koucyapranus cnenmaaucta (Specialist advice) TECH

38. Ympapaenue suanusmu (Knowledge management) KNOW

39. Crparernueckoe naanuponanue (Strategic planning) ITSP

40. YmpaBaeHue aktuBamu (Asset management) ASMG

B tabauie 7.1 mpuBOAUTCS KPAaTKOE OMMCAHME AESITEABHOCTY, BBIIIOAHSIEMOI B
paMKax HaBBIKOB IPYIIIbI A, @ TAK)KE COOTBETCTBYIOLIMX TPEOOBAHUIT K 3HAHUSM U
YMEHUSIM.
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Tabanmna 7.1
CocTaB HaBBIKOB IpyIna A, ONuCaHKe COOTBETCTBYIOLIETO COAEPXKAHUS Aesi-
TEABPHOCTH, & TAK)Ke TPeOOBAHUIT K 3HAHMSIM U YMEHUSIM

HasBbIiku

AKTUBHOCTU

3HaHUA U YyMeHUs

1. VindopmanmonHas 6e3onac-

Hoctb (Information security)

Bei6op, MPOEKTUPOBaHMLE,
000CHOBaHMe, BHEAPEHIE U OKC-
HAYaTaluyss CPEACTB KOHTPOAS
M CTpaTeruil yImpaBAEHUS AAS
obecrievennss  6GesomnacHoOCTH,
KOH(UAEHLIMAABHOCTH, e-

AOCTHOCTY, AOCTYIIHOCTHM, IIO-
AOTYETHOCTM U COOTBETCTBMUS
MH(OPMALIIOHHBIX CUCTEM 3a-
KOHOAQTEAbCTBY, HOPMAaTUBHbBIM
aKTaM I  COOTBETCTBYIOIIUM
CTaHAQPTaM.

OcymlecTBAsIEeT  yIpaBAeHMe
cucreMonn  MH(OPMALMOHHON
6€e30IMaCHOCTY, BKAIOYAS MAEH-
TUGUKALMIO pOA€l U HasHade-

Hl€ OTBETCTBEHHOCTMU.

KO 3HaHMe OCHOB KyppUKYAY-
ma CSec2017

K1 3naHMe OCHOBHBIX CTaH-
AQpTOB B obaactu OesomacHo-
ctu T, BKArOYast:

ISO/IEC 27000, ISO/IEC
31000, IEC 61508, ISO/IEC
180281, ISO/IEC 27033-1

K2 3HaHue cTtaHAApTOB KU3-
HEHHOTO LMKAa cucubeM, 1O n
yecayr: ISO 15288, 12207, 20000.

K3 3nanne mH}pOpMaLMOHHO
CcTparerMy U MOAUTUKU 6e3-
OTTACHOCTM OPTaHU3aALUN

K4 TIloHumaHue BO3MOKHBIX
yrpos 6esomnacHoCcTH

K5 IlonumaHue crpareruit Mmo-
OMABHOCTH AOCTYIIA K pecypcam

K6 3HaHMe BO3MOXXHOCTEN 1C-
MTOAB30BaHMS PA3AMYHBIX MOAE-
Aeit obcayxuBanus (Saa$S, PaaS,
TaaS)

Cl VYmeHue paspabaTbiBaTh
U KPUTUYECKU aHAAU3UPOBATh
CTpaTernio KOMIIAHMM II0 MH-
dbopmanmonHon besonacHoOCTH

C2 YmeHMe onpeAeAsTb, IPeA-
CTaBASITD U TIPOABUTATH ITOAU-
TUKY uHGbOpPMALMOHHON ©6e3-
ONACHOCTU AASl  YTBEP)KAEHUS
AAMMHUCTpaLyen

C3 YMmeHMe NpPUMEHATb COOT-
BETCTBYIOI[iEe CTAHAAPTHI, AyY-

Hire MpakTuK 1 pupnie
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cKue TpeOoBaHMsI AAST MHPOP-
MAaLMOHHOI 6e30IacHOCTHI

C4 CriocoOHOCTb MPEABUAETD
HEOOXOAMMBIE M3MEHEHMsI B
cTpareru  MHGOPMALOHHON
0e30MacHOCT OpraHU3aLuyu U
(hOpMyAMpPOBATH HOBbIE [TAQHBI
C5 CrocoOHOCTb mpepAaraTb
a¢deKTUBHbBIE Mepbl Ha CAy-
Yall HeNMpeABUAEHHBIX 06CTOs-

TEAbCTB

2. lndopmanmonnoe obecre-
yenue (Information assurance)
INAS

3amura LIEAOCTHOCTM, AO-

CTYIHOCTH, AyTEHTUIHOCTH,
HEINPUKOCHOBEHHOCTH 1 KOHDU-
AEHLIMAABHOCTY  MHpOpMaLuu
U AQHHBIX B XPAaHUAUILAX U NIPU
nepepaye. YIpaBAeHye pUCKaMu
[parMaTuYHOe Y SKOHOMUYECKU
addexTuBHOE AAST 0OOecTieyeH st
AOBEpUsI  3aMHTEPECOBAHHBIX

CTODOH.

KO 3HaHMe OCHOB KYppPUKYAY-
ma CSec2017

K1 3nanue craHpapros: ISO
20000, ITIL, ITSM, ISO 55000,
61508 1 M aHAAOTMYHBIX

K2 3nanue mHGOPMALMOHHOI
CTpaTeruy U TOAUTUKK Oes-
OTTACHOCTM OPTaHU3ALUN

K3 3HaHMe MeXAYHapOAHBIX U
HALMIOHAABHBIX CTAHAQPTOB AAS
yIpaBAeHusl puckaMu (aHaAo-
ruunbix ISO cepun ISO 31000)

K4 3HaHue coBpeMeHHBIX Me-
TOAOB B 00AaCTM aHaAM3a pu-
CKOB

Cl VYMmeHue MCIOAB30BaThb Ha
MIPAaKTUKE CTAHAAPTHI B 00AACTH
yTpaBA€HUSI aKTUBAaMMU, OLIEHKMU
GbYHKLMOHAABHOII ~ Oe30mMacHo-
CTU CHCTEM, YIIPAaBACHUS PUCKa-
MU (QHAAOTMYHBIX CTaHAAPTaM
ISO cepuiz 55000, 61508, 31000)

C2 YMeHue IPUMEHSATb COBpe-

MEHHbIE METOABI B 00AACTM aHa-

AVI32 PVICKOB Ha NTPaKTHKe
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C3 VYmeHue npUMeHATb CO-

BPEMEHHbIE METOABI  3aIIUThI
1LIEAOCTHOCTHU, obecrieyeHus
AOCTYITHOCTH, ayTE€HTUYHOCTH,

HENPUKOCHOBEHHOCTM U KOH-
dupeHmaabHOCTY  MHbOpMa-
LIV M AQHHBIX B OIIePALIIOHHBIX
cucremax, 6asax AQHHBIX, KOM-
IBIOTEPHBIX CETsIX, OOAQUHBIX

TEXHOAOIUAX

3. TexHuka 6e30MmacHOCT

(Safety engineering) SFEN

IlpyMeHeHMe COOTBETCTBYIO-
IVIX METOAOB AAsI ObecriedeHtst
6e30IacHOCTM Ha BCeX 3Tamax
JKVM3HEHHOT'O LIMKAA Pa3paboTKu
CHCTEM, CBSI3aHHBIX ¢ 6esomac-
HOCTBIO, BKAIOUAsI TEXHUIECKOE
06CAyXMBaHME U IIOBTOPHOE
ncroAb3oBaHue. OHUM BKAIOYA-
I0T aHaAu3 yrpo3 6esomacHo-
CTM M PUCKOB, CrielupuKamio
TpeboBaHu 6esomacHOCTH,
APXUTEKTYPHOE  IIPOEKTUPO-
BaHME CUCTeM 0e30IacHOCTH,
dbopmMaApHOE NPOEKTUPOBaHME
METOAOB, BAaAMAALMIO U IIPO-
BepKy 0e30mmacHOCTM, a TakxkKe
MIOATOTOBKY 000CHOBaHMi1 Oe3-
omacHocTu. [IprHUMaeT Ha cebs
MOAHYI0 OTBETCTBEHHOCTb 32
QHAAM3 OIIACHOCTENl U OLIEHKY
PUCKOB, apXUTEKTYPHOE IIPOEK-
TUPOBaHME CUCTEM, CBSI3aHHBIX
Cc 0e30MacHOCTbIO, IIAQHUPO-
BaHIe U cOoOAOAeHUE Mep 0Oes3-
OIIACHOCTY, 2 TAK)KE IOATOTOBKY
000CHOBaHUIT  0€30IacHOCTU
CUCTEM AO CaMbIX BBICOKMX

YPOBHeI1 IOAHOTBI 6€30IMacHO

KO 3naHue OCHOB KyppHUKYAY-
ma CSec2017

K1 3HaHMe OCHOBHBIX CTaH-
AapToB B obaactu 6Gesomac-
"Hoctu WUT, Bxarouas: ISO/IEC
27000, IEC 61508, ISO/IEC
180281, ISO/IEC 31000, ISO/
IEC 27033-1

K2 3Hanne meToAOB pa3pabor-
ku IO u OLleHKM TEeXHOAOTMIL
MPOEKTUPOBAHMS, TECTUPOBA-
HUsL, BaAMpauuu u Bepuduka-
uuu [1O

K3 3HaHMe MeTOAOB aHaAM3a U
OLIEHKM PUCKOB U CIIOCOOOB UX
CHYDKEHVIST

K4 3HaHuMe MeTOAOB OLEHKU
GYHKLMOHAABHOII ~ ©e30mMmacHo-
ctu cucrtem (Ha ocHoBe I'OCT
P M3SK 61508 uau sKBMBaAEHT-
HBIX CTAHAQPTOB)

K5 3HaHue MeTOAOB OL[€HKU
YPOBHEII LIeAOCTHOCTU He3omac-
HOCTM Ha OCHOBE COOTBETCTBY-
IOLVIX CTAHAAPTOB

K6 3HaHMe MeTOAOB aHaAM3a
0€e30MacHOCTHU C UCIIOAb30BaHU-
eMm metopuk HAZOPS (TOCT P
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cru. [lpuHuMaeT Ha cebs OTBeT-
CTBEHHOCTb 3a AaCIIeKThl, CBS-
3aHHbIE C GE30MACHOCTBI) MHO-
JKECTBA CAOXKHBIX IIPOEKTOB UAY
[POEKTOB C BBICOKMM YPOBHEM
LIeAOCTHOCTH, obecneunBast a¢-
beKTUBHOE PYKOBOACTBO 4Ae-

HaMU KOMaHABI.

51901.11-2005 (M3K
61882:2001).) A UM aHAAOTUY-
HBIX

C1l YmeHue NpPUMEHATH CTaH-
AQPTBI UM METOAMKM OLIEHKU
METOAOB IPOEKTUPOBAHMUS, Te-
CTUPOBAHMUsA, BAAUAALMM U Be-
pudukauuu

C2 YmeHue BbIIIOAHATD OLIEHKY
PUCKOB

C3 YmeHue npuMeHsTb MeTO-
ABL OLIEHKM (YHKLIMOHAABHOM
OesomacHocTy cucteM (Ha oc-
Hose OCT P M3K 61508 nan
SKBMBAAEHTHBIX CTAHAAPTOB)

C4 YmeHue nprMeHSTb MeTO-
ABI OLIEHK! YPOBHEN L|€AOCTHO-
¢t 6e30macHOCT Ha OCHOBE
COOTBETCTBYIOIIMX CTAHAAPTOB

C5 YMmeHMe TpUMEHSTb Me-
TOABI aHaAM3a 0e30MMacHOCTU
C JCIOAb30BaHUEM METOAUK
HAZOPS (TOCT P 51901.11-
2005 (M3OK 61882:2001).) man

VIM QHAAOTMYHBIX

4. YnpaBAeHMe AOCTYTTHOCTBIO
(Availability management)
AVMT

OmnpepeneHue, TAQ-

06-

CAYXKVIBaHME U YAy4lIEeHVEe BCeX

aHaAU3,
HUPOBaHNe, H3MepeHMe,
aCIeKTOB AOCTYITHOCTHM YCAYT,
BKAIOYas AOCTYIHOCTb JAeK-
TposHeprun. OOIMIT KOHTPOAD
U YIpaBA€HME AOCTYIHOCTBIO
YCAYT AAsL obecrieyeHus TOTO,
YTOOBI YPOBEHb YCAYT, IPEAO-
CTaBAsIeMbIX BO BCeX CepBlLcaXx,
COOTBETCTBOBAA VAU IIPEBbILIAA
TeKyliye 1 OYAyle COTAaco-

BaHHbIe TOTPeOHOCTY OM3Heca

KO 3Hanme 0CHOB KyppUKYAY-
ma CSec2017

K1 3naHyme MeXAyHapOAHBIX
M HAlMOHAABHBIX CTAHAAPTOB
B 00AaCTU YIIpaBAEHMS yCAyra-
mu (aHasormyueix ISO cepuu
20000? ITSM u ITIL)

K2 3nHaHmMe MeXAYHApOAHBIX
M HAlMOHAABHBIX CTAaHAAPTOB B
06AaCTM 06AQUHBIX BBIMMCAEHMIL
(anaaormunbix ISO/IEC 17788,
ISO/IEC 17789, ISO/IEC 19086,
ISO/IEC 19941, ISO/IEC 19944)
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5KOHOMMYECKM 3P PEeKTUBHBIM

obpasom.

K3 3uanune

METOAOB QAAMMHCTPUPOBAHUA

COBpEMEHHbBIX
pecypcoB B OMNEepaLMOHHBIX
cucreMax, 6asax AaHHbIX, B30-
cucTeMax, 00AQUHBIX pelIeHN-
AX

C1l YmeHMe ompeaeAsTb Tpe-
6oBaHus K aoctymHoctu T
CepBHUICOB B COTPYAHMYECTBe C
3akasuukoM M T-ycayr

C2 YMeHNe coraacoBbIBaThb Tpe-
0oBaHMs 3aKas34yMKa C TOTOBHO-
crpio ero MIT-undpacTpykrypsot

C3 YmeHMe obecreunThb Coraa-
COBAaHHBI C 3aKa3uMKOM YpO-
BEHb AOCTYITHOCTMU, YCTAQHOB-
AeHHbI aast VIT-ycayru

C4 YmeHne obecrieynuTb MOHM-
TopuHr poctymHocTu MT-ycayr

C5 YmeHue obecreuntb KOH-
TPOAb COOAIOAEHUS COTAalle-
HUI1 00 YpOBHE CepBlUCa, B TOM
YJICA€ COTAACOBAHHBIX C BHY-
TPEHHMMM ¥ BHEIIHUMHU IIO-

craBuykamu MT-ycayr

5. YnpaBaeHue 6e3omnacHo-
crbio (Security administration)
SCAD

PeaAmsauusi TOAUTUKU UH-
dbopmMaLMOHHO 6esomacHo-
cti. MOHUTOPUHT U TIpUHSATHE
Mep IpPOTUB BTOPKEHUS, MO-
IIEHHNYeCTBA M  HapyLIEHUN
6€e30ITaCHOCTY MAM YTE€YKU WH-
dopmayuu.  TlpepocraBaeHue
OIepaTUBHOIO yTpaBAeHUs
6€30MacCHOCThIO I AAMUHUCTPA-
TUBHBIMU YCAYTaMM, BKAIOYAs
aBTOPM3aLMI0O ¥ MOHUTOPUHT
aocryna K VT-cpeactBaM mAn

MHQPACTPYKTYpe; pPaccAepOBa-

KO 3HaHMe OCHOB KyppPUKYAY-
ma CSec2017

K1 3HaHMe MOAUTHKM YyIIpaB-
AeHMsI 0e30MaCHOCTBIO OpraHu-
3aluMM M ee INpPMMEHEeHUs Npu
B3aMMOAEICTBUM C KAMEHTaMMU,
MOCTABIUKAMU U CYOIOADSIA-
YNKaMUn

K2 3HaHMe AyYIIMX NpPaKTUK
U CTaHAAPTOB B YIpaBAEHUU
nHbOpMaLMOHHOT Oe30MmacHo-
CTBIO

K3 3HaHMe MEeTOAOB OLEHKU
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HECAaHKLMOHMPOBAaHHOTO  AO-
CTyma U COOAIOAEHME COOTBET-
CTBYIOILIETO 3aKOHOAATEAbCTBA;
y4dacTue B pa3paboTKe MMOAUTH-
K1 6€30MacHOCTH, KOPIIOPaTUB-
HBIX CTQHAAPTOB, MPOLIECCOB U
PYKOBOACTB AAsl ObecriedeHMs
dbu3nYecKoil U IAEKTPOHHOM
6€e30I1aCHOCTM  aBTOMAaTU3UPO-
BaHHBIX cucteM. Hecer oTser-
CTBEHHOCTb 3a TO, YTO MOAUTMKA
U CTAHAAPTBI AAST QAMUHUCTPU-
poBaHMsi 6e30MaCHOCTU COOT-
BETCTBYIOT LI€ASIM, aKTYaAbHbI
M TPaBUABHO PEeAAN30BaHBL
PaccMmaTpuBaeT HOBbIE A€AOBBIE
MIPEAAOXKEHNS U TIPEAOCTaBASIET
KOHCYABTALMM  CIIELIMAAVCTOB
[0 BONpocaM 0e30IacHOCTH U

ITIOCACACTBUAM.

KPUTUYECKMX PYICKOB AASI YIIPaB-
AeHMsT MH(OPMALMOHHON 0e3-
OTTACHOCTBIO

K4 3HaHMe mnpolleccoB Ipo-
BEACHMSI BHYTPEHHEro ayAuTa
VIKT, MeTOAOB OOHApY>KeHMs Ha-
pyleH1st 6e30IMacHOCTI

K5 3HaHye MeTOAOB IIpOBeAe-
HUsT KnbepaTak, B TOM YMCAE C
JICIIOAb30BaHMEM  MOOMABHBIX
TEeXHOAOTUI

K6 3HaHue MeTOAOB 1 Mep Mpo-
TUBOAEVCTBUS aTaKaM

K7 3HaHMe MeTOAOB KOMIIbIO-
TepHOM KPUMUHAAUCTUKA

Cl YmeHue AOKYMEHTMPOBAaTb
MOAUTMKY yIIpaBAeHUs MHQOP-
MAlMIOHHO 6€e30I1aCHOCTBIO,
cBsi3bIBasi ee C OM3Hec-CTpaTe-
ruen

C2 BaapeHue MeToAaMu 3aliy-
TbI KPUTUIECKY BKHBIX aKTUBOB
KOMITaHUM U BBISIBAEHMS UX YSI3-
BUMOCTEN AASl BTOP)KEHUSI UMAU
aTaKu

C3 YmeHue paspaborarb MAaH
YIpaBA€HUS PUCKaMU AAsL 00e-
CrieveHsl 1 pa3paboTKM MAAHOB
TPEeBEHTUBHBIX ACMCTBUI

C4 YmeHye BBIMOAHUTD QyAUT
0e30macHOCT

C5 BaapeHne MmeTopaMy MOHM-
TOPUHIA ¥ TECTUPOBaHUS IIPO-
11eCCOB Ha COOTBETCTBUE IIOAU-
TUKY 6€30I1acHOCTH

C6 YmeHMe mAaHMPOBATh BOC-
CTaHOBA€HMeE ITOCAe aBapUil

Cc7

BAATD IMTAQH BOCCTAHOBAEHUA B

Croco6HOCTbOCYIIIECT-
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CAy4dae Kpusuca

6. Ouienka 6€30MmacHOCTY

(Safety assessment) SFAS

OueHka cucTeM IpOrpaMM-
HOro obecrieyeHusl, CBsI3aHHbIX
¢ 0e30IacHOCTBIO, AASL OIIpe-
AEAEHMSI COOTBETCTBMSI CTaH-
AQpTaM U TpeOyeMbIM YPOBHSIM
LIeAOCTHOCTY Oe3omacHocTy. B
YaCTHOCTY, QHAAU3 IIOAXOAOB
K pa3paboTKe IPOrpaMMHOIO
obecrieyeHnsi, BKAKOYAs IpU-
TOAHOCTb METOAOB IIPOEKTUPO-
BaHUsA, TECTUPOBAHMS, BaAMAQ-
UM M BepudMKaLMM, a TaKxKe
BBISIBAGHIE U OLIeHKY PVCKOB U
€rnoco6oB nx ymeHbuenus. Cos-
AdHUe, TIOAAEPKaHMe M YIpaB-
A€HMe CUCTEeMOM U HpPaKTUKOM
oLleHK! (YHKLMOHAABHOI Oe3-
OMACHOCTM CHUCTeM (Ha OCHO-
Be TOCT P M3K 61508 nau
SKBUBAAEHTHBIX  CTaHAAPTOB)
AASL AIOOOTO YPOBHSI OLI€HKM.
OrmpepeAeHre METOAOB OLIEHKH,
METOAOB Y MHCTPYMEHTOB AAS
OLIEHKM YPOBHeN LIeAOCTHOCTU
6e30I1aCHOCTY Ha OCHOBE COOT-
BETCTBYIOIVX CTAHAAPTOB.

ITpoBepeHne aHaamsa Oes-
OIMAaCHOCTM  C  MCIIOAb30Ba-
HUEeM HAZOPS
(TOCT P 51901.11-2005 (M3K

61882:2001).) MAM aHAAOTUYHBIX

METOAUK

METOAOB.

KO 3HaHMe OCHOB KyppPUKYAY-
ma CSec2017

K1 3HaHMe cOOTBeTCTBYOIMINX
CTAQHAAPTOB, AYYIIMX HPAaKTUK
M IOPUAUYECKMX TpeOOoBaHMIT
B obaacty uHPOPMALMOHHON
6e3omacHOCTU

K2 3naHue MeTOAOB paspabot-
xu ITO ¥ OLeHKM TEeXHOAOIUIT
NPOEKTUPOBAHMS, TECTUPOBA-
HUsl, BaAMpauuu u Bepuduka-
uuu [TO

K3 3HaH1e MeTOAOB aHaAM3a U
OLIEHKM PUCKOB U CIIOCOOOB uX
CHIVDKEHUST

K4 3HaHMe MeTOAOB OLEHKU
GYHKLMOHAABHOII ~ Oe30mMacHo-
ctu cuctem (Ha ocHose I'OCT
P M3K 61508 1AM 5KBUBAAEHT-
HBIX CTAHAQPTOB)

K5 3HaHMe MeTOAOB OLEHKU
YPOBHEII LIeAOCTHOCTU bGe3omac-
HOCTM Ha OCHOBE COOTBETCTBY-
IOIIMX CTAHAAPTOB

K6 3Harp MeTOABI aHaAM3a
0€e30MacHOCTM C  MCIIOAB30-
BaHUEM HAZOPS
(TOCT P 51901.11-2005 (M2K

61882:2001).) MAM MM aHAAOTUY-

METOAUK

HBIX

Cl YMmeHMe NPUMEHATb CTaH-
AAPTBI M METOAMKM OL€HKHU
METOAOB HPOEKTUPOBAHMUS, Te-
CTUPOBaHNsA, BAaAMAALIMM U Be-
pudnkanyn

C2 YMeHue BbIITOAHSTD OLIEHKY

PUCKOB
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C3 VYMmeHMe mNpuMeHSATb Me-
TOABI BBISIBAGHMSI U OLI€HKU
PUCKOB 1 CIOCOOBI UX YMEHb-
LIeHUA

C4 YmeHue MpUMEHSTb MeTO-
ABL OLIeHKM (GYHKLMOHAABHOM
OesomacHocTu cucreMm (Ha oc-
Hose [OCT P M3K 61508 nan
SKBMBAAEHTHBIX CTAHAAPTOB)

C5 YMeHue MpUMEHSITb MeTO-
ABI OLIEHKM YPOBHEN LJeAOCTHO-
¢ty 6e30MacHOCTM Ha OCHOBE
COOTBETCTBYIOLIMX CTAHAAPTOB

C6 VYMmeHMe TNpUMEHSATb Me-
TOABL aHaAM3a 0e30mMacHOCTU
C NCIOAB30BaHMEM METOAMK
HAZOPS (TOCT P 51901.11-
2005 (M3K 61882:2001).) uamn

VIM QHAAOTMYHBIX

7. UudpoBasi KpUMUHAAUCTU-
ka (Digital forensics) DGFS

Cb6op,

HIUe, aHAaAU3 U IpeACTaBAEHNE

oOpaboTka, coxpaHe-

CYA€OHBIX AOKa3aTeAbCTB Ha
OCHOBE COBOKYITHOCTU PE3YAb-
TaTOB, BKAKOYAasi KOMITBIOTEPHbIE
AOKa3aTeAbCTBA, B IIOAAEPK-
Ky Mep IO CHIDKEHMIO YSI3BU-
MOCTU 0e30macHOCTU U | UAU
paccaepOBaHUIT MO YTOAOBHBIM
A€AaM, MOLIEHHUYECTBY, KOH-
TppasBeAKe VAU NPABOOXPAHMU-
TEABHBIM OpraHaM. YCTaHABAMU-
BaeT MOAUTUKU, CTAHAAPTHI U
PYKOBOASIILVIE TIPUHLMIIBL AAS
TOro, Kak OpraHusauus IMpo-

BOAUT LudpoBbIe CyaeOHBIE

paccaepOBaHMA. PYKOBOAI/IT
1 ynpaBAsd€T CAOXXHBIMM pac-

CAEAOBAHUAMM CAOXHBIMI,

KO 3HaHMe 0CHOB KyppUKYAY-
ma CSec2017

K1 3HaHue 0CHOB KPMMMHAAU-
CTUKU, BKAIOYAST:

- mpunyun Locard, crioco6st
¢usuueckoit mepepauu npu-
3HAKOB, METOABI aCCOLIALIAU U
PEKOHCTPYKLIMM COOBITHI

- MeToABI LM(pPOBBIX AOKa3a-
TeAbCTB HapyIIeHMs LIeAOCTHO-
CTU Y IOAAVHHOCTH, OIIPEAeAe-
HIUS HOCUTEAEN AOKa3aTEAbCTB

- METOABI perucTpanuu u
coxpaHeHus 1MQPOBBIX AO-
Ka3aTeAbCTB

K3 Tumbl AQHHBIX: IEpBUYHbIE,
BTOPUYHBIE, IPOrPaMMHBIE,

KOH(UTYypaLMOHHBIE, XXYPHAABI

/ IPOTOKOABI
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pacCAeAOBaHUSMM, IpPUBAEKas
AOIMOAHUTEABHBIX crieuraAmn-
CTOB Ipy HeobXxopMMoOCTH. Pas-
pelraeT BBITYCK OQUIMAABHBIX
OTYETOB CYAeOHO-MEAMULIMHCKOI
aKcrepTu3bl. IIpOBOAUT paccae-
AOBaHUSI AASI IPABUABHOTO €00-
pa, aHaAM3a UM IHPEACTABAEHMUS
BCEll COBOKYITHOCTU pe3yAbTa-
TOB, BKAIOYasT LIPPOBbIE AOKa-
3aTEAbCTBA, KaK AEAOBOIT, TaK U
1opupmnyeckon ayauropun. Co-
61paeT BBIBOABI M PEKOMEHAQ-
LIV U TIPEACTABASIET PE3YABTATBI
CyAeOHOM 3KCIepTM3bl 3aMHTe-
pecoBaHHbIM cTOpoHaMm. Crio-
cobcTByeT pa3paboTKe MOAUTH-

KI, CTAaHAAQPTOB U PYKOBOACTB.

C1 YMmeHue mpuMeHSITb METO-
ADBI aHaAM3a U CPEACTBa OOHaApY-
JKEHUS IOBPEXAEHMs AAHHBIX,
HapyLIeHNs LIeAOCTHOCTHU / TTOA-
AVIHHOCTU

C2 YmeHue U3BA€KaTh CBUAE-
TEAbCTBA, aHAAM3MPOBATb (ail-
ABI )KyPHAAOB

C3 BaapeHue MeTOoAAMU
1nppoBON  KPUMUHAAUCTUKMI,
Bkalouast: TriageIR, TR3Secure,
Kludge, MeTOABl COPTMPOBKM
AVICKa

C4 BplmoAHeHMe 3TAloOB KpU-
MMHAAMCTUYECKOM 3KCIePTU3bl:
(a) uro mpousowao, (6) rae, (B)
KOTAQ, (I) KaK; IOTEHLIMAABHO (€)
aTpubyuus (kem), (f) xak mpe-
AOTBPaTUTD B OyAyLIeM

C5 YmeHue BBIIIOAHSTb 39KC-
neptusy (¢aitAoB, KOAUPOBKY,
AQHAAU3 3arOAOBKOB (aiflA0OB U
MeTaAaQHHBIX

C6 YMmeHUe BBIIIOAHSTb 9KC-
MepTU3y SAEKTPOHHON MOYTHI
(aHaAM3 3arOAOBKOB, METOAbI
SPF, DMARC, DKIM)

C7 YMeHue BbITOAHATD RAM-
9KCIepTH3y (BOAATUABHOCTD)

C8 YmeHIe BBIMIOAHSTH CeTe-
BYIO 9KCIIEPTH3Y, aHAAU3 TIOTOKA

C9 BaaapeHne wMeTopaMu U
nHcTpymeHTamu (Imaging Live
Imaging, Hanpumep, ftk imager)

C10 BaapeHme meTopamMu Te-
CTUpOBaHMsI Ha WIU(pOBaHUe,
Hanpumep DAA

C11 BaapeHue BCOMOTaTeAb-

HbIMIU UHCTPYMEHTAMMU:
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IDS (xocT / ceTb), HEU3MEHsIe-
MbI€ AOTU

C12 BaapeHne meTopaMy aHa-
AVI32 BpEAOHOCHBIX IPOrpaMM

C13 BaapeHre MeTOAQMM CTa-
TUYECKOTO aHAAM3a

C14 BaapeHue MeTOAAMU AM-
HaMMYeCKOT0 aHaAu3a

C15

Malware Sandbox / aBTOMaTH-

Baapenne  meropamMu
YeCcKUM aHaAU3
C16 BaapeHue MeTOoAaMM aH-

TU-aHAAM3aA

8. TecTupoBaHMe Ha MPOHUK-
HoBeHue (Penetration testing)
PENT

OueHka yA3BMMOCTel oOpra-
HU3ALUMUU TIOCPEACTBOM paspa-
OOTKM U BBINOAHEHUSI TECTOB
Ha TIPOHUKHOBEHUE, KOTOpPbIE

AEMOHCTPUPYIOT, KaK  3A0y-
MBIIMIAGHHUK MOXXET AMOO TI0-
AOpBaThb LeAu 0e30MacHOCTU
opraHmsaumm, AmMb6O AOCTUYD
KOHKPETHBIX L[€Ae IPOTUBO-
croaHus. VlcnbiTaHue Ha IIpo-
HUKHOBEHME

MOXeT TIpeA-

CTaBAATb  CODOIl  OTAEABHOE
MEepOIPYSITIE UAU ACIEKT MPU-
€MOYHBIX MCIBITAHUII AO TIIO-
Ay4YeHUs paspelleHMs Ha JKC-
nAyarauuio. BoisiBAeHMe 6Goaee
rAybOKOro MOHMMAaHUsI OU3Hec-

PVICKOB Pa3ANIHBIXYS3BUMOCTEIL.

KO 3HaHMe OCHOB KYppPUKYAY-
ma CSec2017

K1 3naHue criexTpa opraHusa-
LIMOHHBIX IMOAUTHMK, IIPOLIECCOB
M 3aLIUT

K2 O6beKTHBHOE MOHMMaHME
HaAM4Us ys3BUMOCTeN, addek-
TUBHOCTY 3ALIMUTHBIX MEP U Mep
[0 CMSTYEHMIO TIOCAEACTBUI
- KaK CYLeCTBYIOLINX, TaK U
MAQHVMPYEMBIX K BHEADEHMIO B
OyAyLeM

K3 3naHue 06 yrposax kubep-
OesomacHoCTU

K4 3naHusa TpeboBaHMIl K Cpe-

A€, AHHBIM, pecypcaM U MWH-
CTPYMEHTaM
Cl VYMmeHme WUCIIOAB30BAThb

KOMITAEKCHBIN ITOAXOA K ITOYICKY
YA3BUMOCTE

C2 YMmeHMe ONpeAeAnThb CTpa-
TEruio TeCTUPOBAHUA

C3 VYmeHme ympaBAATb IpoO-
1L[ecCaM! TeCTUPOBAHUSA

C3 YmeHMe ynpaBASTh
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MpoLieccCaMy TECTUPOBAHMsL
C4  Ymenue

KOpIIOpaTMUBHbIE CTAHAAPTHI Te-

paspabaTsiBaTh

CTUPOBaHUA 0€30IIaCHOCTU

C5 YmeHure co3paBaTh TECTHI,
VICIIOAB3YS YTAYOACHHBIN TEXHMU-
YeCKMIl aHAAU3 PUCKOB U TUINY-
HBIX yA3BUMOCTEN

C6 YMeHue NpoOu3BOAUTDH Te-
CTOBBIE CLIEeHapUM, MaTePUAABI 1
TeCTOBbIE TTaKeThl AASI TECTUPO-
BaHUA HOBOTO U CYILECTBYIOIIle-
rO NMPOrpaMMHOrO OOecreyeHst
UAU CAYXO

C7 YMmeHMe UHTepIpPETUPO-
BaTbh, BBIMOAHATb U AOKYMEH-
TUPOBAaTh CAOXKHbIE TEeCTOBBIE
CLeHapuM C HCIIOAb30BaHMEM
COTAQCOBAaHHBIX  METOAOB I

CTAaHAAPTOB

9. YipaBaenue nHdopmaru-
eit (Information governance)
IRMG

Ob6iee

KakK BCe€ BUMADBI I/[HCl)OpMaLU/II/I,

yHnpaBA€HME TeM,

CTPYKTYPMPOBAaHHOM U  He-
CTPYKTYPUMPOBAHHOI, He3aBU-
CIMO OT TOIO, TPOU3BOAUTCA

AV OHa BHYTPU VAU CHapYXU,
UCIIOAB3YIOTCSL AASL TIOAAEPIK-
KU TPUHATUS pelIeHuil, Ous-
HeC-TIPOLIECCOB U LM(POBBIX
ycayr. BkaloyaeT pa3paboTKy u
MPOABIDKEHNME CTPATETUM U TO-
AUTHKI. BKAOYaer paspaborky
U TIPOABIDKEHNE CTpaTerum U
HOAUTMKM a TaKXe paspabor-
Ky IOAUTHKH, IIPOLIEAYD, Me-
TOAOB paboOTbl M IIOATOTOBKU
KaAPOB AASL COAENCTBUSL CO-

6AIOA€HMIO 3aKOHOAAQTEABbCTBAQ,

KO 3HaHne MexaHM3MOB KOH-
TPOASI 32 BHYTPEHHVM A€Aer-
pOBaHMeM IIOAHOMOYMI, ayAU-
TOM U KOHTPOAEM, CBSI3aHHBIMU
C ynpaBaeHyeM nHbopmarLueit
1 AOKYMeHTaLuen

K1 3HaHue HOpMAaTUBHBIX
AKTOB, CTAHAQPTOB 1 KOAEKCOB
HaAAesKallell MPaKTUKY, Kacako-
1mxcst uHGpOpMaLmMn 1 AOKY-
MEHTALMI, AEAOIIPOV3BOACTBA,
obecnieyernst MHGOPMALMOH-
HOIT 0€30IaCHOCTY 1 3aLUThI
AQHHBIX

C1 YMmeHue oLleHUBATh U
YTIPaBASITb PUCKaMMU, CBSI3aHHBI-
MU C UCIIOAB30BaHMeM UHDOP-

Malumn
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PEryAupYIOIEro  BCe  acIek-

ThI XpaHeHus, MCITIOAB3OBa-

HUA W PpacKpbITUA  AAaHHBIX.

C2 YMmeHue co3paBaTh U BECTU
VMHBeHTapu3aLuio nHpopma-
LIMOHHBIX aKTUBOB, Ha KOTOPbIE
PaCIpOCTPaHAETCS ACVICTBIE
3aKOHOAQTEABCTBA

C3 YmeHMe BOCITPMHMMATD U
aQHaAM3MPOBATh MHPOPMALIMIO
BHYTPEHHMX Y BHEIIHUX CUCTEM
Y ICTOYHUKOB

C4 Ymenue paspabarpiBaTh
cTpaTerny COOAIAEHNS BHY-
TPEHHMX Y BHEIIHMX HOpMa-
TUBHBIX aKTOB, OTHOCAIMXCH K

MCII0AB30BaHMIO MH(OpMaLmu

10. YripaBAeHMe HelIpepbIBHO-
crpio (Continuity management)
COPL

ObecrieyeHre HEMPEpPbIBHOCTU
O00CAY>KMBaHUA ITAQHMPOBaHUE
U TIOAAEP’KKA, KaK 4acTb VAU B
TECHOM COTPYAHMYECTBe C QYHK-
Luel, KoTopas IAQHMPYeT He-
MPEPBIBHOCTD OU3HECA AAsI BCEM
opranmsaunn. VipeHTuduxaums
MHPOPMALIOHHBIX CUCTEM,
MOAAEP>KMBAIOIVIX  KpUTHUYe-
CKI B@)KHbIE OM3HEC-TIPOLIECCHL.
OlleHKa pUCKOB AAS AOCTYII-
HOCTM, LIEAOCTHOCTU U KOHU-
AEHLMAABHOCTU KPUTUYECKU
BOXHBIX cucreM. Koopaunaums
MPOLIEAYP TMAQHMPOBAHUS, TPO-
eKTUPOBAHMs,  TEeCTUPOBAHMS
M TEXHUYECKOTO OOCAYXMBa-
HUS, a TaKXKe MAQHOB AENCTBUN
B UpEe3BBIYAMHBIX  CUTyalu-
SIX AASL YCTPaHEHMSI PUCKOB U
MOAAEP’KaHUSA  COTAACOBAHHBIX

YPOBHeN HeTIPepPBIBHOCTIL.

KO 3nanue nHdpopMaLoHHO-
KOMMYHMKALIVIOHHBIX CHCTEM,
MTOAAEPKMBAIOIVIX BaXKHEIIIVe
MIPOLIECCHI

K1 3HaHue pucKoB, CBsI3aHHBIX
¢ GYHKLMOHMPOBAHMEM CUCTEM

K2 3HaHue cTpaTernit TecTu-
POBaH [TAQHOB 1 TIPOLIEAYD
obecrieyeHst HEIPePHIBHOCT
AASL yueTa IIOABEP)KEHHOCTU
PpUCKY

C1 YMmeHMe OLleHUBATb PUCKU
AOCTYITHOCTM, LIEAOCTHOCTY U
KOH(}MAEHLIAABHOCTY CHCTEM,
TTOAAEPKMBAIOIVX KPUTUIECKI
Ba)KHbI€E ITPOL[ECCHI

C2 YMeHMe AQHUPOBATb,
NIPOEKTMPOBATb Y TECTUPOBATD
IIPOLIEAYPBI TEXHUYECKOTO 00-
CAY>KUBAHMS

C3 YMeHMe TAQHUPOBATD,
MTPOEKTMPOBATh ¥ TECTUPOBATD

TIAQHBI ACVICTBUI B Ype3BbIYall-

HBIX CUTYalMAX

93



Cyxomaun B.A., Beaskosa O.C., Kaumuna A.C., [lorsuckas M.C., Pycanos A.A.

B TabAnie 7.2 mMpUBOAMTCS KpaTKoOe OMMCAHUE AESITEABHOCTM, COOTBETCTBY-

IOIJ.{eI?I HaBbIKaM TI'DYIIIIbI B, a TaKXXe€ COOTBETCTBYIOIINX Tpe6OBaHI/Iﬁ K 3HaHUAM U

YMEeHUSIM, HEOOXOAMMBIM AASI pelleHNs 3aAa4, CBSI3aHHBIX C o0ecrieueHeM MHPOP-

MAaLMIOHHOM 0€e30IIaCHOCTMU.

Tabauwa 7.2

CocTaB HaBBIKOB TPYIIbI B, omucaHue COOTBETCTBYIOLIETO COAEP)KAHMS A€si-

TEAbHOCTU, a TAKXKe Tpe6OBaHI/IIV/[ K 3HaHMSM N YMEHUAM AASL pelIeHNsI 3apaY, CBS-

3aHHBIX C 0becreveHreM MHGOPMALIMOHHOI 6E30MTaCHOCTU

HasBbIiku

AKTUBHOCTHU

3HaHUsA U KOMIIETeHI U B

obaactu V1B

1. KopmnopaTuHblit
menepxmeHT  (Enterprise

governance) GOVN

NT-
IT

CospaHMe M HAaA30p 3a IIOA-
XOAOM OpraHu3alMy K MCHOAb-
30BaHMIO  MH(OPMALMOHHBIX
cucTeM U LUPPOBBIX YCAYT U
CBSI3aHHBIX C HUMM T€XHOAOTUI
B COOTBETCTBUM C IOTPEOHO-
CTAMU OCHOBHBIX 3alHTepeco-

BaHHbIX CTOPOH OpraHmsanunmn

u  obmuMu  TpebOBaHMAMU
KOPITOPAaTMBHOTO  YIIPaBAEHUsI
opranusaumy.  OmnpeaeseHne

U OTBETCTBEHHOCTH 3a OLIEHKY
TEKYIMX U OYAYLIMX TOTPEOHO-
cTell; pPyKOBOACTBO NAQHUPOBa-
HUEeM KaK MpeAAOXKeHMe, TaK U
CIpoCa Ha 3TU YCAYTY; Ka4ecTBo,
XapaKTepPUCTUKM U  YPOBEHb
WT-ycayr; 1 AASL MOHUTOPMHIA
COOTBETCTBUSI 00s513aTeAbCTBAM
(BKAIOYAsi HOpMATMBHbIE, 3aKO-
HOAQTeAbHble, KOHTPOAbHbIE U
ADYTHe CTaHAAPTBI) AASL 0Oecrie-
YeHMsI TOAOXKUTEABHOTO BKAAAR
WT B neau u 3apaum opraHusa-
LN
PykoBOACTBO co3paHuEM U
obcayxuBaHueM QyHKLMHM, 00e-
CIleYMBaollell COTAACOBaHHBIN

VI VHTEIDUMPOBAHHBIN IOAXOA

K1 3nHanme craHpapTOB/mpa-
BUA, HEOOXOAMMBIX AASI CODAIO-

ACHUA 0053aTeAbCTB opraHusa-

197078
K2 3naHue cucrembl IIOAU-
TUK, CTaHAApPTOB, IPOLECCOB

M MPaKTUK, HEOOXOAUMBIX AAS
PYKOBOACTBA IIPEAOCTaBAEHIIEM
KopnoparuBHbeix VI T-ycayr

C1 VYmenme ycTaHaBAMBATL U
MMOAAEP>KMBATh MOAUTUKY CO-
OAOAEHMST 00513aTEeABCTB Opra-
HU3aLun

C2 YmMeHue obecreunBaTh Ha-
AVYVe HAaAA€XKAIIVMX OTHOLIEHUI
MEeXAY OpraHusalueil X BHeI-
HUMU CTOPOHAMM, MPOSIBASIIO-
VMU VHTEpeC K YIPaBAEHUIO
opraHusanuen

C3 Ymenue paborarb co cTap-
IIMMU PYKOBOAUTEASIMHU, YTOOBI
obecreynBaTh IOHMMAHUE I10-
TpeOHOCTEN OCHOBHBIX 3aMHTe-

PECOBaHHBIX CTOPOH
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K ynpaBaermio MWT B co-

OTBETCTBUU C Tpe6OBa-
HUAMU KOpPIIOPpaTUBHOI'O
YHOpaBA€HUA OpraHnusanuun.

Ha camom BBICOKOM YypOBHe B
AESATEAbHOCTU IIO YHPaBAEHUIO
opraHusanyein obecreunBa-
€T OCHOBHble 3allHTEpPeCcOBaH-
Hble CTOPOHBI I'apaHTHeN TOro,
410 VIT-CAYXXOBI BBINOAHSIOT
00s13aTeAbBCTBA  OpraHM3aLUN
(BkAIOUAsT ~ 3aKOHOAATEABCTBO,
HOpPMAaTUBHbIE, AOTOBOPHbIE U
COTAACOBaHHbIE CTAHAAPTHI / TI0-
AUTUKNA).

OrtBeyaer 3a TO, YTO paMKu
MOAUTUKY, CTAHAAPTOB, ITPOLeC-
COB 1 TPaKTUK O0eCIeuyBaioT
PYKOBOACTBO IIPEAOCTaBACHMEM
HEOOXOAVMBIX KOPHOPaTUBHBIX
WT-ycayr, u 4ro peaamsyer-
€ HAAAEXKAIMIT MOHMTOPMHI
CTPYKTyphl ympaBAeHus. Ocy-
I[eCTBASIET PYKOBOACTBO, 0be-
CreuyBamliee  IPO3PAYHOCTD
HNPMHATUS  pelleHuit, paboTas
C DPYKOBOAMTEASMM BBICLIErO
3BeHa, 4TOOBI ObecrneynTh IO-
HJMMaHue NMOoTpe6GHOCTell OCHOB-
HBIX 3aHTEPECOBAHHBIX CTO-
POH, LIeHHOCTHOE ITPEAAOKEHME,
npeAAaraeMoe KOpPIOpaTVBHbI-

mu UT.

2.  WT-meHep>XMeHT

management) ITMG

(IT

VYripaBaeHue nT-
MHPACTPYKTypoil 1

HEeoOXOAVMbBIMU

pecyp-
camuy, AAST
[AQHMPOBaHUs,  paspaboTKy,

MPEAOCTABAEHUST U TIOAAEPKKI

KO 3naHue ctparermit Mo-
HUTOPMHTA U YIpPaBAEHUSA
MTPOM3BOAUTEABHOCTBIO Tex-
HOAOTMYECKNX PeCypCoB, CBsI-

3aHHBIX C

MH(OPMALIMOHHO
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WT-ycayr u TIPOAYKTOB AAS
YAOBAETBOPEHUS nmorpebHo-
creir OusHeca. IToproroBka K
HOBBIM MAUN W3MEHEHHbIM yC-
AyTaM, yIpaBA€HUe IIPOLIeCCOM
M3MEHEHUIl U TIOAAEep>KaHMe
HOPMAaTVBHBIX, IPaBOBBIX U
npodecCUOHAABHBIX — CTAHAAP-
TOB. YIpaBA€HME IPOM3BOAU-
TEABHOCTBIO CHUCTEM U YCAYT
C TOYKM 3peHMsI MX BKA3AQ B
addexTuBHOCTD OMBHEca, UX
(MHAHCOBBIX 3aTpaT U YCTOMUNU-
BOCTU. YIIpaBA€HUe MTOKYITHBIMU
ycayramu. PaspaboTka IMAaHOB
HEMNPEePHIBHOTO COBEPLIEHCTBO-
BaHUS YCAYT AAsL o0OecrieyeHust
apeKBaTHON mopaepxku  UT-
MHQPACTPYKTYpPbI

cTamu 6usHeca.

noTpebHO-

0€e30I1aCHOCTBIO

C1 YmeHume pacmpepessiTb pe-
CYPCBI AASI TIAQHMPOBAHUSI, pas-
paboTKM, TPEAOCTaBA€HUS U
MIOAAEPXKKM BCex MHOopMaLy-
OHHBIX CUCTEM U HPOAYKTOB

C2 VYMmeHme ympaBAATb IpO-

eKTMPOBaHUEM, 3aKYIIKOI1,
YCTAQHOBKOV, MOAEpPHM3aLeN,
9KCIIAyaTalLell,  KOHTPOAEM,

TEXHUYECKUM OOCAY)XMBaHUEM
(BkAIOUasi xpaHeHue, MoAudu-
KaLUio 1 IepeAady AQHHBIX, IO-
AOCa, TEKCTa, ayAMo U m306pa-
SKEHUIA)

C3 YmeHue sdpdexTuBHO HUC-
[I0AB30BaTh KOMITOHeHThl VT-
MHPPACTPYKTYPBl U KOHTPOAU-

poBath ux pabory

3.  ApxutexkTypa TpeAnpu-
sttust 1 6usHeca (Enterprise and

business architecture) STPL

CospaHue, wurtepauus u 00-
CAYKUBaHUe CTPYKTYp, TaKuX
KaK KOpIIOpaTuBHble 1 Ou3HeC-
ApXMTEKTYPBI,  BOIMAOLIAOLIVE
KAIOYEBBIE IIPUHIIMIBL, METOADBI
U MOAEAM, KOTOPbIE ONUCBIBAIOT
OyAylllee COCTOsIHME OpraHu3a-
UM U 00eCrevynBaT ee pas-
BUTME. DTO OOBIYHO BKAIOYAET
B cebst MHTepIpeTaLuio 613Hec-
LleAell U ApaiiBepoB; IE€PeBOA
Ou3HecC-CTpaTermy M LeAell B
«OIEPALIMIOHHYIO MOAEAD»; CTpa-
Teruyeckasi OLIEHKa TEKYIIMX
BO3MOXXHOCTEII; BBIIBAEHUE He-
00XOAMMBIX MBMEHEHMII B BO3-

MOJXKHOCTAX; U OIIMCaHMEe B3au-

MOOTHOILIEHUIT MEXAY AIOAbBMU,

K1 3HaHMe pBIHOUHBIX M KO-
AOTUYECKUX TEHAEHLMIA, Ous-
HeC-CTpaTeruil 1 LjeAell, a TaKkxKe
MPEeVIMYIIeCTB AABTEPHATUBHBIX
cTpareruin

C1 YMmeHnre co3paBarb CTpare-
MM CUCTEMHOIO ITOTEHL[MAAQ,
OTBevamwllye CTpaTernuecKuM
TpeboBaHusAM Ou3Heca

C2  VYmenue

MOAEAN U TIAQHBI YHPABACHUA

paspabarbiBaTh

peasmMsauyert CTpaTreruu, uc-
[TOAB3YSI BO3MOKHOCTM IIOBBI-
weHust addexTuBHOCTN OU3HE-
ca

C3  Ymenue

O13HeC-KelChl

paspabarsiBaTh
AASL  VHULIMATUB

BBICOKOTI'O YPOBH, YTBEPXXAEHVIA,
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opraHusauuen, CAy>X00i, Ipo-
11eCCOM, AQHHBbIMU, MHbOpMaALIHU-
ell, TeXHOAOTMSAMU M BHeEIIHe
cpepoit. Tlporecc paspaboTku
ApPXUTEKTYPbl ~ IOAAEP)KUBAET
dbopmupoBaHMe OrpaHUYEHU],
CTAaHAAQPTOB UM  PYKOBOASIIIX
MPUHIIUIIOB, HEOOXOAUMBIX AASL
omnpepeAeHus, obecrievyeHus u
yIpaBAeHus TpeOyeMoil 9BOAIO-
uueit; aTo obAervaeT usMeHe-
HUe CTPYKTYPBl OpraHM3alVM,
013HeC-TIPOLIECCOB, CUCTEM U
MHQPACTPYKTYPbI AASI AOCTIDKE-
HUSL MPEACKA3yeMOTrO IMepexoAa
K TIpEANTOAATaeMOMY COCTOSI-

HUIO.

¢dbuHaHCMpOBaHUS U OIpeaeAe-
HUS IPUOPUTETOB

C4 YMmeHMe KOHTPOAMPOBATH
COOTBETCTBUE MEXAYy OmsHec-
CTpaTerusiMy, AEVCTBUAMU IIO
TpaHCPOpPMaLVM TPEANPUATHI
U TeXHOAOTMYECKVMM HaIpaB-
AEHMSIMY, YCTAHOBAEHMEM CTpa-
Terui, NOAUTUK, CTAaHAAPTOB U

MPaKTUK

4. YnpasaeHue
Hec-puckamu  (Business

management) BURM

ous-

risk

[TAaHMpOBaHUe U BHeEApDEeHUe
0011e0praHM3aLMOHHbIX  [IPO-
LIeCCOB U MPOLIEAYP AAS YIIpaB-
A€HMsI PUICKOM AAsI yCIleXa MAU
LIEAOCTHOCTU OM3Heca, 0COOeH-
HO TeX, KOTOpbI€ CBSI3aHBI C UC-
MOAb30BaHeM MHPOPMALMOH-
HBIX TEXHOAOTUI1, COKpAllleHnEeM
VAW OTCYTCTBMEM SHepProcHad-
JKEHMsI A HEHAAAEKALIel YTHI-
Av3alyerl MaTepuaAoB, 00opy-

AOBAHUA UAU AAHHBIE.

KO 3naHue mnoTeHUMaABHBIX
PUCKOBBIX COOBITMII B paMKax
nHPOPMaALMOHHOI 0e30MacHo-
ctn

K1 3naHMe KOHTpMep U IAa-
HOB A€MCTBUII B YPe3BbIYaIHBIX
CUTYaLVISIX

K3 3HaHMe MeTOAOB BbIsIBAE-
HUS, OLIEHKM U YIIPaBA€HUS pU-
cKaMu

K4 3nanme cTpareruii ycrpa-
HEHUSI pUCKOB

CO0 YmeHMe BBISIBUTD MTOTEHL-
AABHbBIE PUCKOBbIE COOBITHS

C1 YmeHue paBaThb OLIEHKY Be-
POATHOCTU BO3HMKHOBEHUS PU-
CKOBBIX CUTYaLMit

C2 YMeHMe AOKYMEHTMPOBATh
M OLeHMBATb BAMsSHME Ha Ou3-

HEC BO3HMKHOBEHN:A PUCKOBbBIX

CUTyauun
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C3 VYMmeHue mnAaHMpOBaTb U
YIPaBASITb BHEAPEHNeM oOlie-
OPraHM3aLMOHHBIX IIPOLIECCOB U
IPOLieAYP, MIHCTPYMEHTOB U Me-
TOAOB AASI BBISIBACHUsS, OLieHKU

U yTIpaBAEHUs] pPUCKaMU

5.  ApxutexTypa
(Solution architecture) ARCH

pelueHuni

[TpoexTupoBaHme ¥ KOMMY-
HUKALUSL CTPYKTYP BBICOKOTO
YPOBHA AAsl 0OecriedeHys U py-
KOBOACTBA INPOEKTUPOBAHMEM
U pa3pabOTKOI MHTErpUpOBaH-
HBIX peLIeHWiT, OTBEYaKI[UX
TEKYIUM U OYAyLIMM IMOTpeO-
HOCTAM bOusHeca. B poonoaHeHne
K TEXHOAOTMYECKMM KOMIIO-
HEHTaM apXUTEKTypa peLIeHNs
BKAIOYAeT B ceOs U3MeHeHUs B
cepBuCax, IPOLECCcaX, OPraHu-
3aLUU U OTEPALMOHHBIX MOAE-
asix. TlpepocTaBAeHMe wmcCUep-
IBIBAIOLIETO PYKOBOACTBA IIO
paspaborke u MopAudUKaLUU
KOMITIOHEHTOB ~ pEIUeHUs  AASL
obecrieyeHnst TOro, 4ToObI OHU
YYUTBIBAAM COOTBETCTBYIOLIIE
APXUTEKTYPBI, CTPATeruu, Io-
AUTHKHU, CTAHAQPTBI U MPAKTU-
Ku (BKAIOYass 0e30MacHOCTb) U
YTOOBI CYIECTBYIOLIME U TAAHN-
pyemble KOMIIOHEHTbI peLIeHNsI

OCTaBaAMCb COBMECTUMBIMMA.

KO 3HaHye TexHMYECKUX CTpa-

Teruil, TOAUTUK, CTAHAAPTOB
(KOpIOpaTUBHBIX, OTPACAEBbIX,
HALIOHAABHBIX U MEXAYHaPOA-
HBIX) U MpPaKTUK (BKAIOYas 6e3-
OIaCHOCTD)

C1 YMeHMe OAAEPKUBATD U3-
MEHEHUs TPOEeKTa IyTEM IIOA-
TOTOBKM TEXHUYECKUX MAAHOB U
HpMMeHeHI/IH HpV[HIH/[HOB HpO—

€KTUPOBAHNAA

6. VYmpasaeHue

(Data management) DATM

AAQHHbIMMU

ViipaBAeHMe TpaKTUKaMu U
nporeccamn  AAsT  obecriedeHust
0€e30MacHOCTY, KayecTBa, lie-
AOCTHOCTH, 0€30IaCHOCTI 1 AO-
CTYIHOCTM BCeX (OPM AQHHBIX
U CTPYKTYP AQHHBIX, COCTaBASIO-

VX MHQOPMALMIO OpraHM3aLIL.

K1 3nanue crnocoboB mpeo6-
pasoBaHusl AQHHBIX/MHbOpMa-
LUK U3 OAHOTO dopmaTa MAU
HOCUTEASI B APYTOI

K2 3nanume croco6oB sdpdek-
TUBHOTO XpaHeHUsi, oOMeHa U

Hy6AI/[I(aIU/[I/[ AQHHBIX BHYTpU
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ViipaBAeHUe AQHHBIMU U MH-
dbopmanuen Bo Bcex ee Gpopmax
M aHaAnM3 MHGOPMALMOHHOM
CTPYKTYpBI (BKAIOYasi AOTmye-
CKUI1 aHaAM3 TAaKCOHOMMUIL, AQH-
HBIX I METAAQHHBIX). Pasgpabor-
Ka VHHOBALMOHHBIX CIIOCOOOB
yIpaBAeHUs] MHQPOPMAaLVIOHHBI-

MM aKTBaMM OpPTraHU3alun.

opraHMsaLun
C1l YmeHMe OLIEHUTHb LI€AOCT-

HOCTb AAQHHBIX M3 HECKOABKUX

MCTOYHUKOB
C2 VYmenue

KOHKpeTHble AaHHblE W3 MWH-

MCIIOAB30OBATh

dopMaLMOHHBIX CAYXO, 4TOOBI
YAOBAETBOPUTDb OIPEAEAEHHbIE
MHPOPMAaLIOHHbIE  MTOTPeOHO-
T

C3 YmeHue co3paBaTb CTPYK-
TYpBl YIPaBAEHUSI AQHHBIMU U
MeTaAaHHble AASL OOecreyeHust
COTAQCOBAaHHOCTM IOMCKA, KOM-
OMHUpOBaHMS, aHaAM3a, pac-
MOo3HaBaHMsI 00pasoB 1 MHTep-
nperaiyy uHGOpMaLUK BO BCeit
opraHmsauun

C4 YmeHue paspaboTarb opra-
HU3ALVOHHYI0 MOAUTUKY, CTaH-
AAPTBL U DPYKOBOASLIVE IIPUH-
LMIIbl  YIIPABAEHUSI AQHHBIMMU,
COOTBETCTBYIOLIIE STUIECKUM

IIPVHUMIIAM

7. YmpaBaeHue IPOEKTaMMU

(Project management) PRMG

YrpaBaeHue [IPOEKTaMH,
00BIYHO (HO He MCKAKYUTEAD-
HO), BKAIOYAOLIMMU pa3pabort-
Ky U BHeApeHMe OusHec-Tpo-
LJeCCOB  AASL  YAOBAETBODEHMUsI
BBISIBAEHHBIX ~ OM3HeC-11oTpe6-
HOCTeil, nprobpereHne u uC-
[OAB30BaHIE€ HEOOXOAUMBIX pe-
CYpPCOB U HAaBBIKOB B paMKax
COTAQCOBAHHBIX  I[TAPAMETPOB
CTOMMOCTH, CPOKOB 1 KayecTBa.
ITpuHsTYE 1 AAQIITALIVISI METOAO-
AOTUIT YIPABAEHVS TIPOEKTAMU

Ha OCHOBE KOHTEKCTA IIPOEKTa 1

KO 3nanue

IIPOLIECCOB KOHTPOAA IIPOEKTA,

s peKTUBHBIX

KOHTPOASI U3MEHEHUI1, yIIpaBAe-
HUS PUCKaMU U TeCTUPOBAHMS
C1 YmeHMe ympaBASTb pUCKa-
MU U obecreuuBaTh pelIeHME
IpoOAEM B COOTBETCTBUMU C ITPO-
LieccaMyl KOHTPOASI I3MeHeHMIt
C2 VYmeHne peaansoBaTb s¢-
(deKTMBHbBIE NPOLIECChl KOHTPO-
ASl TIPOEKTa, KOHTPOAS M3Me-
HEHWI1, yIPaBAeHWs PUCKaMU U

TECTUPOBAHUA
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COOTBETCTBYIOIEro BbIOOpa 13
nporHosupyomux  (ynpaBasi-
€MBIX IIAQHOM) IIOAXOAOB AU
AAANTVBHBIX (MTEpPaTUBHBIX /

IMOKIX) TIOAXOAOB.

8. OrmpepereHnne u yIpas-
AeHune TpebOoBaHUsIMU
(Requirements definition and

management) REQM

BrisiBA€HMe, aHaAM3, CIIell-
nduKaLys 1 npoBepka TpeboBa-
HUI U OTPAHUYEHUN AO YPOBHS,
nospoasiomero  3GpdeKTUBHO
paspabarelBaTb 1 3KCIAyaTHU-
pOBaTb HOBOE MAM M3MEHEHHOe
nporpaMMHoe  obecreueHue,
CHUICTEMbI, MPOLIECChl, TPOAYKTBI
U ycAyru. YmpaBaeHue Tpebo-
BaHMSMY Ha IPOTSDKEHUM BCEro
)KM3HEHHOTO LIVIKAQ ITOCTaBKU U
9KCIIAyaTallMM  MPOTPAMMHOIO

obecrieveHnst, CUCTEMBI, IIPO-
LJeCCOB, MPOAYKTOB VAU YCAVT.
ITeperoBopbl 0 KOMIIPOMUCCAX,
MPUEMAEMBIX KaK AASL KAKOYE-
BbIX 3aMHTEPECOBAHHBIX CTOPOH,
TaK M B paMKax OIAXETHBIX,
TeXHUYECKUX, HOPMATUBHBIX
M Apyrux orpaHudeHuit. Ilpum-
HSATHE U aAaNTalMsl MOAEAei
JKM3HEHHOT'O LIIKAQ yIIPaBAEHUS
TPeOOBAHUSAMYU Ha OCHOBE KOH-
TEKCTa paboTbl ¥ COOTBETCTBY-
[ollero BbIOOpa U3 IAQHOBBIX /
MIPOrHO3HBIX ITOAXOAOB 1AM 0O-
Aee apANTUBHBIX (MTEPaTUBHBIX

U TUOKMX) IIOAXOAOB.

K1

(yrpaBAsieMBbIX IAQHOM) IOAXO-

3HaHMe  [POTrHO3HBIX
AOB U QAQNTUBHBIX (MTepaTuB-
HBIX/TUOKUX) TTOAXOAOB

C1 YMeHne onpeAeAUTDb U Mac-
mTabbl, TPeOOBAHMSI U IPUOPU-
TETBl AASI UIHMLMATUB CPEAHETro
pasmepa 1 CAOXKHOCTU

C2 YmeHne BbIOMpATD, IPUHU-
MaTb U AAANTHUPOBAThH OIpeAe-
AeHUST TPeOOBAHUII U yIpaBAe-
HUSI, MHCTPYMEHTBI U METOADI,
COOTBETCTBYIOLIMM  0Opasom
BbIOMpaeMble U3 TMPOrHO3HBIX
(yIpaBAsieMBIX IAQHOM) IIOA-
XOAOB MAM aAQNITUBHBIX (1TEpa-
TUBHBIX/TUOKIX) TIOAXOAOB

C3 VYmeHue paspaborarb Op-
raHU3ALMOHHYIO MTOAUTHKY,
CTAaHAQPTBI U PYKOBOASILIME
NPUHLMITBL  AASL  OTIPEAEAEHUS

TpeOOBaHUIL U YIIPABAEHUS UMK

9. PasButne opraHusa-
LIMIOHHBIX BO3MOYXHOCTEN
(Organisational capability

development) OCDV

ObecrneyeHre AUAEPCTBA, KOH-
CYABTALIMI U TIOAAEPIKKY peaAu-
3aLUM AASL OL@HKM OpTaHM3aLu-
OHHBIX BO3MOKHOCTeI1, a TaKOKe

AAST OTIDEACACHVIS, OTIIPEACACHUA

KO 3HaHue Me>XAYHapOAHBIX,
HAlIOHAABHBIX U OTpPaCAEBbIX
TeHAeHLUIT B cepe mHbOpMa-

LIMOHHOI 6e30MaCHOCTI
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NPMOPUTETOB M  peaAu3alun
yAy4iieHuit. Bpibop, mpuHsTHE
M UMHTerpaums COOTBETCTBY-
IOLIMX OTPACAEBBIX CTPYKTYp
U MOAEAeNl AASL PYKOBOACTBA
yaydmenusamu.  Cucremarnye-
CKO€ JCIIOAb30BaHME OLIEHOK
3PEAOCTM BO3MOXXHOCTEM, Me-
TPUK, OIPEACAE€HUS] TIpOLieC-
COB, YIpaBA€HMsS IIPOLIECCAMMU,
MOBTOPSEMOCTY M BHEADEHMS
COOTBETCTBYIOIMX  METOAOB,
MHCTPYMEHTOB U YAYYILEHHBIX
HaBbIKOB. ITocTaBKa MHTErpupo-
BAQHHOTO DeLIEHMS AASL AIOAEN,
MPOLIECCOB U TEXHOAOTUI AAS
noBbleHnst 3G HEKTUBHOCTU
paboThl opraHusaLMM B COOT-
BETCTBUM CO CTPATErMueCKUMU
[AQHAMU U LIEASIMM OpraHusa-
. Cdepa yAyuIIeHMiT HOCUT
OpraHM3alMOHHBIN  XapakKTep,
HO TaKKe MOXeT ObITb CHOKy-
CUpOBaHa Ha HEOOXOAMMOCTH,
paspaborke

HanpyuMep, npu

MPOrpaMMHOTO  ofecreyeHus,
pa3paboTKe CUCTEM, IIPEAOCTAB-
AEHMM IIPOEKTOB VAM YAydlle-

HUN 06CAy)KI/IBaHI/lH.

C1 YmeHUte OLI€eHUTh BO3MOXK-
HOCTM OpraHM3alMM B paMKax
nHpOpPMaLMOHHOIT 0e30MacHo-

CTHn

10. PaspaboTxa u peaAusaLyst

OpraHusauumn: (Organisation
design and implementation)
ORDI

ITaanupoBaHue, paspaboTka u

BHEADEHMEe VHTEerpUpOBaHHON

CTPYKTYPBI

M KyABTYDbI, BKAIOYAsI CPEAY Ha

OpI'aHI/ISﬁLU/IOHHOI;[

paboueM MecTe, MeCTa, poOAe-
Bble MPOGUAY, MTOKa3aTeAn 3¢-
(beKTUBHOCTY, KOMIIETEHIMU U
HaBbplKu. CopeliCTBME M3MEHe-

HUSAM, HEOOXOAVMMBIM AAS AAQTI-

K1 3naHue MeTOAOB, METOAO-
AOTMI M MHCTPYMEHTOB IPOeK-
TUPOBaHMSI OPTaHMU3ALUN AAS
M3MEHEHVA U COBEpPIIEeHCTBOBA-
HUS OPTaHM3ALVIOHHBIX CTPYK-
TYP U KYABTYPBI AASI AOCTVDKE-
HUs OM3HEC-PE3yABTaTOB

K2 3HaHMe KAIOYEBBIX aTpU-

O0yToB TpebyeMoil KyABTYpPBI U
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Tagumym K M3MEHEHUAM B TeX-

HOAOTMAX, OOIIeCTBe, HOBBIX
OIIEPALIMOHHBIX MOAEASIX 1 Ou3-
Hec-miporjeccax. OmpeaeaeHne
KAIOYEBBIX aTpubyTOB Tpebye-
MOJM KYABTYpPbBI, a TaKXe TOro,
KaK OHU MOTYT OBITb peaAl30Ba-
HbI U YCUAEHBI AASI TTOBBIIIEHST
addexTuBHOCTM paboOTHI Opra-

HuU3auum.

Cocob0B MX peaAMsanuu U
YKDEIIAeHUS AASl TIOBBILIEHUS
a¢dpdexTuBHOCTM paboOTHl Opra-
HU3aLUU

C1 YmeHuii peaansoBaTb Me-
ponpusATHS TI0 U3MEHEHUIO Op-
TaHM3ALMOHHON CTPYKTYPBl U
KYABTYPbI

C2 Ymenwue paspaborarp rpa-
¢duyeckne MpeACTaBAEHUST Op-
TAaHM3ALMOHHBIX MOAEAEN U
CTPYKTYpP AASL OOA€rdeHus mo-
HUMAaHMsI Y IPUHSITYUS PeLieHN.

C3 YmeHue co3paBaTh HOBBINT
AU3ailH OpraHM3aluy, BKAIOYAs
CTpaTeruio pacroAO>KeH!sI 1 He-
00X0AMMOE KOAMYECTBO MECTO-
TTIOAO>KEHUN

C4 YmeHne cospaBaTh Mexa-
HU3MBI AASI YCUAEHUS U BHEADE-
HMA OPraHM3alVIOHHBIX U KyAI)-

TYPHBIX U3MeHEeHUN

11. VmpaBAeHue pasBUTHEM
cucrem (Systems development

management) DLMG

KO 3nHaHume meToAOB paspa-
OOTKM CHCTEM, MHCTPYMEHTOB,
B TOM YMCA€ B paMKax Ge3omac-
HOCTU

C1 VYmenne o60cCHOBaTbh Ipe-
JIMYIL[ECTBA pelleHus] BCeX Mpo-
O6aeM 6€30IacCHOCTM BO BpeMs
paspaboTKU CUCTEM, TIPOABIKE-
HMe TaKMX pelleHun

C2 YmeHue 06ecrednTb BbIIIOA-
HeHJIe IIPOEKTOB B COOTBETCTBUM
C COTAQCOBaHHBIMM apXUTEKTY-
pamiy, CTaHAQpTaMM, METOAAMU
U npolieaAypamu (BKAro4as 6e30-
[IACHYI0 pa3paboTKy Mporpamm-

HOTO of0ecreveHys)
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12. TIpoexkTupoBaHue cuUCTeM
(Systems design) DESN

IlpoexTrpoBaHue cuCTEM B CO-
OTBETCTBUM C YKa3aHHBIMU Tpe-
6OBaHMSIMY, COBMECTUMOCTb C
COTAACOBAHHBIMUM CHUCTE€MHBIMU
apXUTEKTYpaMy, COOAIOAEHNE
KODIIOPATUBHBIX  CTAHAAPTOB
M B paMKax OrpaHMYEHMIl Ipo-
U3BOAUTEABHOCTM U BBIITOAHU-
MOCTU. BbIsIBA€HUE KOHLIEMIIIT
U VX TIEPEBOA B IIPOEKT, KOTO-
PbIil CAY>)XUT OCHOBOM AASL IIO-
CTPOEHMSI U TPOBEPKM CHUCTEM.
AM3aitH MAM TIOAOOP KOMIIAEK-
Tylomux. PaspaboTka MOAHOTO
Habopa TOAPOOHBIX MOAEAET],
CBOJICTB 1 / MAV XapaKTePUCTUK
omycaHa B GpopMe, TOAXOASILIEN
AAs peaamsauun. IlpuuaTtue u
AAQNTaLMsT MOAEAEN >KM3HEH-
HOTO 1IMKAQ IIPOEKTUPOBaHUS
CUCTEM Ha OCHOBE KOHTEKCTa
paboTBl U COOTBETCTBYIOLIErO
BbIOOpa 13 IIPOTHO3UPYIOLIUX
(mpoBepeHHbBIX) TIOAXOAOB MAU
AAANTUBHBIX (UTEPATUBHBIX /
rnbKux) MoAXoA0B. Paspabarsr-
BaeT OPraHM3aLMOHHYIO IIOAU-
TUKY, CTAHAAPTbI, PYKOBOACTBA
M METOABl ITIPOEKTHPOBaHU
cucrem. OTCTauBaeT Ba>KHOCThb
M 1LIEHHOCTb MPUHLMIIOB IIPO-
€KTUPOBAHMSI CUCTEM U BBIOO-
pa COOTBETCTBYIOLINX MOAEAEN
JKM3HEHHOTO 1LIMKAQ IPOEKTU-
poBaHus cucreMm; OYyAb TO TIpoO-
rHo3upyiouye  (ynpaBAsieMble
[IAQHOM) ITOAXOABI UAM OoAee

aAanTyBHblEe (UTepaTuBHblE /

K1 3HaHue IIPOrHO3HbIX
(YyrpaBAsieMbIX IIAQHOM) IIOA-
XOAOB VAU aAQNTUBHBIX (MTepa-
TUBHBIX/TMOKMX) TIOAXOAOB

K2 3HaHume cTaHAQPTOB, PYKO-
BOASILIVIX TIPUHLUIIOB U METO-
AOB IIPOEKTMPOBAHMS CUCTEM

Cl VYmeHMe NpPOEKTUPOBATH
KOMIIOHEHTbI C MCIIOAb30BaHMU-
€M COOTBETCTBYIOIIUX MeTO-
AOB MOAEAUPOBaHMA B COOT-
BETCTBMM C COTAQCOBAaHHBIMU
apXUTEKTypaMM, CTaHAApTaMu
MPOEKTUPOBAHMs, IIabAOHAMU
U METOAOAOTVIEN

C2 YmeHMne MOA€AMPOBATD MO-
BeAEHIE IpeAAaraeMbIX KOMIIO-
HEHTOB CUCTEM

C3 Ymenne paspaboratp 3¢-
(EKTUBHYIO OpraHM3alMIOHHYIO
pyKo-
BOASIIVIE TIPUHLVITBI M METOABI

MOAUTUKY, CTQHAQPTBHI,
MTPOEKTUPOBAHMS CUCTEM

C4 Ymenue paspaboTarb mpo-
€KThl CUCTEM, TPeOyoIuX BHe-
APEHVSI HOBBIX TeXHOAOTUI AU
HOBOIO MCIIOAb30BaHMsA Cylle-

CTBYIOLVX TEXHOAOTUIL
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rnOKMe) MOAXOABL TIpMBOAUT
K TPUHATUIO U COOAIOAEHMIO
COOTBETCTBYIOLIMX  IMOAUTUK,
CTAHAAPTOB, CTPATEIUil U APXU-
TeKTyp. PyKOBOAUT IIpOeKTH-
pPOBaHMEM CHUCTEM AASl CTparte-
TMYECKUX, KPYITHBIX Y CAOXKHBIX
IporpaMM paspabOTKU CHUCTEM.
PaspabareiBaer apdexTus-
Hble CTpaTerMy BHEAPEHMI MU
3aKyIOK, COOTBETCTBYIOLME
YKa3aHHBIM TpPeOOBaHUAM, ap-
XUTEKTypaM U OIpPaHUYEHUSIM
NPOM3BOAUTEABHOCT U OCY-
ecTBUMOCTY. PaspabaTbiBaeT
KOHCTPYKLMU CUCTEM, Tpebyio-
1[le BHEADEHMsI HOBBIX TEXHO-
AOTUI MAY HOBBIX NIPUMMEHEHUN

CYyHIECTBYIOIMX TEXHOAOTUIA.

13. Paspaborka ITO (Software
design) SWDN

ITpoexTrpoBaHMeE CUCTEM B CO-
OTBETCTBUM C YKa3aHHBIMU Tpe-
60OBaHMSIMM, COBMECTUMOCTb C
COTAQCOBAHHBIMUM CHUCTE€MHbBIMMU
apXUTEKTypaMy, COOAIOAEHNE
KOPIOPAaTUBHbBIX CTAHAAPTOB U B
paMKax OrpaHMYeHMIT IPOU3BO-
AUTEABHOCTU Y BBIIOAHMMOCTML.
BboisiBA€HME KOHLIETILMIT U VX TTe-
PeBOA B IIPOEKT, KOTOPBIl CAy-
JKUT OCHOBOI AASl TIOCTPOEHUS
Y TpOBEPKM cUCTeM. AusaiH
UAU TIOADOP KOMIIAEKTYIOLIKX.
Paspaborka moAHOro Habopa
MOAPOOHBIX MOAEAEN, CBOWCTB
" / VAU XapaKTepuCTUK OIMCa-
Ha B (QoOpMe, MOAXOASILIEN AAS
peaausauuy, [IpunsaTHe 1 apamn-

TalMsI MOAEAeN D >KM3HEHHOTO

KO 3naHue TtpeboBaHMil K

(YHKLMOHAABHOCTH, KaueCTBY,
0€30I1aCHOCTM ¥  YIIPABAEHMUIO
cucTeMaMy IIpU NPOEKTUPOBa-
HUU CUCTEeMbI

K1 3HaHMe opraHU3aLIOHHBIX
MOAUTUK M CTAaHAAQPTOB IIPOEK-
TUPOBAHNUSA U APXUTEKTYPBI IPO-
IPaMMHOTO OOecIeyeHus

K2 3HaHue cTOpOHHMX paspa-
6oToK

C1 YmeHue obecrneunBaTb CO-
OAIOAEHJE TEXHUYECKUX CTpa-
TerMil U aApXUTEKTYp CUCTEM
(BKAIOYass 6€30IacHOCTD)

C2 VYmeHue HpOBOAUTH aHa-
A3 BO3AEHCTBUS Ha OCHOB-
Hble BapUAHTBI

MPOEKTUPOBa-

HUS, AQBAaTh PEKOMEHAALUMU,
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LIMKAQ TIPOEKTUPOBAHMSI CUCTEM
HA OCHOBE KOHTEKCTA paboThl U
COOTBETCTBYIOLIEro BblbOpa 13
IPOrHO3UPYOLMX (IpOBepeH-
HBIX) VAU QAQIITUBHBIX (MTepa-

TUBHBIX / TMOKUX) TIOAXOAOB

OLIEHMBAThb CBSI3aHHbIE C HUMU
PUCKM U yIIPABASITb UMM

C3 YMeHMe OLeHUTh KaueCTBO
MIPOEKTUPOBAHUA APYIMX CHU-
cTeM AAS obecriedeHus: CODAIO-
AEHISI CTAaHAQPTOB

C4  Ymenue

InporpaMMHble KOMIIOHEHTbI U

paspabaTsiBaTh

MOAYAU C MCIIOAb30BaHMEM CO-
OTBETCTBYIOILIMX METOAOB MO-
AEAMPOBaHUS B COOTBETCTBUM C
COTAQCOBAHHBIMM CTaHAAPTaMU
[IPOEKTUPOBAHMS [IPOrPAMMHO-
ro obecrieyenus, mabAoOHAMU U
METOAOAOTUEN

C5 VYmeHme peKOMeHAOBATb
IIPOEKTHI, YYUTBIBAOLINE LieAe-
BYI0O CpeAy, TpeboBaHus 06e3o-
MTACHOCTY MPOU3BOAUTEABHOCTH

Y CylleCTBYyole CICTEMbI

14. TlporpammupoBaHue/pas-
paborka IIO (Programming/

software development) PROG

IlaanupoBanue, NPOEKTHU-

pOBaHIMe, CO3AaHUE, BHECEeHue
M3MEHEHUl, INPOBEpKa, TeCTU-
pOBaHME U AOKYMEHTMpPOBaHME
HOBBIX U M3MEHEHHBIX IIPO-
PAMMHBIX KOMIIOHEHTOB AASL
obecrieyeHuss  COTAACOBAHHOI
LIEHHOCTU AASI 3aMHTEPEeCOBaH-
HBIX CTOPOH. BbisiBA€HME, CO3Aa-
HYe U [IPUMeHEeH)Ee COrAQCOBaH-
HBIX CTAQHAAPTOB M IPOLIECCOB
paspaboTKu MPOrpaMMHOTO
obecrieyeHuss n 6€30MaCHOCTM.
[MpuHsTue M apanTagusi MOAe-
A€l JKM3HEHHOTO LJMKAa pas-
paboTku mporpamMMHOro obe-
CIleYyeHMsl Ha OCHOBE KOHTEKCTa

paboThl M COOTBETCTBYIOLIMIL

K1

(ynpaBAsieMBbIX AQHOM)

3HaHMe  IMPOTHO3HBIX
TOA-
XOAOB VAU aAQIITUBHBIX (MTepa-
TUBHBIX/TUOKIUX) TTIOAXOAOB

K2 3HaHre cTaHAQpTOB M NpO-
1[eCCOB pa3paboTKy MporpaMm-
HOro obecrieyeHus u obecreye-
H1s 6€30MacHOCTI

Cl YmeHMe mpOeKTUPOBATh,
KOAMPOBATb,

NpOBepsTb, Te-

CTUPOBATb, AOKYMEHTMPOBATb,
BHOCUTb U3MEHEHMSI U DeAaK-
TUPOBATh CAOXKHBIE TIPOTrPAMMBbI
/ CKpPUIITBI M MHTeTpalVIOHHbIe
MPOrpaMMHBIE CEPBUCHI

C2 YmeHme KOHTPOAMPOBATb

IIpYME€HEHNEe CTaHAApTOB IIpO-

exra / KOMaHABI AASI TIOCTPOEHUA
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COOTBETCTBYIOLIMII BbIOOp 13
nporHosupyomux  (ynpaBasi-
€MBIX IIAQHOM) IIOAXOAOB AU
AAANTVBHBIX (MTEpPaTUBHBIX /

IMOKIX) TIOAXOAOB.

IIPOrpaMMHOIO  obecredeHwus,
BKAIOYasl 0€30IIacHOCTb IIPO-
rpaMMHOrO obecredeHus

C3 YmeHne pyKoBOAUTH pas-
paboTKoI1 MporpaMMHOro obe-
CIIEUeHNUsT AASI CTPATErn4ecKux,
KPYIHBIX ¥ CAOXXHBIX MCCAEAO-

BaTE€AbCKUX ITPOEKTOB

15. Paspaborka cucrem pe-
AABHOTO BpeMeH! / BCTPOEHHBIX
(Real-time/embedded
systems development) RESD

CUCTEM

ApxuTexTypa, NHpPOEKTMPOBa-
HMe 1 pa3paboTKa HAAEXKHOIO
NpOrpaMMHOIO  obecreyeHus,

OIl€pallMOHHbIX CUCTEM, WH-

CTPYMEHTOB U  BCTPOEHHbIX
CHCTEM PEAABHOIO BpPEMEHI.
BcTpauBaHMe — KOMIIbIOTEPHBIX
CHUICTEM C BBIAEAEHHO! QYHKLMU-
el B 0oAee KPYIHYIO MeXaHu-
YECKYI0 VAU DAEKTPOHHYIO CU-
CTeMY, YaCTO C OrpPaHNYIEHMSIMU
peaAbHOro BpeMeHu, Gesomac-
HOCTM, HAAEKHOCTH U HAAEXKHO-
ctu. OOBIMHO BKAIOYAeT B3an-
MOAEIICTBIE C 000PYAOBaHMEM,
MeXaHMYECKUMM AQTYMKAMU U
VICIIOAHUTEABHBIMM MeXaHM3Ma-
MU AASL MOHUTOPMHIA U ynpaB-
AEHMSI B TAKUX IPUAOXKEHMSIX,
KaK IPOMBIIIAEHHOE, aBTOMO-
OMABHOE, a9POKOCMUYECKOE U
MEAMLMHCKOe  000pYyAOBaHue,
po6oTHI M 000PYAOBaHME, BKAIO-
yast ycrporictsa loT (Internet of

Things).

KO 3HaHMe MeTOAOB BaAMAa-
LU U TIPOBEPKU

K1 3nanune TpeboBaHMII K IIPO-
U3BOAUTEABHOCTH, Oe30racHo-
CTU, HAAEKHOCTU CUCTEM PEAAD-
HOI'O BpEMEHU U BCTPOEHHbBIX
cucTeM

Cl YmeHue BHECTU BKAAp B
AESITEABHOCTD 10 BAaAMAALMU U
IIpOBepKe

C2 YMmeHue mpoBeCcTM aHaAU3
BAUSIHUSI OCHOBHBIX BapUaHTOB
[POEKTUPOBAHMS U  KOMIIPO-
MUCCOB MEXAY alMapaTrHbIM U
[IPOrpaMMHBIM ObecIeyeHreM

C3 YmeHMe OLeHUTDb MPOEKTEHI
APYTMX KOMITaHWi1, 4TOOBI 00e-
CIIeYUTb BBIOOP COOTBETCTBYIO-
MX KOMIIOHEHT U 3(QexTus-

HOE UCIIOAb30BaHI€E PeCYPCOB

16. Paspaborka 6a3 AaHHBIX
(Database design) DBDS

Crietudukanus, MIPOEKTU-
poBaHMe U TOAAEP)KKa Me-
XaHU3MOB AASl XpaHEHUS U
AOCTYIIa K AQHHBIM AASI TIOA-

AEPXKKI TIOTPEOHOCTEN AEAOBOI

K1 3nanue o xoHuenuusax 6as
AQHHBIX VM XPaHUAMUIL AAHHBIX,
MpUHLMIIAX IPOEKTUPOBAHMS,
ApXUTEKTYpe, MIPOrPaMMHOM

obecrieyeHun u CpeACTBaX
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unpopmauyu. ITpoektuposanne
($13MYECKOro YPOBHS AQHHBIX C
y4eToM NOTpeOHOCTEN KOPIIO-
pPaTUMBHBIX PeCypCOB AQHHBIX
M AOKAABHBIX CTPYKTYp Xpa-
HUMBIX AaHHBIX. OmnpepeaeHne
U3MYECKUX MAM BUPTYaABHBIX
CTPYKTYpP XPaHUAMIIA AQHHBIX,
HEOOXOAUMBIX AAST TIOAAEPKKUI
YCAYT OM3HEC-QaHAAUTUKY U aHa-

A3 AQHHBIX.

C1 YmeHnue peaausoBaTb Ipo-
€KTbl XPAHUAUIL AQHHBIX, KO-
TOpbIE TIOAAEPKUBAT Tpebo-
BaHUS K OM3HEC-aHAAUTUKE U
AQHAAU3Y AQHHBIX

C2 YmeHue obecmevnuTb 3KC-
[IEPTHOE DPYKOBOACTBO B BBI-
6ope, TIPEAOCTABAEHUUM U MUC-
MOAb30BAHUM ApPXUTEKTYp 6as3
AQHHBIX ¥ XPAHUAMUIL AAHHBIX,
[IPOrpaMMHOr0 0becrieyeHns: u
CpeACTB

C3 Ymenue obecrneyutb crie-
LIMAAM3MPOBAHHYIO SKCIIEPTUSY
MPOEKTHBIX XapaKTEPUCTUK CU-
cTeM yIpaBAeHUs1 Oa3amy AaH-
Heix (CYBA) uAM IpOAYKTOB/

YCAYT XPaHUAMIL, AAHHBIX

17. TlpoexTupoBaHue
(Network design) NTDS

ceren

ITpon3BOACTBO CeTeBBIX IpO-
€KTOB U ITIOAUTHK IPOEKTHUPO-
BaHNUs#A, CTPATeruil, APXUTEKTYP
U AOKYMEHTaLuy, OXBaTbIBAO-
IUX [epeAavy rOAOCA, AQHHBIX,
TEKCTA, SAEKTPOHHONM IOYThI,
(baKCMMMABHOM CBS3M U M30-
OpasKeHMI1, AASL IOAAEPXKKM Tpe-
6oBaHui1 cTparerun 1 OusHeca B
OTHOLIEHUM ITIOAKAKYEHMA, HpO’
MYCKHOM CIIOCOOHOCTHM, B3auMO-
AEVCTBYsI, 6€30IIaCHOCTH, YCTOM-
YMBOCTH, BOCCTaHOBAEHNS,
AOCTYNA U YAQAEHHbII AOCTYIL
ITO MOXeT BKAKYaTh B CeOs
BCe AaCIeKThl MHPPACTPYKTYpbI
CBsI3M, BHYTPEHHUE U BHEILHUE,
MOOMABHbIE, TyOAMYHbBIE U YACT-
Hble,

Vurtepuet, VIHTpaHer u

LIEHTPbI 00pabOTKM BBI3OBOB.

KO 3nanHme mpouepyp mnpo-
BEPKM U UCIPABAEHUS OLINOOK,
npaBuA  00pabOTKM, CPEACTB
KOHTPOASI AOCTYIIa, 6e30macHo-
CTU U ayAUTA

C1 CospaHue 3CKM3HBIX IPO-
€KTOB CUCTEM U CrieupUKALUIL,
a TaKke OOIVX apXUTEKTYp U
MPOEKTHON AOKYMEHTAaLMM ce-
Tel U CETEBBIX TEXHOAOTUI

C2 YMmeHne co3paBaTb MHTEp-
(eitchl MOAB30BATEAS, BKAKOYAS
CPeACTBa KOHTPOAS AOCTYIA U
6esomacHOCTU

C3 VYmeHue oOleHUBATb CBsI-
3aHHble C UHTEP(ENICOM IOAb-
30BaTeAsl PUCKU U OIPEAEASITh
TPOLIeAYPBI BOCCTAHOBAEHMS Ha
CAyYall HENPEABUAEHHBIX 00-

CTOATEABCTB
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18. TectupoBaHue
TEST

(Testing)

ITaaHupoBaHue, MPOEKTUPO-

BaHIE, YIPaBA€HME, BBIITOAHE-
HUE U OTYETHOCTb VCIIBITAHUIA,
C VCIIOAB30BAHMEM COOTBET-
CTBYIOIIMX MHCTPYMEHTOB U Me-
TOAOB TECTUPOBaHUS U B COOT-
BETCTBUM C COTAAQCOBAaHHBIMU
CTaHAAQpPTaMM TpoLecca U OT-
pacaeBbIMU TpaBuAamu. lleab
TECTUPOBaHUS - YOEAUTHCS, YTO
HOBBIE U UCIIPABAEHHbIE CUCTE-
MBI, KOHQUIypaLuu, IaKeThl
MAV CEPBUCHI BMECTE C AIOOBIMU
nHTepdeitcamm paboTalOT TaK,
KaK yKasaHo (BKAwouas Tpebo-
BaHus 0e30macHOCTM), U YTO
PUCKY, CBsI3aHHbIE C Pa3BEPTHI-
BaHIEM, aAE€KBaTHO MOHSTHI U

3aAOKYMEHTHPOBAHBI.

K1 3naHue cooTBeTCTBYOMIMX
VIHCTPYMEHTOB M METOAOB MC-
MBITAaHUII M B COOTBETCTBUM C
COTAACOBAHHBIMUM TEXHOAOIMYE-
CKVIMU CTaHAAPTaMU M OTpacAe-
BbIMU HOpMaTUBaMM

K2 3naHye mpouecca pas-
paboTKM, MCIIOAB30BaHUS U
MMOAAEP)KaHNUSI TECTOBOIO IIPO-
rpaMMHOro obecneveHus: (Te-
CTOBBIE KeIChl, TECTOBBIE CLIeHa-
puM, OTYETHI O TECTUPOBAHUM,
[TAQHBI TECTUPOBAHMSI U T. A.)

K3 3HaHMe ypoBHS NpakTuy-
HOCTM QaABTEPHATMBHBIX IIPO-
1[eCCOB TeCTUPOBAHNsI, BKAIOYAS
aBTOMATM3MPOBAaHHOE TeCTUPO-
BaHIe

C1l YMeHVe Npou3BOAUTDH Te-
CTOBBIE CLIEeHapUM, MaTEPUAABI 1
MaKeThl PEerpecCUOHHBIX TECTOB
AASI TECTMPOBAHMS HOBOTO U U3-
MeHEHHOT0 IIPOrPaMMHOrO0 obe-
CIIeYeHVS AU CAYXO

C2 YmeHMe UHTepIpPETUPO-
BaTb, BBINIOAHATH U AOKyMeH'
TUPOBAaThb CAOXKHbIE TeCTOBBIE
CLeHapuM C UCIIOAb30BAHMEM
COTAQCOBAaHHBIX  METOAOB I
CTAQHAApTOB

C3 YMeHne KOOpPAMHMPOBATb
NAQHUPOBAaHME CHUCTEMBI U /
VIAL TIpYI€EMOYHbIE€ WVCIbITaHVA,
BKAIOYAsl TeCTUpOBaHue 6e3-
OIACHOCTH MPOrPAMMHOIO 00e-
crieyeHMs, B paMKaX IIpPOeKTa
MAM TIPOrpaMMbl  paspaboTKu

VIAVL VHTEeTpaluyin
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19. Cospanme uHbopMaLu-
oHHoro koHteHTa ( Information

content authoring) INCA

IlpyMeHeHre NpPUHUMIIOB U
METOAOB pPa3pabOoTKy, IPOeK-
TUPOBaHMs, KOHTPOASL U IIPEA-
CTaBAEHMsI TEKCTOBOIl MHGOpP-
Mauuy (MOAKPENAEHHOM, eCAU
He0OXOANMO, rpaduyecKuM
KOHTEHTOM) AASL  YAOBAETBO-
peHus TpeOOBaHMIT LjeA€BOI
ayautopun. drta uHPOpMALML
MOXeT ObITb AOCTaBA€HA B Lin(-
POBOM, IEYaTHOM MAU APYIOM
BUAe. YIpaBAeHUe MPOLeCCOM
paspaboTKy U B3aMMOAENCTBIUE
C TIpoleccaMyl PeAAKTUPOBAHMS

U ITyOAMKaLH.

KO 3naHue mpoleayp, cTaH-
AQpPTOB, MHCTDYMEHTOB U pe-
CYpPCOB AAsl obecrieyeHMsl Haa-
A€Xalllero KayecTBa MaTepuaaa,
pas3pabOTaHHOIO CO3AATEASIMU
KOHTEHTa B OpraHu3alun

C1

BaTb

YMeHne  KOHCYABTMDO-

[0  COOTBETCTBYMOIUM
dbopmaraMm KOHTEHTa U HOCHU-
TeAssM MHbOpMALMK, 4 TaKXe
OCYILIECTBAsIET HAA30p 3a pac-
CMOTpEHUEM M YTBEPXKAEHUEM
MaTepuaAoB, TO3BOASIIOLINX
YAOBAETBOPUTDb TPeOOBAHMSA

C2 YmeHue OLE€HUBATb KOH-
TEHT AAsl oOeclleyeHus] Kaye-
CTBA, COTAACOBAaHHOCTU U AO-
CTYIHOCTM COOOLIeHUIT

C3 YmeHMe ympaBASTb puUCKa-
MU, CBSI3HHBIMM C TIOCAEACTBHU-

SIMM TyOAMKALIMY KOHTEHTA

20. Awusait

teapckoro wuHTepdenca (User

IIOAb30Ba-

experience design) HCEV

Ilpoluiecc MTEpaTMBHOTO IPO-
eKTUPOBAHMS AASl TIOBBIILIEHUA
YAOBAETBOPEHHOCTU IOAb30Ba-
TEAEl! 32 CYET MTOBBILIEHVSI YA0D-
CTBA MCINOAb30BaHMUA U AOCTYTI-
HOCTH, NPEAOCTaBAsSEMbIX IIpU
B3aIMOAENCTBUU C CUCTEMOI,
MIPOAYKTOM MAM YCAyrou. Pas-
paborka 11dpPOBIX 1 ABTOHOM-
HBIX 3aAa4, B3aUMOAEVCTBUI U
nHTEp(DEICOB  MMOAB30BaTEAEN
AASL YAOBAETBOpeHus: TpeboBa-
HUIT YAOOCTBa MCIOAB30BaHU
! AOCTYHHOCTU. . YTOYHEHUe
AM3aliHa B OTBET Ha OLEHKY,
OPMEHTMPOBAHHYI0O Ha IOAb-

30BaTeAs, a TAKXKe O0OpaTHyIo

K1 3HaHue HeOOXOAMMBIX MH-
CTPYMEHTOB, METOAOB 1 IIA0OAO-
HOB IIPOEKTUPOBAHM

Cl VYMmeHue mpOeKTMPOBATb
LuppoBble ¥ aBTOHOMHbBIE 3a-
AQuM IIOAb30BaTeAell, B3auMO-
AeiicTBMEe M MHTepderChl AAS
YAOBAETBOPEHMsI  COTAACOBaH-
HBIX TpebOBaHUII K YAOOCTBY
VICTIOAB30BaHMS I AOCTYTTHOCTM.

C2 YMmeHMe OLIEHUTb aAbTep-
HaTVUBHbIe BapMaHTbl IPOEKTHU-
POBaHUSA C y4eTOM TpeGOBaHMIL
K IHPOU3BOAUTEABHOCTH, YAOD-
CTBY MICITOAB30BAHUS U AOCTYII-

HOCTI
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CBs3b U Ilepepady MPOeKTa AM-

LJaM, OTBETCTBEHHBIM 3a MpO-
eKTUpPOBaHMe, paspaboTKy u
peaAunsanuio.

C3  VYmenue

VUTEpallMOHHbIE TIIOAXOADI

UCIIOAB30BATh
AAST
OBICTPOro BKAIOYEHUs1 0obpar-
HOJI CBSI3U C IIOAb30BATEASIMU B

IIPOEKTbhI

21. OueHka IIOAb30BaTEAb-
ckoro ombita (User experience

evaluation) USEV

Baampanusa cucreMm, IHpPOAYK-
TOB VAU YCAYT, 4TOOBI yOEAUTD-
4TO

cA, 3aHTe€peCOBaHHbIE

CTOPOHBI U OpPraHU3aLMOHHBIE
TpeboBaHusI OBIAM  BBIIIOAHE-
HBI, COOAIOAAAACh HEOOXOAMMAS
MPaKTUKA U UCIOAb3yeMble CH-
CTEMBl TIPOAOAXKAIT YAOBAET-
BODSATb OPraHM3aLUOHHbIE U
MOAb30BaTEAbCKIE TOTPEeGHO-
ctu. VreparuBHast oueHka (oT
PAHHUX TIPOTOTUIIOB AO OKOHYA-
TEABPHOU peaAM3aluu B peaAb-
HOM BpeMmeHM) 3¢ deKTUBHOCTH,
PE3YABTaTUBHOCTH,  YAOBAET-
BODEHHOCTU  IIOAb3OBATEAEIl,
3A0POBbsI U GE30MACHOCTU U AO-
CTYIHOCTU AASI UBMEPEHMSI VAU
VAYYILIEHVsT 103a0MAUTU HOBBIX
MAM  CYLIECTBYIOLIMX IPOLeC-
COB C LEABI0 AOCTVKEHUS OII-
TUMaABHBIX YPOBHeil yA0OCTBa

VICITOAB30BaHMS TIPOAYKTA UAN

KO 3nanme cTaHAApPTOB BO
BCeX aCIIeKTaX B3aVMOAEVICTBUS
MMOAB30BaTEAsI C CUCTEMaMU,
MIPOAYKTaMM U YCAYTaMu

K1 3nHaHMe cOraacoBaHHBIX
creyuduraguii  yaobcta  uc-
TTOAB30BAHMS U AOCTYITHOCTU

CUCTEM U YCAYT

C1 YmeHue olLieHMBATb ITOAb-
30BAaTEABCKUIT OIBIT  CUCTEM,
MPOAYKTOB M YCAYT C LI€ABIO
rapaHTuy, 4TO TpPeOOBaHMS K
YAOOCTBY MCIIOAB30BAHMUS U AO-
CTyHHOCTI/I 6I)IAI/I BBIIIOAHEHDBI,
TpebyeMasi MpakTHKa COOAIOAE-
Ha, a MCIIOAb3YyeMble CHUCTEMbI
MIPOAOAKAIOT  YAOBAETBODSITH
OpraHM3allOHHbIe 1 ITOAB30Ba-
TeAbCKIE TIOTpebHOCTI

C2 YMmeHue coBMeCTHO pabo-
TaTb C IIPOEKTHbIMU prHHaMI/I,
4TOOBI rapaHTUPOBATb, YTO pe-

3YABTATBbI OLIEHOK OYAYT ITOHSTbI

cbopka (Systems integration and
build) SINT

U KOHTPOAD AEVICTBUII IO UHTE-
rpauuy / CO3AQHUI0 KOMITOHEH-
TOB, TOACUCTEM U UHTEPQENICOB
AASL CO3AQHMS  OIEPALMIOHHBIX
CUCTEM, TPOAYKTOB MAM YCAYT

AN AOCTABKU KAMEHTaAM WUAU

YCAYTHL. VI IPYHATHI BO BHYUMaHUe TPOeK-
TUPOBILUKAMM 1 pa3paboTymka-
MU CHCTEM, TIPOAYKTOB U YCAYT

22. Cucremnas uHrterpauys u| IlaanupoBanme, peaamsauys| K1 3HaHre MHCTpyMeHTOB, Me-

TOAOB U IPOLIECCOB (BKAKOYAs
aBTOMATM3aLMI0 U HENpepbIB-
HYIO UHTETPALIUIO) CO3AAHUS Ha-

AEXKHOM CTPYKTYPbI MHTEr ALK
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€AAsl BHYTPEHHMX MAU IIpOMe-
JKYTOUHBIX IieAell, TAKMX KaK Te-
cTupoBaHue. Pa3Butue opraHu-
3aL[MIOHHBIX BO3MOYXHOCTEN AAS
CUCTEMHOI MHTerpanum u cbop-
KU, BKAIOYAsI aBTOMATU3ALNI0 U

HETIPEPBIBHYIO MHTET paLlMIO.

C1 YmeHMe NMpoeKTMPOBaTh U
BBIMIOAHATD VCIBITAaHUS MHTe-
IPaLMOHHOM COOPKU

C2 YmeHme co3paBaThb MHTE-
IPaljIOHHBIE KOMIIOHEHTBI U MH-
Tepderice

C3 YMmeHMe KOHTPOAMPOBATb
AESITEeAPHOCTb II0 MHTerpauun/
CO3AQHUIO KOMIIOHEHTOB, ITOA-
CUCTEM U UHTEPPENCOB AAS
CO3AAHUA OIEpaLMOHHBIX CHU-
CTeM, MMPOAYKTOB MAU YCAYT AAST

AOCTAaBKU KAVIEHTaM

23. IlpoextmpoBanme  060-
pyaoBanust (Hardware design)

HWDE

Crneuyuduxanyyus ¥ IPOEKTU-
pOBaHMEe BBIYMCAUTEABHOIO U
KOMMYHUKALMOHHOTO 060pyAO-
BaHMs (TAaKOro KaK IOAYIIPOBO-
AHVKOBbIE IIPOLIECCOPBI, apXU-
TekTyphl HPC u MuKpocxembl
DSP u rpaduyeckux mpouecco-
POB), OOBIYHO AASI UHTETPALUL B
NT-undpacTpyKTypy MAM CETh
UAU TIOAKAIOYEHUS K Hell. BbisB-
A€HMe KOHLIETILIUIA U X TIEPEBOA
B peaAusyeMblit Au3aiH. Beibop
Y MHTerpauus, UAU AU3ANH U
CO3AaHNe MPOTOTUIIOB KOMIIO-
HeHTOB. CoOAlOA€HMEe OTpacAe-
BBIX CTAaHAAPTOB, BKAIOYAas CO-
BMECTHMOCTD, 0€30I1acCHOCTh U

YCTOMYMBOCTb.

KO 3HaHye TexHM4YeCKUX CTpa-
Ternif, MOAUTUK, CTAHAAPTOB U
MPaKTUK

K1 3HaHMe cTaHAQpPTOB IpoO-
eKTUPOBAHMSI, METOAOB U MH-
CTPYMEHTOB, COOTBETCTBYIOIUX
COTAQCOBAHHOM MTOAUTYIKE TIPEA-
TIPUSITUS

Cl VYmenue obGecreuntdb s¢-
(dbexTMBHOE NpUMEHeHue CTaH-
AApTOB MPOEKTUPOBAHMS,
METOAOB U MHCTPYMEHTOB, CO-
OTBETCTBYIOLINX COTAQCOBAHHO
MTOAUTUKE MTPEATIPUATIS

C2 VYmeHume oOleHUBATb U
YTIPaBASITh CBSI3aHHBIMU C HUMMU
puUCKaMU, CBSI3AHHBIMU C OCHOB-
HBIMI BapMaHTaMU IPOEKTUPO-
BaHUA

C3 VYmeHue NpOEKTMPOBATH
BBIUMCAUTEABHOE UM KOMMYHU-
KalllOHHOe 00OpyAOBaHUe C
y4eToM TpeOOBaHMIl LieAeBOI
CpeAbl, TIPOU3BOAUTEABHOCTH,

6€30IacCHOCTY U YCTOMYMBOCTY
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C3 VYmeHue NpOEKTMPOBATH
BBIYMCAUTEABHOE Y KOMMYHMU-
KaluoHHOe 00OpyAOBaHMe ¢
ydeToM TpeOOBaHMIl LieAeBOIt
CpeAbl, TIPOU3BOAUTEABHOCTH,

0€30MacHOCTY 1 YCTONYMBOCTH

24. YcraHoBKa/CHsITUE cu-

crem (Systems installation /

decommissioning) HSIN

VcTaHOBKA,  TECTMPOBAHME,
BHEADEHIE MAU BBIBOA U3 9KC-
NAyaTauuyM U AEMOHT@X Ka-
Geneit, SAEKTPOIPOBOAKH,
000pyAOBaHUS,  AIIapaTHOro
obecreyeHnss U COOTBETCTBYIO-
1ero MpOrpaMMHOro obecredve-
HMSL B COOTBETCTBUM C ITAQHAMMU
U MHCTPYKUMSIMU U B COOTBET-
CTBUM C COTAACOBAHHBIMU CTAH-
AapTaMIUL.

TeCTI/IpOBaHI/[e ar-

MapaTHbIX U  IPOrPAMMHbBIX
KOMIIOHEHTOB, YCTDaHeHue He-
VICTIPaBHOCTE ¥ PerucTpayus
pesyabratoB. OT4eT O AeTaAsx
060pyAOBaHMS U TIPOrPAMMHO-
ro ofecreyeHusi, YCTAaHOBAEH-
HOTO AAsl OGHOBAEHUSI 3arceit

yIpaBAeHVsI KOHPUTypaLert.

K1 3HaHmMe MeTOAOB TeCTu-
pOBaHMs aNNapaTHBIX U IPO-
IPaMMHBIX KOMIIOHEHTOB,
yCTpaHeHue HeMCIIPaBHOCTEeN U
3aN1Ch Pe3YAbTaTOB

Cl VYmeHme OCyLIECTBAATD
YCTaHOBKY U AEMOHTaX dA€MeH-
TOB aNIIAPaTHOTO U / VIAM TIPO-
rpaMMHOIO obecredyeHms

C2 VYmeHye mnpoBOAUTH UC-
MBITAHMSA AMIAPATHOTO U / UAU
IIPOrPaMMHOIO ObecreyeHus: ¢
JCIIOAB30BaHMEM IPMAAraeMbIX
IIPOLIEAYP TECTMPOBAHUSA U AMa-
THOCTUYECKUX MHCTPYMEHTOB.

C3 VYmenue obGecreuntp s¢-
(exTUBHOE KOMaHAHOE PpYKO-
BOACTBO, BKAIuas uHboOpMa-
LIMOHHBII MOTOK K 3aKa34MKy U
OT Hero BO BpeMs INPOeKTHBIX

pabor

25. TlopAep>kka HMPUAOXKEHUIT

(Application support) ASUP

IlpepocTaBaeHue mno

YCAYT
OOCAY)KMBAHUIO Y TIOAAEPIKKE
NPUAOXKEHUIT AUOO HEMOCpPeA-
CTBEHHO TIIOAB30BAaTEAsSIM CU-
cTeM, AM00 QYHKUMSIM AOCTaB-
K1 ycayr. IToppepkka oObIYHO
BKAIOYaeT B cebsl paccaepo-
BaHMe U pellleHNe IpobaeM, a
TAKOKe MOXKET BKAIOYATH MOHM-
TOPUHI TIPOU3BOAUTEABHOCTHU.

ITpo6AeMBI MOTYT OBITh pelleHbI

K1 3nanue BompocoB 6e3-
ONACHOCTY TIPMAOXKEHWIT, AU-
LieH3MPOBaHWs,  OOGHOBAEHMSI,
Pe3epBHOIO  KONMPOBAHMS U
ABAPUITHOTO BOCCTAHOBAEHMS

C1

IIporpaMMHO€ obecrieyeHue u

VYMeHMe  UCIIOAB30BaTh
MHCTPYMEHTbI YIIPABAE€HWSI [IPU-
AOXKEHMSIMU AASL UBYYEHMS TTPO-
O0AeM, cOopa CTaTUCTUKU TPO-

M3BOAUTEABHOCTU U CO3AAHUA
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[IyTeM MPEAOCTaBAEHUSI PEKO-
MEHAQLUI AU O0YYeHMs TTOAD-
30BaTeAsIM, NyTeM pa3paboTKu
UCIIPABAEHUI (ITOCTOSTHHBIX
MAM BPEMEHHBIX) AAsl cOOeB,
BHeceHMst 001ux nau cretudu-
YEeCKNX AAsI CcalTa VMI3MEHEHMUI,
OOHOBAEHUSA AOKyMeHTALNH,
MaHUITYAMPOBAHMSI  AQHHBIMU
UAV OINPEAEAEHUS YAYYLIEHUIL.
TTopAepKKa 4acTo IIPeANoAa-
raeT TECHOE COTPYAHMYECTBO C
paspaboruyMkaMu Cuctembl U /
UAU C KOAAETaMU, CIIeLMaAU3M-
PYIOIIMMUCS B PasAUYHBIX 006-
AACTSIX, TAKUX KaK 0a3a AaHHBIX,
AAMMHUCTPALMST IAUL TTOAAEPIK-

Ka CeTu.

OTYETOB.
C2 VYmenue paspabaTbBaTh
MIPOLIEAYPBl U AOKYMEHTALIUIO

AASL TIOAAEPIKKU TTPUAOKEHUI

26. NT-undpactpykrypa (IT
infrastructure) ITOP

QOYHKUMOHMPOBaHME U YIIPaB-
aenue  UT-undpacrpykrypoit

(BkAOwast  usmueckoe  UAU

BUPTYaAbHOE  00OpYAOBaHME,
[POrpaMMHOe obecrieyenue,
ceTeBble CAYXXOBI M XpaHMAMILE
AQHHBIX) AMOO AOKaAbHO, AM6O
B BMA€E O0AQUHBIX CAYX0), KOTO-
pasi TpebyeTcst AASL IIPEAOCTaB-
A€HNSI U TIOAAEP>KKM IIOTpeOHO-
crelt MHPOPMALIMOHHBIX CUCTEM
6usHeca.e BkawvaeT MoATOTOB-
Ky K HOBBIM MAM M3MEHEHHBIM
yCAyraM, YIpaBA€HUE MpOLeC-
COM M3MEHEHUII, MOAAEp>KaHNe
HOPMATUBHBIX, IPABOBBIX I [IPO-
(dbeccroHaAbHBIX  CTAaHAAPTOB,
CO3AQHME U yIpaBAEHUE CUCTe-
MaMU U KOMIIOHEHTAMU B BUP-

TYaAM3VIPOBAHHBIX N O OAQYHBIX

KO 3HaHMe MHCTPYMEHTOB aB-
TOMATU3aLUM TOATOTOBKU, Te-
CTMPOBAHUSA U Pa3BEPTHIBAHMA

HOBOI1, U3MEHEHHOU uHppa-

CTPYKTYPBI
K1 3naHne cTaHAQpPTOB U IpO-
LIEAYP AASI BBISIBAEHUS OIlepa-
LIMOHHBIX NMPOOAEM ¥ BHECEHUS
CBOET0 BKAAA2 B UX pelleHne
C1 YmeHue orcaexxuBarthb 0e3-
OTIACHOCTb U YCTOMYMBOCTD CU-

CTeM U YCAYT
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BBIYMCAUTEADBHBIX CpeAaX, a
TaKKe MOHUTOPUHI IIPOM3BO-
AUTEABHOCTU CUCTEM U YCAYT
B OTHOLIEHMM UX BKAapa B 9¢-
dekTuBHOCTD Ou3Heca, ux Oes-
ONACHOCTb U YCTOMYMUBOCTbD.
[TpumeHenne MHCTPYMEHTOB
yIpaBAeHUs] MHPPACTPYKTYpOil
AASL aBTOMAaTU3ALMU IPEAOCTAB-
AEHMsI, TECTUPOBAHUs, pasBep-
TBIBAHUSI I MOHUTOPUHIA KOM-

MTOHEHTOB MH(PACTPYKTYPBHI.

27. AAMUHUCTpUpPOHIME 6a3 AaH-
Hpix (Database administration)
DBAD

00-

AAMVHUCTPUPOBA-

YcTraHOBKa, HACTPOIIKa,
HOBA€HME,
HYe, MOHUTOPVHT 1 00CAYXMBa-
Hue 0a3 paHHbix. ObecrnevyeHne
MOAAEPXXKI OIEPALIIOHHBIX 0a3
AQHHBIX B IIPOU3BOACTBEHHOM
UCIIOAB30BAHUU 1 AASI BHYTPEH-
HUX VAU HPOMEXYTOUHBIX Lie-
Aell, TaKMX KaK MTEepal[MiOHHbIE
paspaboTKM M TeCTMpOBaHMUe.
[oBbllIeHNE  TIPOU3BOAMUTEAD-
HOCTM 0a3 AQHHBIX U MHCTPY-
MEHTOB U TIPOLIECCOB AASI aA-
MUHMUCTPMPOBaHUS 0a3 AQHHBIX

(BKAIOYAs aBTOMATU3ALIMIO).

K1 3nanme mpoleccoB apMu-
HUCTPUPOBaHMA 0a3 AQHHBIX,
BKAIOYasi aBTOMATU3aLIMI0

Cl VYMeHMe UCIIOAB30BATh
IporpaMMHOe obecreyeHue u
VIHCTPYMEHTBI CUCTEMbI YIpaB-
AeHUs 6a3aMM AQHHBIX, & TAKXe
3HaHMe AOTMYECKMX CXeM 0a3
AQHHBIX AAS ICCA€AOBAHMSI IIPO-
6AeM, cOopa CTaTUCTUKU MPO-
M3BOAUTEABPHOCTU U CO3AQHUS
OTYETOB

C2 VYMmeHVe BBIIOAHSTh Ha-
CTPOJIKY, YCTAaHOBKY U DEKOH-
¢durypauyio 6asbl AQHHBIX U CO-
MY TCTBYIOIUX TPOAYKTOB

C3 YMmeHMe KOHTPOAMPOBATb
AKTUBHOCTb 0asbl AQHHBIX U
ucroAb3oBaHMue pecypcos. Cé
VYMeHue ONTMMU3UPOBATH IMPO-
U3BOAUTEABHOCTDb 0a3bl AAHHBIX
U TIAQHMPOBATb IIPOTHO3MpYe-

Mble IOTPeOHOCTY B pecypcax

28. VmpaBaeHue XpaHeHMEM

(Storage management) STMG

ITaaHupoBanue, BHeApe-

HI€, HACTPOMKa M HACTPOMKA

KO 3nanue

TpeboBaHUI 1

HOPMaTUBHbBIX

TpeboBaHuUIt
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anMapaTHOro ¥ IPOrpaMMHOIO
obecreveHnst XpaHEeHU s AQHHBIX,
OXBATBIBAIOLIIETO OIEPATHBHOE,
ABTOHOMHOE, YAAQA€HHOE I yAQ-
AEHHOE XpaHeHue AQHHBIX (pe-
3epBHO€e KOIMPOBaHNe, apXUBU-
pOBaHME U BOCCTAHOBAEHNE) U
obecrevnBamwIero COOAAeHE
HOPMATUBHBIX TpeOoBaHU U

TpeboBaHMit 6€30MaCHOCTI.

6e30MmacHOCTI

Cl VYmenme paspabarbiBaTbh
CTpaTerny yIpaBAEHUs XPaHU-
AUILIEM UM AQHHBIMM Ha OCHOBE
YPOBHSI KPUTMYHOCTU UHOOP-
Mayun

C2 YmeHue cospaBaTh, COBep-
LIIEHCTBOBATb U IOAAEP>KUBATh
UT-ycayrm ¢ obecneyeHuem
0€e30IaCHOCTY AQHHBIX, & TAKXKe
VX LIEAOCTHOCTHU M AOCTYIIHOCTH
C3 VYmenme paspabarbiBaTh
CTAHAAPTBI, IPOLIEAYPHI U IIPUH-
LIMITBI AASE peaAu3atyy QyHKLMit
3aLUTBI AQHHBIX 1M aBapUITHOTO
BOCCTaHOBAEHUs

C4 YmeHMe 1CIIOAB30BaTh pas-
AVYHBIE CeTeBble VI aBTOHOMHbIE
YCTpOIICTBA XPAaHEHUS AQHHBIX
C5 YMeHue OLIEHUTb OTepalu-
OHHble TIIOKa3aTeAu AAsS o0e-
crieuyeHMs] KOPPeKTUPYIOIEero u
YIPEXAAIOIETO OOCAY)XVMBAHUS
CUCTeM XpaHeHUs U pe3epBHO-
IO KONVMPOBAHUS B IOAAEPXKKY
TpebOBaHUII 110 3alINUTE AEAO-

BOI1 MHGOpMaLUu

29. Tlopaepxka
(Network support NTAS)

ceTu

ITpepoCTaBAEHME YCAYT IO 00-
CAY)KVBAHIIO U ITOAAEPIKKE CETH.
ITopA€P)KKA MOXKET IIPEAOCTaB-
ASITBCST KaK MIOAB30BATEASIM CH-
CTeM, Tak U QYHKUMAM AOCTaB-
K1 ycAyr. IToppepkka oOBIYHO
npuHUMaeT (GOpMy  MCCAEAO-
BaHMSI M pelLIeHUsI MpobAeM U
IPEAOCTABAEHSI nnpopma-
UMM O CHUCTEMAX. DTO MOXKET

TAaK)X€ BKAKYATb MOHUTOPVHI

K1 3HaHue ¢yHKIMOHAABHO-
CTU CeTU, IPaBUABHONM PabOTBI,
orpaHuYyeHur, paspaboTku 06-
XOAHDBIX IyTeil, MCIPaBAEHUS
OMMOOK VAM BHECeHUs OOIMX
MAK crielnpuyecKnx AAs cailta
U3MeHEeHUN

C1

nporpaMMHOe obecreyeHne u

Ymenue MCIIOAb30BAaThb

VIHCTPYMEHTDBI CE€TEBOI'0 YyIIpaB-

ACHUA AAA  UCCACAOBAHUA U
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ux pa6orsl. IIpobaembl MOIyT
OBITb DeLIEeHBl IyTEM IIPEAO-
CTaBAEHMsI PEKOMEHAALMIT UAU
o0ydyeHMsT IOAb30BaTeA€il O
(bYHKLMOHAABHBIX ~ BO3MOXHO-
CTSX CeTH, IMPABMABHOI pabore
MAM OTDAaHMYEHMSIX, ITyTEM pas-
paboTKM OOXOAHBIX IIyTEll, MC-
MpaBAEHUS OLIMOOK MAM BHece-
HUS OOLIMX MAM CTIeLpUIecKmx

AASL caliTa UBMEHEHU.

AVrHOCTUKY CETEBBIX IPOOAEM,
cbopa CTaTUCTUKYU TIPOU3BOAU-
TEABHOCTU U CO3AQHMSI OTYETOB,
paborasg C IOAb30BaTEASIMMU,
APYTMMM COTPYAHMKaMM M IO-
CTaBIMKaMU II0 Mepe HeobXo-
AVIMOCTH

C2 YmeHMe IPOBOAUTD UCCAE-

AOBaHNE, AATHOCTUKY U paspe-

LI€HNE CETEBDIX IIPO 6AeM

30. YmpaBaeHue npobaemamu

(Problem management) PBMG

PaspereHne (KaK peakTHBHBIX,
TaK ¥ NPOAKTUBHBIX) NMPOOAEM
Ha TIPOTSDKEHUM BCETO JKUBHEH-
HOTO LMKAQ MH(pOPMALMOHHON
CHUCTEMBI, BKAIOYas KAACCHU-
¢buKauuo, ycTaHOBAEHME IIpHU-
OpPUTETOB M WHULUMPOBAHUE
AEMCTBUIL, AOKYMEHTMPOBaHMe
OCHOBHBIX INPUYMH M peaAusa-
LMI0 Mep II0 IPEeAOTBPALEHNIO

OYAYILIVIX MHLMAEHTOB.

KO 3naHme Mep mporsosupo-
BaHUsI, PACCAEAOBAHNS U pellle-
HJSA IPOOAEM CUCTEM U YCAYT

K1 3HaHue mep mpaBoOBOI 3a-
LINATBI

Cl VYmenwue

peleHns MpobAeM Ha MPOTsKe-

paspabarbiBaTh

HUM )KU3HEHHOTO LIMKAQ MHDOP-

MaLU/IOHHO];I CUCTEeMBbI

31. VYmpaBaeHue UHIUAEH-
Tamu

usup

(Incident management)

O6paboTka U KOOpPAMHALMS
COOTBETCTBYIOIMX U CBOEBpe-
MeEHHbIX OTBETOB Ha OTYETHI 00
VHLVIA€HTAX, BKAIOYas HaIlpas-
A€HMe 3aIpOCOB O IOMOIM B
COOTBETCTBYOIIME  (QYHKLUU
AASL DaspelleHus, MOHUTOPUHI
ACMICTBUII TIO paspelleHuIo U

MHGOPMMPOBaHI/E KAUEHTOB O

nporpecce B BOCCTAaHOBAEHUU

YCAYT.

K1 3nanme MmeropoB 3ddek-
TUBHOT'O BOCCTAHOBAEHS [IOCAE
paspeLIeHNst UHLIMAEHTOB

Cl YmeHue yCTaHOBUTbH HpHU-
OpUTETBI M AMArHOCTMPOBAThH
MHLYAEHTB B COOTBETCTBUU C
COTAQCOBAHHBIMM  IIPOLIEAYpa-
MU, HaTU MPUYMHBI MHLVAEH-
TOB M CIIOCOOCTBOBaTh MX pas-
pelLIeHIIo

C2 VYmeHue aHaAU3MPOBATH
MIPUYMHBI UHLMAEHTOB, IOKa3a-
TEAM UM OTYETBl O pe3yAbTaTax
mpoliecca yInpaBA€HUS WHLM-

A€HTaMIn
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32. YmpaBaeHre obObeKTaMu

(Facilities management) DCMA

ITaaHupoBaHue, KOHTPOAb I
yIpaBAeHue BCeMI CPeACTBaMU,
KOTOpble B COBOKYIIHOCTM CO-
craBasoT IT-undpactpykrypy.
3ro

¢dusnyeckoi Cpeabl M yIpaB-

BKAIOUaeT obecreyeHue
AEHUE €10, BKAKOYAasl pacripepe-
A€HUe TPOCTPAHCTBA M MOLI-
HOCTM, a TaK)Xe MOHUTOPUHI
OKPY’KAIOLIE CPEeAbl AASl IIpe-
AOCTABA€HUS CTAaTUCTUKU UC-
noAb3oBaHus sHeprum. Oxsa-
TBIBa€T KOHTPOAD (PU3UYECKOrO
AOCTYHma " COOAIOAEHME BCeX
00513aTeABHBIX TIPAaBUA U HOPM,
KacCalolxcs 3A0pOBbsi U 0es-

OITAaCHOCTU Ha pa60Te.

KO 3nanme craHpapTOB, IpoO-
LIECCOB 1M AOKYMEHTALMM AASL
LIEHTPOB 00pabOTKM AQHHBIX

Cl VYmeHme onTMMMU3MPOBATH
9 PeKTUBHOCTD  3aIIOAHEHUS

IIPOCTPAHCTBA AAaTa-LEeHTpa

33. VYmpaBaeHue
(Quality management) QUMG

Ka4yeCTBOM

YrnpasaeHue KauyeCTBOM
yCTaHaBAMBaeT BHYTPU oOpra-
HU3ALUM KYABTYPY KauecTBa
U CUCTEMY IIPOLIECCOB M METO-
AOB pabOTBI AASL AOCTVIKEHUS
LjeAeil opraHmsauuu B obaa-
CTM KayecTBa. DTO BKAKYAET
B ce0sl mpUMeHeHNEe METOAOB
AASL MOHI/ITOpI/IHFa u yquuIe-
HUSI KaueCTBa AI0OOTro acrmekTa
byHkuun,

IIPOLIECCOB, MPO-

AYKTOB, YCAYT VIAM AQHHBIX.
AoCTUXeHMe UM TOAAepKaHue
COOTBETCTBUSA HALMOHAABHBIM
U MEXAYHapOAHBIM CTaHAAp-
TaM, B 3aBUCUMOCTU OT O0-
CTOSITEABCTB, U BHYTPEHHEN
MMOAUTUKU, B TOM YMCAE Kaca-
IOIEeNCs KayecTBa, OOCAYXU-

BaHUuA, yCTOI;[‘{]/IBOCT]/I u 6es-

OITAaCHOCTM.

K1 3HaHue MeTOAOB U CTaH-
AQPTOB MEHEAKMEHTA KaueCTBa.

K2 3HaHMe MeXAYHapOAHBIX U
HAL[IOHAABHBIX CTAHAQPTOB

C1 VYmeHue obecrneuntb Tpe-
OyeMblit OpraHM3aALYOHHBIN
YPOBEHb KayeCcTBa IIPOEKTOB,
KOMaHA 1 QYHKLMI

C2 Ymenue obecriequBaThb CO-
OTBETCTBME HALMOHAABHBIM U
MEeXAYHapOAHDBIM CTaHAAPTaM, B
3aBUCUMOCTH OT OOCTOSATEABCTB

C3 YMmeHMe ONpeAeAUTDb CTe-
TeHb COOTBETCTBUS IMOAUTUKU
B o0AacTu KayecTBa MOTpeOGHO-

CTAM M LI€ASIM OpraHm3sauumn
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34. O630p

(Conformance review) CORE

COOTBETCTBUA

HesaBucumass oleHka coOT-
BETCTBUSL AI0OOI A€ATEABHOCTH,
mpoliecca, pesyAbTaTa, Ipo-
AYKTa VAU YCAYTM KPUTEpUSIM
yKa3aHHbIX CTaHAApPTOB, Hau-
Ay4llell TPaKTUKU VAU APYTUX
3aAOKYMEHTMPOBaHHBIX  Tpe-
60oBaHMiT. MOXET OTHOCUTbHCH,
HanpuMep, K yIIpaBA€HUIO aKTH-

BaMM, MHCTPpYMEHTaM ceTeBOn

GesomacHoCTH, OpaHAMayspam
u UHTEPHET-6e30MacHOCTH,
YCTOVYMBOCTH, CHUCTEMAM pe-

AABHOTO BpeMeHH, paspaborke
NPUAOXKEHUI U CIIELMAABHBIM

ceprudpuKaTam.

KO 3nanme cTaHAapTOB, HOP-
MaTUBHBIX aKTOB M 3aKOHOAQ-
TEAbCTBA
cdepnr

C1l YmeHue OLeHUBATb COOT-

COOTBeTCTByIOLL[eIV/I

BETCTBME KOHKPETHOI AeATeAb-
HOCTU VAU pe3yAbTaTa (Hampu-
Mep, MHCTPYMEHTOB CeTeBON
0€30IacCHOCTY) KPUTEPUSIM yKa-
3aHHBIX CTAHAQPTOB

C2 YmeHMe omnpepeAUTb opra-
HU3ALVMOHHbIE TIPOLIEAYPBI AAS
CTOPOHHE} OLIeHKU AesITeAbHO-
CTU VAU pe3yAbTaTa

C3 YMeHue OnpeAeAuTb 30HBI
pucka M CrocoOCTBOBAaTbh UX
YMEHbILEHNIO

C4 VYwmenre cobuparp, COIO-
CTaBASITb, TIPOBEPSITb M aHa-
AV3MPOBATb 3alUCU B pPaMKax
ONpEeACACHHBIX CTpaTerui Te-
CTUPOBAaHUSA HA IPEAMET ITOA-
TBEPXKAEHMS COOTBETCTBUSA
AVIDEKTVMBAM YIIPAaBAEHUS VAU
BBISIBAEHUSI QHOMAABHBIX SIBAE-

HUN

35. CopcuHr
SORC

(Sourcing)

[TpepOCTaBA€HME — TIOAUTUKY,
BHYTPEHHMX CTAHAAPTOB U PEKO-
MEHAQUWII 10 3aKYIIKe VAU BBO-
AY B 9KCIIAYaTaLiI0 MTOCTABAsIe-
MBIX ¥ pa3pabOTaHHBIX BHYTPU
KOMITAHUM TPOAYKTOB U YCAYT.
ObecrieueHne  KOMMEPYECKOTO
YIIPaBAEHUSI, COOTBETCTBUS 3a-
KOHOAATEABCTBY 1 obecredeHne
MHPOPMALIOHHOMI Gesormac-
HoCcTU. BHeppeHme mpoueccos

3aKYIOK, COOTBETCTBYIOLINX

K1 3HaHye aAbTepHAaTUBHBIX
MOAEAeI TTOoMCKA MOCTABUIMKOB,
a TaloKe M0 MOAUTUKY U TIPO-
LieAypBI, OXBaTbIBawlue oTbop
MOCTABIIMKOB, TEHAEPBl U 3a-
KYTKUI

K2 3HnaHue aeiicTBylomIero 3a-
KOHOAQTEAbCTBY U MTOAUTUKU.

Cl VYmeHue aHaAU3MPOBATH
AQHHBIE AAS TOAAEPIKKM COTPYA-
HUYECTBA M COTAACOBAaHUA YyC-

AOBMIT, OTPaKaWIIMX MacuTab
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TpebGOBaHNAM, C TIOAHBIM yde-
TOM TpobAeM U MMIIEPAaTUBOB
KaK CO CTOPOHBI BBOAQ B 3KC-
[AYaTaLyIo, TaK U CO CTOPOHDI
nocraBuuka. VaeHtudukamys
U YIpaBA€HMEe IOCTABLIMKAMY
AAsL 06€eCIiedeH st YCIIEIHO AO-
CTaBKU IIPOAYKTOB U YCAYT, He-

00XOAMMBIX OM3HECY.

TpebOBaHUIT U CIIOCOOCTBYIO-
KX Xopouteit pabore
C2 YmeHue BbIOpaTh addex-

TUBHbIE CTPATEIruM yIPABACHUA

B3aMMOOTHOLIEHUSIMY C  TO-
CTAaBIMKAMM,  OXBATbIBAIOLIME
a¢ddexTUBHBIE OmNEpaLOHHbIE

OTHOLIEHM Ha BCEX YPOBHAX

36. VYmpaBAaeHMe IOCTaBLIU-
KaMu

SUPP

(Supplier management)

CoraacoBaHue LieAell U Aesi-
TEAPHOCTU OPraHM3aluu C I0-
CTaBILVKaMU CO CTPATErMsIMU U
[AQHaMU IOCTABLIMKOB, OasaH-
CUpOBKO# 3aTpar, 3ddexTus-
HOCTM U KauyecTBa OOCAYXKUBa-
YcraHoBAeHMe

HUAL pabounx

OTHOLIEHWI, OCHOBAHHBIX Ha
COTPYAHUYECTBE, AOBEPUN U OT-
KPBITOM OOIIeHNM, AASI TTOOLI-
pEeHUsST COBMECTHBIX MHHOBALIMI
U yAydIIeHUsl OOCAYKMBaHMA C
MOCTABIIMKaMU. YIIpexAamoliee
BOBAEUYEHME IOCTABIIUKOB AAS
B3aMMHOJ BBITOABI AASL  pas-
pelLIeHNsi OIepaLMOHHbIX WH-
LMAEHTOB, MpOOAEM, IIAOXOM
paboThl M APYIMX MCTOYHMKOB
KOH(AMKTOB. VIcnoabzoBaHue
YeTKMX IIyTeNl 3CKaAALU AAS
00CY)XAEHUST U pelleHus Mpo-
6aeM. VYipaBAeHue IIPOU3BO-
AUTEABHOCTBIO UM pPUCKaMU Y
HECKOABKMX MOCTABLIMKOB (BHY-
TPEHHUX U BHEIIHNX) C MICIIOAD-
30BaHMeM Habopa COrAacoBaH-

HBIX TTOKa3aTeAel.

K1 3naHme crparermit ympas-
AeHM ITOCTABIMKAMMI

C1 YmeHUe IPOBOAUTH MOHM-
TOPUHT U 0POPMASITH OTYETHI O
paboTe MOCTABILVKOB, YAOBAET-
BOPEHHOCTY KAVEHTOB U aHAAU-
3e pbIHKa

C2 VYmeHue YympaBAsITb IIO-
CTaBIIMKAMU AASl AOCTVDKEHUS
KAIOUEBBIX ITOKa3areAen adpdex-
TUBHOCTU Y COTAQCOBaHHBIX lie-
A€BBIX TIOKa3aTeAell, oIepauu-
OHHBIMM OTHOLIEHUSMU MEXAY
MOCTABUIMKAMU

C3 YmMeHue co3paBathb Cpeay, B
KOTOPOJ1 OpraHM3alus U ee 10-
CTaBIIVIK/A COTPYAHMYAIOT K UX
B3aMMHOJ BBIrOAe, obecreun-
Bas pasBUTHE U TIOAAEPKaHUe
MO3UTUBHBIX U 3} PeKTUBHBIX
paboyunx OTHOLIEHUI IO BCEN
L]eTI0YKe TOCTABOK

C4 YmeHMe ympaBASTb pUCKa-
MU, CBSI3aHHBIMU C MHGOpMaLM-
OHHOJ1 0e30I1aCHOCTBIO, Hempe-
PBIBHOCTBIO U LIEAOCTHOCTBIO

IIOCTAaBOK

37. KoHcyabrauusa crenyasn-

cra (Specialist advice) TECH

Paspa60TKa N UCIIOAB30BaHNeE

SKCIIEPTHBIX 3HAHUI B AKOOI

K1 3naHue rpanHui; cob6CTBEH-

HBIX CIT€eJMMAaAbHbIX 3HaHUI
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IPpMHUMATb peLIeHUA U IIPpeA-
MIPUHUMATD AEVCTBUS

C3 YMmeHMe OCyIeCTBASITb MO-
HUTOPVHI U ouel—u(y VIHULIATUB
110 0OMeHY 3HaHUSIMU

C4 YmeHue paspaborarb 00-
I[eOPTraHM3aLIOHHYI0 ~ CTpaTe-
TUIO YIIPABACHUS 3HAHUAMU AAS
cbopa, cucremarusalum U pas-
BuTHs MHbOpMALIMY, 3HAHUI U
VCTOPMIL OT COTPYAHMKOB, KAM-

€HTOB /I BHEILIHVIX ITAPTHEPOB

39. Crparernueckoe IAQHU-
poBaHue

ITSP

(Strategic planning)

Co3paHue, IOBTOPEHME U TOA-
Aep)KaHue CTpaTerny C LeAbIo
MpUBEAEHUST OPraHM3aLIOHHBIX
ACVICTBUIL, TIAAHOB U PeCcypCcoB
B COOTBETCTBUE C OM3HEC-1IeAs-
MU, a TaKKe paspaborka Iaa-
HOB IIPOABIVDKEHMSI BIlepep U
peaAmsanuy STONM CTPATETMMU.
Pabora c 3auMHTepeCOBAaHHBIMU
CTOPOHaMU AAS KOMMYHUKALIUK
U BHEAPEHMS CTPaTernyeckoro
YIPAaBAEHHUA C TIOMOILBIO LieAell,
MMOAOTYETHOCTY I MOHUTOPUHIA

nporpecca.

C1 YmeHMe yCTaHOBUTDb TOAU-
TUKY, CTaHAAPTBI M DPYKOBOASI-
e IPUHLUIIBL AASL XapakTe-
PUCTUMKM TOTO, KaK OPraHU3aLVs
IIPOBOAUT Pa3paboTKy cTpaTe-
I'MI U IAQHUPOBaHUe

C2 Ymenne paspaborarb, BHe-

APUTb U  NPOAHAAU3NPOBATH
IIpoLeCChl, O6eCHe‘II/IBaIOH.U/Ie
BKAKOYE€HINE CTpaTern4eckoro

yIpaBA€HUsA B YIpaBAe€HUYeCKUe
U OIlepaTVBHble MAAHBI OpraHu-
3aumn

C3 YMmeHnre co3paBarb CTpare-
MU C LIeABIO IIPMBEAEHMS opra-
HU3ALMOHHBIX AENCTBUI, IIAQ-
HOB 1 PECYPCOB B COOTBETCTBUE

C OU3HeC-1IeAsIMU

40. VYnpasaenue

(Asset management) ASMG

AKTBaMM

anaBAeHVIe JKN3HEHHBIM

LUMKAOM  BCEX  YIIPABASIEMBIX
aKTMBOB (ammapaTHoe U TIpo-
rpaMMHoOe obecriedeHune, UHTeA-
AEKTYaAbHasE  COOCTBEHHOCTb,
AVLEH3MM, TapaHTUM U T. A.)
BKAIOYAsI

6630HaCHOCTb, MH-

BE€HTapusauynw, COOTBETCTBUE,

KO 3HaHMe OCHOB KyppPUKYAY-
ma CSec2017

K1 3HaHMe MeXAYHapOAHBIX U
HaIlIOHAABHBIX CTAHAQPTOB AAST
yIpaBAeHUsI aKTMBaMM (aHAAO-
rinynbix ISO cepuu 55000)

K2 3HaHMe MeXAYHapOAHBIX U

HALJVIOHAAbBHBIX CTaHAQPTOB IIO
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UCIIOAB30BAHME U YTUAU3ALMIO,
C LeABI0 3alUTBI U 3aIUTHI
nopTdeasi KOpIOPATUBHBIX aK-
TUBOB, ONTMMM3ALIMM OOLIEeN
CTOMMOCTY BAAAEHUS U yCTOM-
YMBOCTY 32 CUET MUHMMUBALUA
OIEPALIIOHHBIX 3aTPaT, YAy4llIe-
HUSI MHBECTULIVIOHHBIX PelIeHNi
U UCIIOAb30BAHMUA MOTEHLIMAAD-
HBIX BO3MOKHOCTEI.
Vcroab3oBaHue MeKAYHAPOA-
HBIX CTQHAAPTOB AASI YIPaBAe-
HUSL aKTMBaMy (QHAAOTMYHBIX
ISO cepum 55000) u TecHas
MHTerpauus Cco CTaHAAPTaMM,
CBSI3aHHBIMM C 0€30IaCHOCTBIO,
U3MEHEHVUSIMM U YIpaBAEHU-
eM Koudurypauusamu (aHa-
AornuHbix ISO cepuu 61508)
AASL  YAYYILEHHO pa3paboTKu

YHIPaBAC€HUA aKTVBaAMU.

(bYHKLMOHAABHOII ~ Oe30mMacHoO-
ctu cucteM (aHaAormdHbIX 1SO
cepuu 61508)

K3 3HaHMe MeXAYHapOAHBIX U
HAL[IOHAABHBIX CTAHAAPTOB AASI
yIpaBAeHUs] pucKaMu (aHaAo-
riynbix 1SO cepuu ISO 31000)

K4 3HaHue COBpeMeHHBIX Me-
TOAOB B 00AaCTM aHaAM3a pu-
CKOB

C1l YMmeHue uCrnoAb3oBaTh Ha
IIPaKTMKe CTAaHAAPTHI B 00AACTHU
yIpaBAEHUsT aKTUBAMM, OLIEHKU
GYHKIMOHAABHON ~ 6e30macHo-
CTU CUCTEM, YIIpaBAE€HMs PUCKa-
My (QHAAOTMYHBIX CTAHAAPTAM
ISO cepuit 55000, 61508, 31000)

C2 YMmeHue NpUMeHATb COBpe-
MeHHbIe METOABI B 00AACTM aHa-

AN3a PUCKOB Ha IMPaKTUKeE

B 3aKkAl0UeHMe TOABEAEM UTOT IIPOAEAAHHOI B AQHHOIT TAaBe pabore.

1. ,A,AH NMpEACTAaBAEHNA obaacTu AEATEAbHOCTH, CBSI3aHHOI C BOIIpOCaMU KU-

6ep6eSOHaCHOCTI/I, IMPEAAOXKEHO CITOAb30BAaTh A3bIK M COOTBETCTBYIOLINME CTAHAAP-

ThI LM PPOBBIX HABBIKOB AASA MHPOPMaLMoHHOro Beka SFIA 7.

2. VI3 moAHOro cnipaBoyHrKa HaBbIKOB SFIA 7 BbipeaeHbI 50 HABBIKOB, UMEIOLUX

OTHOILIEHME K PELIEHNIO 3aAaY KI/I6€p6€30HaCHOCTI/II

- Ipynma A, B KOTOPYIO BKAIOYE€HDbI HAaBbIKM, MMEKOIINE IIPAIMOE€ OTHOILIEHME K

npodeccun o uHbopmaimoHHoir 6ezomnacHocTu (10 HaBBIKOB),

- Ipynima B, CoA€prKalljasl HaBbIKM, B paMKaX KOTOPbBIX PELIalTCA OTAEAbHbIE 3a-

Aauu, CBsI3aHHbIE C MHGOPMAI[MOHHOIT 6e30MmacHOCThI0 (40 HaBBIKOB).

3. AAs HaBBIKOB 13 rpynmsl A 1 rpynmsl b cdopmyAanpoBaHbl TpeOOBaHMA K 3Ha-

HUSIM Yl YMEHMSIM, KOTOPbIe IIPEACTAaBAEHBI B BUA€e Tabany 7.1 n 7.2.
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8. MoaeAu 00AaCTU UCCACAOBAHMIT, 3HAHUIL I TEXHOAOTMI AAS
Kubep6e3onmacHOCTH

B AQHHOM pa3spese pacCMOTpPeHbI HanboAee N3BECTHBIE APXUTEKTYPHbIE MOAEAU
KnOep0Oe30MmacHOCTY KaK HAyYHO-TIPUKAAAHON 00AACTU 3HAHMIL, MCCAEAOBAHUIT U
TEXHOAOTUI. B yacTHOCTH, pacCMOTpeHbI;

- eBporeiickas TakcoHomus kubepoesomnacHoct 2019 (A Proposal for a European
Cybersecurity Taxonomy),

- apxuteKkTypa cBop npodeccronaapHbix 3Haumit CyBOK (The Cyber Security
Body of Knowledge Version 1.0, 31st October 2019),

- Cucrema kaaccudukauu ACM,

- NIST CSRC TakcoHOMUs,

- Takconomus IEEE,

- Takconomus pabouux rpymm IFIP TC11,

- OCHOBHbIE MEXXAYHaPOAHbIE M HALMOHAABHBIE CTAHAAPTHI K1bepbe30macHOCTH.
8.1 IlpepAorKeHUeE MO €BPOMEiCKO TaKCOHOMUY KubepoesomacHoctu 2019
(A Proposal for a European Cybersecurity Taxonomy)

B pokymeHnTe [47] Kubep6e30macHOCTbh pacCMaTpUBAETCsS KaK MEXAMCLMIIAK-
HapHast 00AACTh, KOTOPasI SBASIETCS KaK 00AACThI0 aKaAeMUIECKUX VICCAEAOBAHMIL,
TaK ¥ MHOTOI'PaHHOM 00AQCTBIO, OXBATHIBAIOLIEN MHOKECTBO AUCLIAIIAUH OT TEXHU-
YeCKMX AO COLIMAABHBIX U KYABTYPHBIX, & TAK)XXe MPOU3BOACTBEHHBIX U MOAUTUYE-
CKMX aCIIeKTOB.

OOwuM onMcaHeM CTOAb MHOTOIPAHHOI HAyYHO-TIPUKAAAHOV 00AACTY MOXKET
CAY>KUTb €€ apXUTEKTYPHbII 00AMK, B YACTHOCTHU, TAKCOHOMMS, T.€. CUCTEMA KAACCHU-
buKauMy AOMEHOB 3HAHMI U TEMaTUYECKUX pasAeAoB. B paccmarpuBaemom oTye-
Te TPEAAO’KEHA METOAOAOTHS, IPUHSTAS AASI TOCTPOEHMS 0011Ieil MOAEAU 0bAaCTU
KnOep0Oe30macHOCT B BUAE TaKCOHOMMU. B oT4eTe MOAPOOHO OmMCcaHbl KOHLEIN-
TyaAbHbl€ OCHOBBI METOAOAOTMM U caMa IpepararaeMas Takconomusi. Kpome toro,
IIPEACTaBAEHBI PYKOBOASILIME YKa3aHMsI 10 MICIIOAb30BAHMIO 3TOI TAKCOHOMUM.

OCHOBHOe HasHA4YeHUe MPEAAATAEMON TAKCOHOMUM COCTOUT B TOM, YTOOBI CU-
CTEeMATU3UPOBATh UCIIOAB30BAaHME AOCTYITHBIX €BPOIEMCKMX KOMIIETEHL[MI B 00AQ-
CTU KnbepOe30rnacHOCTH, abCTParupysiCh OT MPOAYKTOB, YCAYT U IIPOLIECCOB Kubep-
0€e30MacHOCTHU, BKAIOYAsI OMEPal[OHHbIE AeCTBU. [[pUHLIMIIMAABHBIM pellleHeM
IpY TIOCTPOEHUM TAKCOHOMUU SIBASIETCSI CTPYKTYPMpPOBaHNUe 3HAHUEBBIX KOMIIO-
HEeHT (KOMIIOHEHT 3HaHMIT) KMOepOe30macHOCT B MHOTOMEPHOM IIPOCTPAHCTBE,
M3MepEeHMsI KOTOPOT'O OXBATHIBAIOT HE TOABKO OCHOBHbIE U TPAAULIIOHHBIE 00AACTY
VICCAEAOBAHMUIL, @ TAK)KE OTPACAEBbIE CEKTOPA U IPUAOXKEHUSI.

Puc. 8.1.1 rpaduyecku n3o0paxxaeT MpeaAaraeMyio TPeXMepPHYI0 TaKCOHOMMUIO,
AOMEHBI KOTOPOJI pa3MelleHbl B CAEAYIOIIMX TPEX M3MepEeHMSIX:

* O6AaCTM MCCAEAOBAHMI PA3AMYHBIX aCIIEKTOB K1OepOe30macHOCTI. BKAIOYAs
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yeAOBeYEeCKle, IPABOBbIE, STUYECKE I TEXHOAOTMYECK/E 00AACTH.

* CeKTOpBI OTpacAeil, MpeAToAaramliie He0OXOAMMOCTb PACCMOTPEHMsI pas-
AVYHBIX TpeboBaHMiT 1 mpobaeM KrbepOe30macHOCTH (C YeAOBEYECKOI, IOpUAMIe-
CKOJ M 9TUYECKOII TOYeK 3peHNsT), IPUMePaMy KOTOPbIX SIBASIIOTCSI SHEPIeTUYEeCKUIL,
TPAHCIIOPTHBI UAY HUMHAHCOBBIN CEKTOPA.

* TexHOAOrMM, UCTIOAB3YEMBIE B MHTEPECAX CO3AAHUS PAa3ANYHBIX TPUAOKEHUI
Yl pa3BUTHsI OTPACAEBBIX CEKTOPOB U MPEABSIBASIOLIE TpeboBaHuUs K Kubepbe3o-
MMACHOCTM, COOTBETCTBYIOLIJI€ TEXHOAOTMYECKMM ACIIEKTaM.

Sectors
Audiovisual and Media
Defence , ’

Energy

Financial

Food and Drink Industry !
Gavernment 4

Manufacturing and Supply Chain

PucyHoxk 8.1.1 Ipapuueckoe mpeacTaBA€HVE TPEXMEPHON TAKCOHOMUM K1bepoe-
3omacHocTu [47].

PaccMoTpuM cocTaB MOAAOMEHOB TaKCOHOMMUM IO KXKAOMY U3 ONpPEAEAEHHBIX
BbILIIE €€ U3MEpPEeHMIL.
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1) O6aacTu uccaepoBaHNsI KuOEpOE30MaCHOCTU BKAKYAKT CAEAYIOIIue

nmoppomensl (Ta6. 8.1):

Tabauna 8.1

O6AacTi UCCAEAOBAHMS U 3HAHUI Kbepbe3omnacHOCTH

1. Assurance, Audit, and Certification:
- Assurance;

- Audit;

- Assessment;

- Certification.

TapaHTns, ayAnT 1 cepTUdUKALISL

(DTOT AOMEH OTHOCUTCSI K METOAOAOTVISIM, CTPYK-
TYpaM U MHCTPYMEHTAM, KOTOPbIE AQAIOT OCHOBAHIE
AASI YBEPEHHOCTH B TOM, YTO CUCTEMBL, [IPOrPaMM-
HOe 0becrieueHne, YCAYTH, TIPOLIECChl AU CETU Pa-
60Ta0T MAYM OBIAY Pa3paboTaHbI AAST PabOTHI C XKe-
AQEMOII LIEABI0 6€30MaCHOCTY MAU B COOTBETCTBUM
C OIPEAEAEHHOV IIOAUTUKON O€30MaCHOCTH):

*  rapaHTUsL;

°  ayAuT;

*  OLIEHKQ;

*  cepruduKays

2. Cryptology (Cryptography and Crypt-
analysis):

- Asymmetric cryptography;

- Symmetric cryptography;

- Cryptanalysis methodologies, techniques
and tools;

- Functional encryption;

- Mathematical foundations of cryptography;

- Crypto material management (e.g. key
management, PKI);

- Secure multi-party computation;

- Random number generation;

- Digital signatures;

- Hash functions;

- Message authentication;

- Quantum cryptography;

- Post-quantum cryptography;

- Homomorphic encryption.

Kpunrosorus (kpunrorpadpusi u Kpumroa-
HaAU3):

Kpumnroaorusi BKAlOYaeT Kpunrorpapuio u
KpUNTOaHaAM3. B 3Ty mop00AacTh BXOAAT Mare-
MaTUYeCKUe aCIeKTbl KPUIITOAOTUM, AATOPUTMU-
YyecKue aCMeKThl, X TeXHUYECKasl peaAusaLys 1
MHPACTPYKTYPHbIE apXUTEKTYPbI, 8 TAKXKe pea-
AM3alusl KPUITOAHAAUTUYECKUX METOAOAOIMIA,
METOAOB U MHCTPYMEHTOB):

°  aCUMMeTPUYHAsI KPUIITOrpadusi;

* cuMMeTpuU4Hasi Kpunrorpadus;

* METOAOAOTMY, METOAUMKU U MHCTPYMEHTbI
KPUIITOAHAAN3Y;

*  GYHKUMOHAABHOE HINPPOBaHNE;

* MaremaruyecKye OCHOBbI KpuIrrorpaduu;

* yIpaBAeHMe KPUIITO-Marepuasamy (Hampu-
Mep, ynpaBAenye Karoyamy, PKI);

* MHOTOCTOPOHHIUE;

* reHepaLys CAYYalHbIX YVCEA;

* uudpoBbie MoOAINCY;

*  X3-QYHKLUM;

* ayreHTHUKALMS COOOLIEHNIT;

* KBaHTOBas Kpunrorpadus;
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* IIOCTKBAHTOBas Kpumrorpadus;

* romomopdHoe umdppoBaHue

3. Data Security and Privacy:

- Privacy requirements for data management
systems;

- Design, implementation, and operation of
data management systems that include security
and privacy functions;

- Anonymity, pseudonymity, unlinkability,
undetectability, or unobservability;

- Data integrity;

- Privacy Enhancing Technologies (PET);

- Digital Rights Management (DRM);

- Risk analysis and attacks with respect to
de-anonymization or data re-identification (e.g.
inference attack);
via

- Eavesdropping  techniques

(e.g.
electromagnetic radiation, visual observation of
blinking LEDs, acoustic;

- Data usage control.

Be3onmacHOCTh AQHHBIX U KOHQPUAEHIUAAD-
HOCTB (DTOT AOMEH BKAKOYAET BOIPOCHl 0Oe3-
OTACHOCTU U KOH(UAEHIMAABHOCTH, CBSI3aHHbIE
C AQHHBIMU, AASL TOTO, YTOOBI (2) YMEHBIIUTD UAU
n30eXaTb MyTEM CO3AQHVSI PUCKOB AAsL KOHGU-
AEHLIMAABHOCTU U LIEAOCTHOCTU UAU (0) peAoT-
BPATUTh 3A0YNIOTPeOAEHIIE AQAHHBIMM ITOCAE TOTO,
KaK K HUM OYAyT 0Opaiarbcsi yIIOAHOMOYEHHBIE
AULA):

* TpeboBaHMSI KOHPUAEHUUAABHOCTU AASL CU-
CTeM YIIPaBAEHVSI AQHHBIMI;

* paspaboTKa, BHEAPEHNE U SKCIIAYaTaLVIsl CUA-
CTEM YIPaBAEHUSI AQHHBIMY, KOTOPbIE BKAIOYAIOT
byHKIMM 0€30MacHOCTU U KOH(PUAEHMAABHO-
cTu;

* QAQHOHMMHOCTb, IICEBAOHUMHOCTb, Heo0s3a-
TEAbHOCTb, HEOOHAPY>KMMOCTb VAU HEHaOAIAQ-
€MOCTb;

* I1IeAOCTHOCTb AQHHBIX;

* TEXHOAOTMU TMOBBILIEHUS] KOH(MUAEHIIMAAD-
Hoctu (II2T);

* ynpaBAeHue Ludposbivu npaBamu (DRM);

° aHaAM3 DUCKOB U aTaK B OTHOLIEHUU Aea-
HOHUMM3ALMU VAU TIOBTOPHOI MAeHTUdMKaLmm
AQHHBIX (HalpuMep, aTaka AOTMYEeCKOTO BHIBOAA);

° TeXHUKA IlepexBara CeTeBBbIX COOOLIeHMI
(HampuMep, ¢ TIOMOIbI0 SAEKTPOMATHUTHOTO U3-
Ay4eHUs], BU3yaAbHO€E HaOAIOAEHVE 32 MUTAOLN-
MU CBETOAMOAAMM, AKYCTUIECKII)

® KOHTPOAD UCIIOAb30BAHVA AAHHDIX;

4. Education and Training:

- Higher Education;

- Professional training;

- Cybersecurity-aware culture (e.g. including

children education);

- Cyber ranges, Capture the Flag, exercises

O6pasoBanne u obyuenre (ITporecc 0byuenns
NPUOOPETEHNIO 3HAHMIL, HOY-Xay, HAaBBIKOB U /
VAYM KOMIIETEHLMI, HEOOXOAMMBIX AASI 3QLUUTBI
CeTeBBbIX U MHPOPMALMOHHBIX CUCTEM, UX MOAb-
30BaTeAell U OTAEABHBIX AML OT KuGepyrpos)

* BbIClilee 0Opa30BaHuE;
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simulation platforms, educational/training tools,
cybersecurity awareness;
- Education methodology;

- Vocational training.

* npocdeccroHaAbHBII 00yUeHIE;

* KyAbTYpa KubepbesomnacHOCTM (HampuMmep,
obOpasoBaHue AeTein);

* Kubep-AMamasoHBbl, 3axBaT Qaara, yrpaxHe-
HUSL, TAAT(OPMBI AASI MOAECAMPOBAHYISI, CPEACTBA
00yueHust / 0OyyeHUs:, OCBEAOMAEHHOCTb O KU-
6epbesonacHoCT;

*  METOAOAOIMS 00y4YeHUs;

* npodeccruoHaAbHOE 00yyeHue.

5. Human Aspects:
- Accessibility;
- Usability;
- Human-related risks/threats (social
engineering, insider misuse, etc.)

- Socio-technical security;

- Enhancing risk perception;

- DPsychological models and  cognitive
processes;

- Forensic cyberpsychology;

- User acceptance of security policies and
technologies;

- Automating security functionality;

- Non-intrusive security;

- Privacy concerns, behaviours, and practices;

- Computer ethics and security;

- Transparent security;

- Cybersecurity profiling;

- Cyberpsychology;

- Security visualization;

- Gamification;

- Human aspects of trust;

- Human perception of cybersecurity;

- History of cybersecurity.

YeaoBeueckue acrnekthl  (BsaumopeicTBue
MEXAY STUKON, COOTBETCTBYIOIIUMM 3aKOHAMHU,
MpaBUAAMUY, TIOAUTHKON, CTAHAAPTAMHU, TICUXOAO-
rueit u YeAOBeKOM B chepe KubepOes3onacHoCTn):

*  AOCTYIIHOCTb;

*  103a0UAUTY;

* 4YeAOBevyecKue pUCKU / yrpossl (ColmaAbHast
UHXKEHEPUs, 3A0YINOTpeOAeHNe MHCAMAepaMU 1
T.A.);

*  COLMAaAbHO-TEXHUYECKasi 0e30MaCHOCTb;

*  yAy4llleHVe BOCIPUSTUS PUCKa;

* ICUXOAOTMYECKME MOAEAU U KOTHUTUBHBIE
MIPOLIECChI;

*  cyaebHast KMOepICUXOAOT IS

* IPUHATHE TOAb30BATEAEM MOAUTHK U TEXHO-
Aoruit 6e30MacHOCTH;

* aBromarmsauus QyHKLuI 6€30IacHOCTH;

* HeHaBs34yMBasi 6€30I1ACHOCTE;

*  BONPOCHI KOHPUAEHLMAABHOCTH, [TOBEAEHUSI
U NIPaKTUKY;

* KOMIIbIOTEPHAS 9TUKA U O€30I1aCHOCTH;

* npospavHasi 6€30MaCHOCTb;

* npoduaupoBaHue Kubepbe3onacHoCTy;

*  K1OEpIICUXOAOTUSE;

* BuU3yaAusauus 6e30MacHOCTY;

* urpoduKaLus;

* 4YeAOBeYecCKye acIeKThl AOBEPS;

® BOCIIpUATVIE YEAOBEKOM K]/I6ep6eSOHaCHOCTI/I;

* ucTopus KubepbesonacHOCTH.
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6.

- Identity and attribute management models,

Identity Management:

frameworks, applications, technologies, and tools
(e.g. PKI, RFID, SSO, attribute-based credentials,
federated IdM etc.);

- Protocols and frameworks for authentication,
authorization, and rights management;

- Privacy and identity management

(e.g.
privacy-preserving authentication);

- Identity management quality assurance;

- Optical and electronic document security;

- Legal aspects of identity management;

- Biometric methods, technologies and tools.

VnpaBaenue napeHTudukanueii (3ToT AOMeH
OXBaTbIBaeT IIPOLIECCH U MOAUTUKY, CBSI3aHHBIE
C ympaBA€HMEM >KM3HEHHBIM LMKAOM U 3Hade-
HYUEM, TUIIOM Y HeOOs3aTeAbHBIMM MeTaAaHHbI-
MU aTpUOYTOB B MAEHTU(UKATOpAX, U3BECTHBIX
B KOHKpPeTHOM AoMeHe. Kpome Toro, oH Takxe
paccMaTpuBaeT acleKThl YIPAaBAEHMS AOCTY-
IIOM, BKAIOYasl ayTeHTU(UKALUIO, aBTOPU3ALNIO,
KOHTPOAb AOCTYyNa (U3NYECKUX AWML U CMapT-
00BEKTOB P AOCTYIIE K pecypcaM. DTU Ipobae-
MBI MOTYT BKAIOYaTb ¢usmyeckue u 11dpoBble
9AEMEHTHI CUCTEM ayTeHTUPMKALMY U PaBOBbIe
ACIIeKTBI, CBsI3aHHbIe C COOAIOAEHMEM 1 TIPABO-
[pUMEeHEHVEeM):
nHGPaCTPYKTYPHI,
TEXHOAOTMM Y MHCTPYMEHTBI YIIPaBACHUA UAEH-

°  MoAeAl, [IPUAOYKEHNS,
tuduxauuein u arpubyramu (Hampumep, PKI,
RFID, SSO, arpubyTthl Ha OCHOBe aTpUOYTOB, de-
aepatuBHbii [AM u T.A.);

* NPOTOKOABI U CTPYKTYPBI AASL ayTEeHTU(UKA-
LM, aBTOPU3ALVM U YIPABAEHVsI IIPaBaMuy;

* ympaBAeHME  KOHQMAEHLMAABHOCTBIO U
npeHTuduKalmen (Hanpumep, ayreHTupuUKaLus,
COXpaHsIIOLIAst KOHQUAEHLMAABHOCTD);

* obecrieyeHye KauecTBa ypaBAeHNMsI UAEHTU-
dukayuerr;

* ONTMYECKas] U DAEKTPOHHAs 3aIUTa AOKY-
MEHTOB;

* MpaBOBblE ACIEKThI YIIPABAECHMS MAEHTUDU-
Kauuei;

° 6mome'rp1/mec1<me METOADI, TEXHOAOTUM U MH-

CTPYMEHTHI.
7. Incident Handling antd Digital| O6pa6orka wuHnuAeHTOB M nudposas
Forensics KPUMMHAAUCTUKA (3TOT AOMEH OTHOCUTCS
- Incident analysis, communication, | K TeopusaM, MeTOAAM, UHCTPYMEHTaM M IIpoO-

documentation, forecasting (intelligence based),

response, and reporting;

- Theories, techniques and tools for the

eccaM AAsl  uAeHTudukauuu, cbopa, c6o-
pa U CcOXpaHeHUs] LUPPOBBIX AOKA3aTEAbCTB):

* aHAAUM3 MHIMAEHTOB, KOMMYHMKALINY,
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identification, collection, attribution, acquisition,
analysis and preservation of digital evidence
(e.g. code authorship and attacker identification,
provenance  assurance,  digital  evidence
correlation, digital evidence triage);

- Vulnerability analysis and response;

- Digital forensic processes and workflow
models;

- Digital forensic case studies;

- DPolicy issues related to digital forensics;

- Resilience aspects;

- Anti-forensics and malware analytics;

- Citizen cooperation and reporting;

- Coordination and information sharing in the

context of cross-border/organizational incidents.

AOKYMEHTUPOBaHMsI, IPOTHO3MPOBAHME, pearu-
pOBaHIe M OTYETHOCTb;

* TEOpMU, METOABL ¥ MIHCTPYMEHTBI AASI MAEH-
tudukauuy, cbopa, npucBoeHus, cbopa, aHaausa
Y COXpaHeHus LUPPOBBIX AOKA3aTEABCTB (HaIpu-
Mep, aBTOPCTBO KOAQ U MAEHTUGDUKALMS 3A0Y-
MBIIIAEHHIKA, TIOATBEP>KAEHVE MTPOMCXOXKAEHNS,
Koppeasitysi uMdpPOBBIX AOKA3aTEABCTB, COPTU-
POBKa Lin(pPOBBIX AOKA3aTEABCTB);

*  QHAAM3 YSI3BMMOCTU U pearvpoBaHIE;

* uudpoBble KPUMMHAAUCTUIECKIE TTPOLIECCHI
U MOAEAM AOKYMEHTO000POTa;

* uudpoBble CyAeOHO-MEAULIMHCKIE MCCAEAO-
BaHIS;

* BOIPOCHI TIOAUTHUKY, CBSI3aHHBIE C LU(POBOIL
KPUMVHAAUCTUKOI;

*  aCIeKThI YyCTONYUBOCTHY;

*  QHTU-KPUMUHAAMCTUKA M aHAAU3 BPEAOHOC-
HBIX IIPOrPaMM;

* TPAKAAHCKOE COTPYAHMYECTBO U OTYET-
HOCTB;

*  KOOpAMHALMs ¥ 00MeH MHbOpMalMelt B KOH-
TEKCTEe TPAHCI'PAHUYIHBIX / OpraHMN3alMOHHbIX VH-

LIUAEHTOB.

8. Legal Aspects:
- Cybercrime prosecution and law
enforcement;

- Intellectual property rights;
- Cybersecurity regulation analysis and design;
of

(cybercrime) and security violations;

- Investigations computer crime
- Legal and societal issues in information
(e.g. digital

forensics, cybersecurity litigation).

security identity management,

IIpaBoBBIe acIeKThI (3TOT AOMEH OTHOCUTCS K
[IPABOBBIM U STUYECKUM ACIEKTAM, CBSI3aHHBIM C
HeNpPaBOMEPHBIM MCIIOAb30BAHMEM TEXHOAOTUIL,
HE3aKOHHBIM DAaCIpOCTPAHEHNEM U / MAM BOC-
[IPOM3BEAEHMEM MAaTEPMAAOB, OXBATHIBAEMbIX
[paBaMM MHTEAAEKTYaAbHON COOCTBEHHOCTH,
U CODAIOAEHNEM 3aKOHOAQTEABCTBA, Kacarolie-
rocsi KubepnpecTynmHocT U LudpOBBIX IMpaB):

* cyAebHOe mpecaepoBaHme 3a Kubeprpe-
CTYIIHOCTb M TIPAaBOOXPAHUTEABHbIE OPraHBI;

° @paBa MHTEAAEKTYaAbHOI COOCTBEHHOCTH;

* QHAAM3 U IPOEKTMPOBAHME DETrYAUPOBAHMS

K1bepbe3onacHoCTy;

°  paccAeAOBaHMs KOMIIbIOTEDHBIX NPEeCTyIAe
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HUiT (KMOepIpecTymHOCTb) U HapylleHuit Oes-
OIIaCHOCTY;

* [paBOBble U COLMAAbHbIE BOIPOCHL B 06AQ-
¢t MHQpOPMaUMOHHON 6e30macHOCT (Hampu-
Mep, yIpaBAeHUue MAeHTUUKauyein, unupposast
KPUMUHAANUCTUKA, CYA€OHbIe IMPOLIECCHI IO Ku-

6epbe3onacHoOCTH).

9. Network and Distributed Systems

- Network security (principles, methods,
protocols, algorithms and technologies);

- Distributed systems security;

- Managerial, procedural and technical aspects
of network security;

- Requirements for network security;

- Protocols and frameworks for secure
distributed computing;

- Network layer attacks and mitigation
techniques;

- Network attack propagation analysis;

- Distributed systems security analysis and
simulation;

- Distributed consensus techniques;

- Fault tolerant models;

- Secure distributed computations;

- Network interoperability;

- Secure system interconnection;

- Privacy-friendly communication
architectures and services (e.g. Mix-networks,
broadcast protocols, and anonymous
communication);

- Network steganography.

CeTeBble U pacnpepeAeHHble CHCTeMbI
(PesomacHOCTh ceTu CBsI3aHA C aMMapaTHbIMU
CpeACTBaMU, IPOTPaMMHBIM ObecriedeHueM, 6a-
30BBIMU ITIPOTOKOAAMU CBSI3M, CTPYKTYpOI1 ce-
TEBOrO Kappa u (pakTopaMu CeTH, CBSI3aHHBIMMU
¢ mexanusmamu [VMICTOYHMK MCO / MK
TR 29181-5]. VMudopmanmonnast 6e30macHOCTb
B CETEBOM KOHTEKCTE MMEET AEAO C LIEAOCTHO-
CTBI0 AQHHBIX, KOHPUAEHLMAABHOCTDIO, AOCTYII-
HOCTBIO U HEBO3MOKHOCTBIO OTKa3a, IOKa OHU
[ePeAAIOTCs M0 ceTu. PacmpepeaeHHas! cucrema
— 5TO MOAEAb, B KOTOPOIl KOMIIOHEHTbI, pac-
MOAOXKEHHbIE HAa CEeTEBbIX KOMIIbIOTEpAX, B3au-
MOAEVICTBYIOT U KOOPDAVHUPYIOT CBOU AEICTBUS
IIyTeM IIepeAadr coobIeHniT. B 5ToM KOHTeKCTe
K10ep0e30nacHOCTh OXBAThIBAE€T BCE ACIEKTHI
BBIYMCAEHUIT, KOOPAMHALMM, LIEAOCTHOCTU CO-
001eHNI, AOCTYITHOCTH U (IIpM HEOOXOAMMOCTH)
KOH(UAEHLMAABHOCTY. AyTeHTUUKALUA  CO-
00LIeHNsT TaK)Ke HAXOAUTCS B cepe AenCTBUs):

e ceTeBass 0e30macHOCTb (NMPUHLMIIBL, Me-
TOADI, TIPOTOKOABI, AATOPUTMbI U TEXHOAOTUMN);

*  0e30macHOCTb

pacripeA€A€HHbIX  CUCTEM;

® YIpaBA€H4YECKME, TIpOLICAYPpHbIE U TeX-

HUYECKUe acIeKTbl CeTeBOM 6830HaCHOCTI/I;

e TpeboBaHMsA K  0e30ImACHOCTU  CeTy;

* MPOTOKOABI U maarpopmbl AAsL  Ges-

OITAaCHbIX pacnpeAeAeHHbIX BBIYMICAEHUIL;
® aTakKM Ha CEeTEeBOM YPOBHE€ U METOAbI UX
YCTpaHEHN:;

® QAHAAM3 PACIIPOCTPAHEHM CETEBbIX ATAK;
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*  aHAAM3 ¥ MOAEAMPOBaHUe 0€30MacHOCTI
pacrpeAeAeHHbIX CHCTeM;

* METOABI PaCIPeAEAEHHOTO0 KOHCEHCYCa;

* OTKa30yCTOIYMBbIE MOACA;

* 0e3omacHble paclpeAeAeHHbIe BBIUMCAEHNS;

* COBMECTUMOCTD CeTH;

* 0e30MacHOe COEAMHEHE CUCTEMBI;

*  APY)KeCTBeHHbIe K KOH(DUAEHLMAABHOCTYI
KOMMYHMKAIVIOHHbIE aPXUTEKTYPbI U CEPBUCHI
(Hanpumep, Mix-ceTy, IMPOKOBEIATEABHbIE
IIPOTOKOABI 1 QHOHMMHASI CBSI3b);

*® ceTeBas CTeraHorpacme.

10. Security Management and Governance

- Risk management, including modelling,
assessment, analysis and mitigations;

- Modelling of cross-sectoral
interdependencies and cascading effects;

- Threats and vulnerabilities modelling;

- Attack modelling, techniques, and
countermeasures (e.g. adversary machine
learning);

- Managerial aspects concerning information
security;

- Assessment of information security
effectiveness and degrees of control;

- Identification of the impact of hardware
and software changes on the management of
Information Security;

- Standards for Information Security;

- Governance aspects of incident
management, disaster recovery, business
continuity;

- Techniques to ensure business continuity/
disaster recovery;

- Compliance with information security and
privacy policies, procedures, and regulations;

- Economic aspects of the cybersecurity

ecosystem;

VipaBAeHUe U PYKOBOACTBO 6e30IacHO-
CTBIO (AEATEABHOCTb IO PYKOBOACTBY U yIIPaB-
AEHUIO BKAIOYAET METOAOAOTMM, IPOLIECCHl U
MHCTPYMEHTDI, HAIIPABAE€HHBIE HA COXPaHEHue
KOH(MAEHLIMAABHOCTH, LIEAOCTHOCTU U AOCTYII-
HOCTM MHbOpMALMY, a TaKXKe APYTMX CBOJCTB,
TAKMX KaK IOAAMHHOCTb, IOAOTYETHOCTD I OTKA3
ot aBropcrBa [MICTOUYHNMK MICO/M3K 27000]):

*  yIpaBAeHNe DUCKaMU, BKAIOYAsS MOAEAU-
pOBaHIe, OLIEHKY, aHAAM3 UM CMSTYEHUE TTOCAEA-
CTBUIL;

*  MOAEAMPOBaHME MEXXOTPACAEBbIX B3aMMO3a-
BMCYMOCTEN U KaCKaAHbBIX 3¢ deKTOB;

* MOAEAMPOBAHNE yIPO3 U YA3BUMOCTENL;

*  MOAEAMPOBaHIE aTaK, METOADBI I KOHTPMepPbI
(HammpuMep, MalIMHHOE 00Oy4YeHIe IPOTUBHIKA);

* yIpaBA€HYECKUe aCMEKThI, KaCALIMeCs VMH-
dbopmaLmoHHO 6e30MacHOCTY;

* oueHka 3pPpeKTUBHOCTU MHPOPMALMOHHOM
6€30ITaCHOCTH U CTENEH KOHTPOAST;

* OIpepeAeHIVe BAUSHMS M3MEHEHUI alapar-
HOTO M TPOrPaMMHOT0O 00€eCIIeYeH sl Ha yIIpaBAe-

He MHPOPMALMOHHOI 0€30IaCHOCTLIO;
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- Privacy impact assessment and risk
management;

- Processes and procedures to ensure device
end-of-life security and privacy (e.g. IT waste
management and recycling);

- Capability maturity models (e.g. assessment

of capacities and capabilities).

e craHAapThl MHGOPMALMOHHON 0e30IacHo-
CTI;

* aCIeKTbl YNpaBAeHUs WHLUMAEHTaMMU, aBa-
pUITHOEe BOCCTAHOBAEHME, HENPEepPhIBHOCTb OM3-
Heca;

* MeTOABL 00ecriedeHys] HEeIpepbIBHOCTU OU3-
Heca / aBapUITHOIO BOCCTAHOBAEHNS;

* CcobAIOA€HME TIOAUTHK, IIPOLIEAYP U TIPAaBUA
MHPOPMAaLVIOHHON 06€e30MacHOCTM U KOH(DUAEH-
LIMaABHOCTH;

° 3KOHOMMYECKMe aCIeKThl 3KOCUCTEeMBbI K-
6epbesonacHoCTH;

* OlleHKa BOBAENCTBUS Ha KOHQMAEHLMAAD-
HOCTb U yIIPaBA€HME PUCKAMU;

* IIpOLIeCCHI U NPOLIEAYPBI, ODOecIeynBaroiye
6€30MacHOCTb 1 KOH(MUAEHILIMAABHOCTD YCTPOIL-
CTBa TIOCA€ OKOHYAHMS CPOKa CAY>KOBI (Hampu-
Mep, yIpaBAeHue 1 yTuAn3anysi otxopaos VT);

* MOAEAM 3PEAOCTM BO3MOXKHOCTeN (Hampu-

Mep, OLI€HKa BO3MOXXHOCTEN U BOSMO)KHOCTGI;[).

11. Security Measurements:

- Security analytics and visualization;

- Security metrics, key performance indicators,
and benchmarks;

- Validation and comparison frameworks for
security metrics;

- Measurement and assessment of security

levels.

amepenus 6esomacHoctu (Mepol unpopma-
LIMOHHOM 0€30IaCHOCTY MCIIOAB3YIOTCS AASL 00-
AerdeHst IPUHSITYS PelleHNiT Y TIOBBIIIeHMs TIPO-
M3BOAUTEABHOCTY M IOAOTYETHOCTH ITOCPEACTBOM
cOopa, aHaAM3a U IMPEACTABAEHMsSI COOTBETCTBY-
IOIVIX AQHHBIX, CBSI3aHHBIX C XapaKTePUCTUKAMU
knbepbesomacHoctu. Lleabto nsmepenust apdek-
TUBHOCTU SIBASIETCSI MOHUTOPUHI COCTOSIHUS U3-
MepsieMbIX AENMCTBUII U COAEMCTBME YAYYILEHMIO
9TUX AEVICTBUIL IIyTeM NPMMEHEHNST KOPPEKTUPY-
IOLIMX AECTBUI Ha OCHOBE HAOAIOAAE€MBIX M3Me-
penuit [MICTOYHMK NIST SP800-55].):

* AHAAMTMKA U BU3yaAu3saLysi 6€30MacHOCTY;

* nokaszareAu 0e30MacHOCTHM, KAIOYEBbIE IIO-
KazaTeAr 3PQPEKTUBHOCTU U KOHTPOABHBIE IIO-
KasaTeAl;

* CUCTeMbl NPOBEPKM U CPaBHEHUS METPUK

6€30macHOCTH;
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* 13MepeHIe I OLIEHKA YPOBHEl 6e30IIaCHOCT.

12. Software and Hardware Security
Engineering:

- Security requirements engineering with
emphasis on identity, privacy, accountability, and
trust;

- Security and risk analysis of components
compositions;

- Secure software architectures and design
(security by design);

- Security design patterns;

- Secure programming principles and best
practices;

- Security support in programming
environments;

- Security documentation;

- Refinement and verification of security
management policy models;

- Runtime  security  verification  and
enforcement;

- Security testing and validation;

- Vulnerability discovery and penetration
testing;

- Quantitative security for assurance;

- Intrusion detection and honeypots;

- Malware analysis including adversarial
learning of malware;

- Model-driven security and domain-specific
modelling languages;

- Self-* including self-healing, self-protecting,
self-configuration systems;

Attack techniques (e.g. side channel attacks,
power attacks, stealth attacks, advanced persistent
attacks, rowhammer attacks);

- Fault injection testing and analysis;

- Cybersecurity and  cyber-safety  co-|rpamm;
engineering; * s3bIKM 0E30IIaCHOCTY, YIIPaBASIEMbIE MOAE-
- Privacy by design. ASIMU U1 TPEAMETHO-OPUEeHTUPOBAHHbIE S3bIKU

IlporpamMMHasi U anmaparHasi MH)KeHepusi
Ge3omacHOCTHU (ACIIEKTHI 0E30MTACHOCTM B KM3-
HEHHOM LMKAe pa3paboTKM HPOrpaMMHOIO U
aNmnapaTHOro OOecIeveHus], TaKMe KaK aHAAU3
PUCKOB 1 TpeOOBaHUII, MPOEKTUPOBAHME aAPXU-
TEKTYDBI, PeaAusaLsi KOAd, IPOBepKa, Bepudu-
KaLysl, TECTUPOBAHNE, Pa3BePTbIBAHME U MOHU-
TOPVHT PabOTbI BO BPeMsI BHIITOAHEHVISI):

* paspaborka TpeOOBaHMII 0€30MaCHOCTU C
aKLIEHTOM Ha AMYHOCTb, KOH(UAEHLMAABHOCTD,
OTBETCTBEHHOCTb 1 AOBEPME;

* aHaAM3 0Ee30MaCHOCTU U PUCKOB COCTABOB
KOMIIOHEHTOB;

+ OesomacHasi apXUTEKTypa U AM3alH MPO-
rpaMMHOro obecreuenns (6€30MacHOCTb I10 MPo-
eKTY);

* 1abAOHBI IPOEKTUPOBAHUS O€30MaCHOCTY;

* npuHUMIBL (€30I1aCHOrO IPOrpPaMMUPOBA-
HUSL U AyYIIME TIPAKTUKY;

* moAAEep)KKa 0e30MacHOCTM B CpeAax IIpo-
rPaMMUPOBAHUSE;

* OXpaHHas AOKYMEeHTaLus;

* YTOYHEHHe U MPOBEPKA MOAEAEN MOAMTUKI
yIpaBA€HUsI 0€30aCHOCTDIO;

* npoBepKa U obecreyeHue 0€30MaCHOCTY BO
BpeMsI BbIITOAHEHNST;

* TeCTMpPOBaHUeE U MPOBepKa 6e30MacHOCTY;

* oOHapy)XeHue ysI3BUMOCTEN 1 TECTUPOBAHIE
Ha [IPOHUKHOBEHME;

* KOAMYeCTBeHHas 0e30MacHOCTb AAS obecrie-
YEeHUsE;

* oOHapyeHMe BTop)keHuit 1 honeypots;

* aHAAM3 BPEAOHOCHBIX IIPOIPAMM, BKAKYAs

COCTA3aTEAbHOE WM3Yy4Y€HNE BPEAOHOCHDBIX IIPO-
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MOAEAMPOBaHIS;

*  CaMOBKAIOYAIOLIMECS CAMOBOCCTAHABAMBAIO-
1ecsi, CAaMO3aLIUTHbIE, CAMOKOHUIYpUPYyeMble
CUCTEMBI;

* METOABl aTaku (HAmpuMmep, aTraku IO IO-
6OYHOMY KaHaAy, aTaku rpyboil CUABI, CKPbITbIE
aTaxy, IPOABMHYTHIE TOCTOSHHBIE ATAKY, ATAKU C
[IOMOLIBIO MOAOTKA);

* TeCTMpOBAHME ¥ QAHAAU3 HEUCIPABHOCTEI
IIPY MHKEKLN;

*  Kubepbe30macHOCTb U Knbephe30macHOCTb;

*  KOHGUAEHLMAABHOCTD AM3AlHA.

13. Steganography, Steganalysis and
Watermarking:

- Steganography;

- Steganalysis;

- Digital watermarking.

Creranorpadus, Creranaan3 u BopsHoit
3HAK (9TOT AOMEH COCTOUT 13 METOAOB AASI CTe-
raHorpadum, CTeraHaAusa U BOASHBIX 3HAKOB.
CreraHorpa¢usi — 3TO METOA, ITO3BOASIOIIMIL
CKPBITb CEKpPETHbIE AaHHbIE B (aiiAax MAM CO00-
L[EHMSIX, B TO BPEMsI KaK CTEraHAAU3 IMEET AEAO
C OOHapy>KeHMEeM AQHHBIX, CKPBITBIX C TIOMOIbIO
creraHorpaduu. LluppoBbie BoAsiHbIE 3HAKU TIO-
XOXI Ha CTeraHorpaduio, rae BHEAPEHHbIE AQH-
Hble OOBIYHO He SIBASIIOTCSI CEKPETHBIMU, U L|EAb
TaK)Ke 3aKAI0YaeTcss B 0OecrieyeHUM LIeAOCTHO-
CTU AQHHBIX):

* creraHorpadusi;

*  CTeraHaAus;

*  uudpPOBOIT BOASHOI 3HAK

14. Theoretical Foundations:

- Formal specification of various aspects of
security (e.g properties, threat models, etc.);

- Formal  specification,  analysis, and
verification of software and hardware;

- Information flow modelling and its
application to confidentiality policies, composition
of systems, and covert channel analysis;
for

- New theoretically-based techniques

the formal analysis and design of cryptographic

protocols and their applications;

TeopeTudyeckye 0CHOBbI (DTa 00AACTb OTHO-
CUTCST K METOAQM QHAAM3a U MPOBEPKU UCIIOAb-
30BaHUsI, OCHOBAHHBIM Ha (pOPMAABHBIX METOAAX,
AAST TEOPETUYECKOTO IIOATBEP)KAECHUSI CBOVICTB
6€30MacHOCTY KaK B IIPOrPAMMHOM, Tak U B all-
IapaTHOM O0OecriedeHnt, ¥ Ipyu pa3paboTKe aAro-
PUTMOB):

* ¢opmaabHag creyupUKALUA ~Pa3AUUHBIX
acrekToB 6e30macHOCTU (HampuMmep, CBOJCTB,
MOAEAEIT yTPO3 U T. A.);

*  ¢opmaapHas crienyduranys, aHaAu3 1
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- Formal verification of security assurance;
- Cybersecurity uncertainty models;
definitions,

- Cybersecurity concepts,

ontologies, taxonomies, foundational aspects.

[IPOBEpPKa MPOrPaMMHOIO U aIlapaTHOro obe-
CIIeYeHus];

*  MOAEAMPOBAHME MOTOKA MHPOPMALUY U €ro
[pYMEHEHE K TOAUTUKAM KOH(PUAEHUUAABHO-
CTM, COCTaBY CUCTEM U aHAAM3Y CKPBITBIX KaHa-
AOB;

* HOBBIE TEOPETMYECKUE METOABI POPMAABHO-
ro aHaAM3a U MPOEKTUPOBAHMUS Kpunrorpadpuye-
CKMX IIPOTOKOAOB U UX IPUAOXKEHUI;

* ¢dopmaabHas npoBepka obecrievyeHus 6es-
OIaCHOCTH;

* MOAEAM HEOIPEAEAEHHOCTU Kubepbesomac-
HOCTY;

*  KOHLIENLUM, OIIPEAEAEHMsI, OHTOAOTUM, TaK-
COHOMMY, OCHOBOIIOAQralolyyie acleKThl Kubep-

6e30MmacHOCTH;

15. Trust Management and Accountability:

This domain comprises trust issues related to
digital and physical entities such as applications,
services, components, or systems. Trust
management approaches can be employed in order
to assess assurance and accountability guarantees.

- Semantics and models for = security,
accountability, privacy, and trust;

- Trust management architectures, mechanisms
and policies;

- Trust and privacy;

- Identity and trust management;

- Trust in securing digital as well as physical
assets;

- Trust in decision making algorithms;

- Trust and reputation of social and mainstream
media;

- Social aspects of trust;

- Reputation models;

- Trusted computing;

- Algorithmic auditability and accountability

(e.g. explainable AI).

AoBepuTeAbHOE ynpaBA€HUEe 11 OTBETCTBEH-
HOCTB (3TOT AOMEH COAEP>KUT BOIIPOCHI AOBEPUS,
cBsi3aHHble ¢ 1MdpoBeIMU U pusMUecKUMU 00B-
€KTaMW, TAaKUMM KaK [IPUAOXKEHMUS, YCAYTY, KOM-
[OHEHTBI VAU CUCTEMBIL. TTOAXOABI AOBEPUTEAD-
HOTO YIPABA€HMS MOTYT MCIIOAb30BATBCS AAS
OLIEHKY TapaHTUIT AOBEPUSI U TOAOTYETHOCTI.):

* CeMaHTMKA UM MOAEAU AASL 0€30MacHOCTH,
OTBETCTBEHHOCTH, KOH(DUAEHLMAABHOCTU U AO-
Bepust;

* AOBEpUTEAbHbIE aPXUTEKTYPHI YIIPABAEHNS,
MeXaHMN3MBbI I TIOAUTUKU,

* AOBepye U KOHOUAEHLIMAABHOCTb;

*  upeHTHGUKALMS U AOBEPUTEABHOE YIIPABAE-
HUe;

* AOBepue K 0e30macHOCTM LUQPOBDIX, a TaK-
Ke PM3NYECKNX aKTUBOB;

* AOBepye K aATOPUTMAM IIPUHSITUS PeLleHNIt;

* AOBepue U penyTauyus COLMAABHBIX I OCHOB-
Heix CMU;

® COLMAAbHbIE aCIIE€KTbI AOBEPUSI;

®  pemnyTalVOHHbIe MOACAN;
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* AOBEpEHHbI€ BPIYMCAEHV;

® QAATOpUTMMYECKAsA IIPOBEPKA U IIOAOTYET-

HOCTb (Hanpumep, oObsicuumblit VIV).

2) CeKkTOpaAbHOE U3MEPEHIE BKAIOYAIOT CAeAyIome noppaomensl (Ta6. 8.2):

Tabauwa 8.2

CeKTOpaAbHOe U3MepeHne

OTpacaeBble ceKTopa

CoaeprKaH1e CEKTOPOB

1. AyAMoBU3yaAbHBII M MeAMA

cexTop (Audiovisual and media)

DTOT CEKTOp OXBaTblBaeT TPAAMLIMOHHbIE MeAMa-CepBUCHI,
TaKMe Kak Paplo, TeAeBUAEHME 1 KMHO, a TAK)Ke HOBbIe MeAra
- 0T LUQPOBBIX IMyOAMKALMII AO OHAQH-CEPBYUCOB, BKAKOYAS

COLMAaAbHbIE CeTU.

2. XUMNYECKUI CEeKTOp
(Chemical)

DTOT CEeKTOp OXBaTbIBAeT KOMIIAHUM U OPTaHM3aLuy, KOTO-
pble IPOM3BOAST IIPOMBbILIAEHHBIE 1 TOTPEOUTEABCKIE XUMU-
KaTbl AIOOOrO DOAQ, BKAIOYAs HepTeXMMUYeCKue NPOAYKTEL

TIOAVMMMEPDBI 1 OCHOBHbIE HEOPTaHNYECKME BELeCTBA.

3. O6opona (Defence)

ITOT CEKTOP OXBATBIBAET AESITEABHOCTb U MHQPACTPYKTYPY,
HeOoOXOAVMBIE AAST 3aIUTBI TPAXKAAH, BKAIOUASI ICTIOAb30BaHIe
A9POHABTUKY, KOCMOCA, SAeKTPOHMKMU, Ha3eMHBIX MAU TeAe-

KOMMYHMKaIIMOHHBIX CICTEM.

4. Lndpossie cepBuce u
naatdopmsl (Digital Services and
Platforms)

K aTuM ceKTOpaM OTHOCSATCSI KOMIIAHUY, TIPEAOCTABASIOLIE
LQPOBbIE YCAYTY U TAAT(HOPMBI, BKAIOYASI 00AQUHbIE CEPBUCDHI

AAS TIOCTABIIVKOB AQHHBIX U Be6—CepBI/ICOB.

5. DHepreTnyeckuit CeKTOp

(Energy)

B 5TOT CEKTOp BXOAST KOMIIAHMM U OPraHM3aLuUM, TPEAHa-
3HAYEHHbIE AASI TIPOM3BOACTBA U PACIPEAEAEHMsI SHEPIUH, B
TOM YMCA€ DAEKTpOsHepruu, HepTu nau raza. OH BKAIOYAET
B ce0s1 HeOOX0AMMYI0 MHPPACTPYKTYPY AASL STUX BUAOB Aesi-
TEABHOCTY, TAKYI0 KaK OIEPaTOPbl CUCTEM PACIpeAeAeHMsT |
XpaHeHUs / IepeAayst, ONepaTopbl IPOU3BOACTBA SHEPIUU UAU

VHTEAAEKTYAaAbHbIE CYETYMKU 1 O60pyAOBaHI/Ie.

6. (DUHAHCOBDII CEKTOP

(Financial)

OTOT CeKTOp OXBaThbIBaeT Y4YPeXAEHUs, IpeAHa3HadeHHble
AASL TIDEAOCTaBAEHMS (GUHAHCOBBIX YCAYT, TAKMX KaK OaHKOB-

CKl€, CTpaXOBbI€ AU GpOKepCKI/Ie YCAYTU.

7. CeKTOp MUTaHMUS U HAIIUTKOB
(Food and drink)

DTOT CEeKTOp BKAIOYAET AEATEAbHOCTb IO obecredeHuno
MPOM3BOACTBA U AOCTABKU 0€30MaCHBIX NPOAYKTOB IMUTAHMUSI
/ HalIUTKOB ¥ YAYYIIEHUIO 1Ie[TOYKM NMOCTaBoK. HekoTopble 13
3TUX MHMUMATHB BKAIOYAIOT MCIIOAb30BAHNME HOBBIX TEXHOAO-
rMYecKuXx (GakTOpOB, CIIOCOOCTBYIOMNX Pa3BUTUIO CEAbCKOTO

XO3SICTBA U CEABCKOXO3SIICTBEHHO AESITEAbHOCTH.
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ITOT CEKTOP OTHOCUTCA K HabOPy CUCTEM U MepONpUATHI
AAS peaau3aluy 60aee 3¢ EeKTUBHBIX FOCYAAPCTBEHHBIX YCAYT
(HammpuMep, 5AEKTPOHHOTO T'OAOCOBAHMs, CTpaTerumu Kubep-
6€30I1aCHOCTY, TOCYAQPCTBEHHOI MOAMTUKY, IPOTHO3MPOBA-
HMS Y BBISIBA€HMS TEHAEHLMII), C TeM YTOOBI MOBBICUTD IIPO-
3PAavyHOCTb U y4acTe IPAKAAH B MOAUTHYecKou xu3Hn. Cioaa
TaKOKe BXOAAT APYTUe TOCYAApCTBEHHBIe CAYXObI (Hampumep,
6e30MacHOCTb IpaHuL], 00pbba C MPECTYITHOCTDIO 1 TEPPOPU3-

MOM).

8. TlpaBureancTBO
(Government)
9. Cexrop 3p0poBbs (Health)

ITOT CEKTOP BKAIOYAET B Ce0si KOMITAaHUM, CBSI3AHHBIE C IIPO-
U3BOACTBOM MEAULIMHCKUX YCTPOMCTB (HApUMep, UMIIAQHTU-
PYEMBIX MEAMLIMHCKUX YCTPOMCTB), GpapMaLieBTUIeCKyI0 Mpo-
MBIIIACHHOCTD, A TAK)Ke MEAULIMHCKIUE YIPEeKAEHUS, BKAIOYAs
OGOABHMLIBI 1 YacTHble KAMHMKMA. OH TakoKe BKAIOYAeT B CeOs
MEPOTPUSITYSI IO MOHUTOPUHT'Y XPOHUYECKUX 3200A€BAHMI U
MO>XKMABIX AIOA€M, OCHOBAHHbIE HA MHTETPaluyl HOBBIX TEXHO-
AOTMI B 9KOCHUCTEMY 3APAaBOOXpaHeHUs (HApyUMep, «yMHOe

3A0POBbE»).

10. TIpom3BOACTBO M LjerOYKa I0-
craBok (Manufacturing and Supply
Chain)

DTOT CeKTOp BKAIOYAeT B Ce0s IMPOKUIT CIIEKTP BUAOB Ae-
SITEABHOCTY B O0AACTM LIEIIOYKM IIOCTABOK M METOAOB IIPO-
U3BOACTBA, OT HEOOABLIMX HPEATPUATUI, WCIOAB3YIOMINX
TPaAMLIMOHHBIE METOABI IPOM3BOACTBA, AO OY€Hb KPYIHBIX
NPEeANPUATUN, PACIIOAOKEHHBIX Ha BBICOKOM M IUMPOKOI MKpa-
MUAE TIOCTABIMKOB A€TAAel I KOMIIOHEHTOB, COBMECTHO IIPO-
M3BOASILIVX CAOXKHBIE TIPOAYKTbI (HAIIpUMep, CUCTEMHYIO MAU

IPOAYKTOBYIO MHTET PALIMIO).

11. Spaepusiit cexrop (Nuclear) .

ITOT CEKTOP OXBATBIBAET KOMIIAEKC MEPOIIPUSTUIL, CBS3aH-
HBIX C SIAEPHOJ 6€30IaCHOCTDIO, PAAMOAKTMBHBIMU OTXOAAMU
1 0TpabOTABIIMM TOIIAMBOM, PAaAUALMOHHON 3alUTOM, BBIBO-
AOM V3 SKCIIAyaTaLMM SIAEPHBIX YCTAHOBOK, A TAK)KE OCYIIeCT-
BA€HMEM rapaHTUi1 BO U30€e)XXaH1e HeITPaBOMEPHOT'O MCIIOAB30-

BaHUA.

12. Oxpana wu 0e30macHOCTb

(Safety and Security)

ITOT CEKTOP NpPeACTaBAseT COO0I HAOOP YCAYT, CBA3aHHBIX
C 3aLINUTON TPAXKAAH M OPraHU3aLMil. DTU YCAYTU MOAAEPKU-
BaIOTCSI COOTBETCTBYIOLE MHPPACTPYKTYpOIl, INpeAHa3Ha-
YEHHOM AASI TIPEAOTBPAILEHMS U CMTY€HMs MOTEHLIMAABHBIX

CI/ITYaLU/I];I, CBA3aHHBIX C 66301’[aCHOCTb}0, BKAKOYasA pasAUYHbIE

BAapMAHTBI VICIIOAb30OBAaHV I, TAKVE KAaK 3alINTa O6IIIeCTBeHHbIX
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MeCT, KpMU3UCHOE YIIpaBA€HME U YCTOMYMBOCTb K CTUXUIHBIM

OEeACTBUSAM.

13. Kocmoc (Space)

DTOT CEeKTOpP OTHOCUTCSI K KOMITAEKCY MEpPOIPUSTUIL, CIO-
COOCTBYIOLIMX CO3AQHMIO KOHKPETHBIX IMPOTrPaMM AASl OCBOE-
Hus KocMoca. Takue mporpaMMbl KOCMUYECKMX OpraHM3aLiMil
Y IPOMBILIAEHHOCTY AASI peaAu3auuyt GYHKLVMOHAABHBIX BO3-
MO>KHOCTEI, HEOOXOAMMBIX AASI PEaAU3aLyU TAKO AESITEeAb-
HOCTY, B TOM YMCA€ HABUTAL|MOHHbIE U BPEMEHHBIE CAYKOBI,
HabOAIOAEHMS 3€MAYM MAY VICIIOAb30BaHMe ITOCTABIIUKOB CITYT-

HUKOBBIX AAQHHBIX.

14. TeAeKOMMYHMKALlMOHHA
MHPPaCTPyKTypa (Telecomm

Infrastructure)

DTOT CeKTOp OXBAThIBAeT HAOOpP KOMIIAHMII Y MHTEPHET-yC-
AYT, @ TaKOKe MHPPACTPYKTYPbI, HEOOXOAVMBIE AAS PeaAM3aLn

TaKMX KOMMYHMKaLuii (Harpumep, nposaiipepsl DNS-ycayr).

15. Tpaucmopt (Transportation)

ITOT CEeKTOP BKAKOYAET HAOOP AEIICTBMIT, CBSI3aHHBIX C ITEepe-
MellleHIEeM AOAEN, )KMBOTHBIX MAM IIPEAMETOB MEXAY ABYMSI
TOYKaMU. DTO ABIDKEHVUE MOXKET BBIITOAHSTBCS Pa3AUYHBI-
MU CPEACTBaMU (HAmpUMep, BO3AYXOM, 3€MAEN VAU BOAOIT) U
MOXeT BKAKYATbh PasAMYHbIE KOMIIOHEHTbI MHPPACTPYKTYpPbI
(HampuMep, ONepaToOpbl yIpaBAEHUS ABMKEHUEM MAM AOPOX-
Hbl€ BAACTH), TPAHCIIOPTHBIE CPEACTBA (HANpUMep, aBTOMOOU-
AM, CAMOAETBI MAY KOpabAM) U OTepaLuy, Takre Kak yrnpaBAe-

HIe ¥ KOHTPOAMPOBATb 00beKThI MHGPACTPYKTYPHI.

3) VIamepenune Texnoaoruii u ooAacreit ux npumenenns (Tao. 8.3)

Tabauwa 8.3

TexHoaoruyeckoe nsMepeHue

1. Artificial intelligence;
2. BigData;

Technology (DLT);
4. Cloud, Edge and Virtualisation;

Protection of public spaces;

Border and external security;

surveillance;

1. McKyCTBEHHBII MHTEAAEKT;

2. bBoabiue paHHbBIE;

3. Blockchain and Distributed Ledger| 3. DBaAoKuYelH U TeXHOAOTMA pacIpeAEAEHHBIX

peectpos (DLT);

4. O6aako, Kpait 1 BupTyasusauusi;

Critical Infrastructure Protection (CIP); 5. 3ammra KpUTUYECKON WHPPACTPYKTYPBLI

(CIP);

5

6

7. Disaster resilience and crisis management; | 6. 3amuTa 00leCTBEHHBIX MECT;

8. Fight against crime and terrorism; 7.  YCTOIYMBOCTb K CTUXMIHBIM O€ACTBUSAM U
9

KPU3UCHOE YIIpaBAeHNe;

10. Local/wide  area  observation and| 8. Bopbba c HpecTyImHOCTBIO U TEPPOPU3MOM;

9. TlorpaHuyHas U BHelIHsIst 0€30I1aCHOCTb;

11. Hardware technology (RFID, chips, sensors,| 10. AokaabHble / IIMPOKME 30HBI 0630pa U Ha
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networking, etc.)

12. High-performance computing (HPC);

13. Human Machine Interface (HMI);

14. Industrial IoT and Control Systems (e.g.
SCADA and Cyber Physical Systems — CPS);

15. Information Systems;

16. Internet of Things, embedded systems,
pervasive systems;

17. Mobile Devices;

18. Operating Systems;

19. Quantum Technologies (e.g. computing and
communication);

20. Robotics;

21. Satellite systems and applications;

22. Vehicular

vehicles);

Systems autonomous

(e.g.

23. UAV (unmanned aerial vehicles).

OAIOAEHNS;

11. Anmaparusie TtexHoaoruu (RFID, wwmsl,
AQTYMKHU, CETU U T.A.);

12. BbICOKOIIPOM3BOAUTEABHbBIE
(HPC);

13. YeaoBexo-maumHublit uurepderic (HMI);

BBIUYVMICAE€HU A

14. TIpombimaenubie [oT u cucTemsl ympas-
aeHus (Harpumep, SCADA u xubepdusnyeckue
cucremsl - CPS);

15. VIndopmaunoHHble CUCTEMBL;

16. VHTepHeT Beleil, BCTPOEHHbIE CUCTEMBI,
PacIpoCTpaHSIOIMECs CUCTEMbI;

17. MobuabHble YCTPONCTBA;

18. OmnepanioHHbIE CUCTEMBI;

19. KsaHTOBblEe TeXHOAOTMM (HAIIpUMep, BbI-
YUCAEHUS U CBA3D);

20. PoboToTexHuxa;

21. CnyTHUKOBbIE CMCTEMBI U IPUAOKEHUS;

22. ABTOMOOUABHbIE CUCTEMBI (HATIpUMep, aB-
TOHOMHbIE TPAHCIIOPTHbBIE CPEACTBA);

23. BITAA (6ecrMAOTHBIE A€TaTeAbHbIE allla-

paTbl).

8.2. Apxurextypa CyBOK

CyBOK (The Cyber Security Body of Knowledge) [48] — aT0 CBOA 3HaHMIT O Kii-
6epbe30macHOCTH, MpeAHasHAYEHHBIN AAsL CUCTeM o0Opas3oBaHusi M mpodeccro-
HAABHOTO 00y4eHMst MPo¢deCcCOHAABHBIX KAAPOB AASI CEKTOpa K11bep0Oe30rmacHOCTH.

ITpoext CyBOK 6bIA HampaBAeH Ha TO, YTOOBI CHOPMMPOBATDb U CUCTEMATU3N-
pOBaTh CBOA aKTYaAbHBIX GYHAAMEHTAABHBIX U OOLIENPU3HAHHBIX 3HAHMI 110 K-
6ep6e30macHOCTM KaK KOMIIAEKCHOI HayYHO-TIPMKAAAHOM 00ACTH, CBSI3aHHOI CO
MHOTVMM Hay4HBIMU HANpPaBAEHUSIMIU, TEXHOAOTMSIMYU, KYABTYPHOM U COLIMaAbHO-
PaBOBOI1 cPepoit.

CyBOK Version 1.0 ¢umHaHcupoBaacsi no nporpamme «UK’s National Cyber
Security Programmen.

B ocnose peaansauuu CyBOK aexxuT MHOTOypoBHeBasi TAKCOHOMUSI GyHAAMEH-
TAABHBIX 1 OOIeNPM3HAHHBIX 3HAHUII 10 KMOepOe30MmacHOCTH.

Ha BepxHeM ypoBHe 5TOI KAaCCU(DUKALUY CBOA 3HAHUI PA3AEASETCS Ha CAEAY-
IOLYe TIIATh KaTeropuilL:

1. YeaoBeyeckre, opraHusalMOHHble ¥ HopMmaruBHble acmekThl (Human,
Organisational, and Regulatory Aspects)
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2. Araxku u 3amura (Attacks and Defences)
3. BesomacuHocTsb cuctem (Systems Security)

4. BesomacHocTh mporpaMMHoOro obecreuenuss u mnaardpopm (Software and
Platform Security)

5. Vndpactpykrypa 6esonacnoctu (Infrastructure Security)

Kareropuu B cBo1o oyepeab pasbusaroTcs Ha 19 nmpeaMeTHbIX obAacreit (areas).
PasbueHue kareropuit Ha 06AaCcTU MOKa3aHo Ha Puc. 8.2.1, a Tak)Ke IPUBOAUTCS B
Tab. 8.4 c KpaTKMM OIMMCAHNEM COAEP KaHMsI 00AACTeIL.

INFRASTRUCTURE

SECURITY
ALI¥NI3S NHO41YTd

33I4YML40S

ORGANISATIONALE
REGULATORY ASPECTS &DEFENCES

Puc. 8.2.1 Pa3buenne kareropuit Ha obAactu [48].
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Tab. 8.4
PaS6I/IeHI/I€ KaTeI‘OpI/Iﬁ[ Ha 06AaCTI/I C KPaTKVM OIIMCaHMEM COAEPIKaHU A O6AaCTeI7I
Kareropuu Oo6Aactu (Areas) Hasunauenne
YeaoBeueckue, PykoBOACTBO M ynpaB- | CucTeMsl yrpaBAeHUs 6€30IIaCHOCTBIO 1 OPTaHu-
OpraHU3alMOHHBIE | A€HME PUCKAMU 3aLMOHHbIE Mepbl 0e30ITACHOCTY, BKAIOYAS CTaH-

" HOpMATVBHBIE
ACIEKThI

(Human,
Organisational, and

Regulatory Aspects)

(Risk Management &

Governance)

AApTbl, Ay4llIVi€ ITPAKTUKU U ITOAXOADBI K OLIEHKE U

CHIDKEHUIO PUCKOB

3aKOHBI U peryAnpo-
BaHMe

(Law & Regulation)

MeXAyHapOAHbIE M HALIOHAABHbIE 3aKOHOAR-
TeAbHbIE M HODMAaTUBHbIE Tpe6oBaHus, 00s13a-
TeAbCTBA COOAIOAEHNS U STUKA O6€30I1acHOCTH,
BKAIOYAsI 3aIUTY AQHHBIX M pa3pabOTKy AOKTPUH

K1OEpBOITHbBI

YeaoBeueckue dax-
TOPbI

(Human Factors)

IToAesHble HaKTOPbI 0€30IACHOCTH, COLIMAABHbIE
U oBeAeHYeckye HaKkTopBl, BAMAIOLIMe Ha 6e3-
OITACHOCTb, KYABTYPY 6€30I1aCHOCTH 11 OCBEAOM-
AEHHOCTb, a TAKKe BAVSIHIE Mep 0€30MacHOCT! Ha

IIOBEAEHUE TTOAb30BaTEAEN

KoH}urA€eHIMaAbHOCTD
U TIpaBa OHAQIH

(Privacy & Online
Rights)

MeTOABI 3aIUThI AUYMHON UHPOPMALUY, BKAKO-
yast COOOIeHNs, TIPUAOXKEHMS 11 BBIBOABL U3 6a3
AQHHBIX 1 00paboTky AaHHbIX. OH TaKk)Ke BKAIO-
qaeT B ce0sI ADYTUe CUCTEMBI, TIOAAEPYKUBAIOLIYE
OHAQIIH-TIPaBa, KACAOLIMECS LIEH3YPBI 1 06X0AQ,
TAIHOCTHU, SAEKTPOHHBIX BbIOOPOB U KOH(UAEH-
LIMAABHOCTY B TIAATE€KHBIX CUCTEMAX U CUCTEMAX

VAeHTUGUKALUYI

Araku u 3amura
(Attacks and

Defences)

BpeaoHoCHBIE Tpo-

rpaMMbl 4 aTaKykoLine

TexHuyeckme MOAPOOHOCTHU 00 IKCIAOMTAX U

PacIpOCTPAaHEHHBIX BPEAOHOCHBIX CUCTEMAX, &

TEXHOAOT UM TAK)Ke COOTBETCTBYIOLVE METOABI OOHAPY)KEHMS U
(Malware & Attack aHaAM3a
Technologies)
CocrszaTeAbHOE T0- MoTuBaluy, TOBEAEHUE U METOABL, UCIIOAb3Y-
BeAeHUe €Mbl€e 3A0YMBIIIAEHHKAMM, BKAIOYAs LETIOYKY
(Adversarial MOCTAaBOK BPEAOHOCHBIX TIPOTPAaMM, BEKTOPBI aTaK
Behaviours) U AGHEXKHbIE TIEPEBOABI

Omepayuu 1o 6es-
OIIACHOCTM U YIIPaBA€-
HII€e VHIIMAEHTaMM

(Security Operations

&Incident Management)

Konduryparms, skcrayaraiys 1 00CAyK1MBaHMe
3aIUIIEHHBIX CUCTEM, BKAIOYAsI OOHApyXeH1e
VHLYAEHTOB 6€e30I1aCHOCTH 1 pearrpoBaHyue Ha

HIUX, a TaKXe C60p U UCITOAb3OBaHUE I/IHCl)OpMaLH/II/I

00 yrposax
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KpumnHaanctmka C60p, aHaAM3 U OTYETHOCTD LMPPOBBIX AOKa3a-
Forensics TEABCTB B TOAAEPIKKY MHLIMAEHTOB MAY KPUMU-
HAABHBIX COOBITHII
besomnacHocTh Kpunrorpadust OcCHOBHbIE IPUMUTUBBI KpUNTOrpaduu, npume-
cucreM (Systems (Cryptography) HsleMble B HACTOsIIIee BPEMSI, Y HOBbIE AATOPUTMBI,

obecrieueHus u
naardopm
(Software and

Platform Security)

HUA

(Software Security)

Security) MEeTOABI X aHAAM3a ¥ TPOTOKOABI, KOTOPbIe X
VICTIOAB3YIOT
besomnacHocTb ome- MexaHU3Mbl 3alMThl ONEPALMOHHBIX CUCTEM,
PAlVIOHHBIX CUCTEM U peaansanys 6€30MacHOTo abCTparupoBaHus
BUPTYaAM3aLU 000pYAOBaHMS ¥ COBMECTHOTO MCIIOAb30BaHMUS
(Operating Systems pecypcoB, BKAIOYAS M30ASLMIO B MHOTOIIOAb30Ba-
&Virtualisation Security | Teabckux cucremax, 6€30MacHy0 BUPTYaAU3ALIO
1 6€301aCHOCTb B CUCTeMaxX 0a3 AQHHbBIX
BesomacHocTb pacnpe- | MexaHu3Mbl 6€30IIaCHOCTY, OTHOCSIIMECS
ACAEHHBIX CCTEM K KPYITHOMACIITaOHbIM CKOOPAVHMPOBAHHBIM
(Distributed Systems | pacripeAeAeHHBIM CUCTEMaM, BKAIOYAsI aCIIEKTHI
Security) 6€e30I1aCHOr0 KOHCEHCYCa, BpeMeHM, CUCTEM CO-
OBITIIT, OAHOPAHI'OBBIX CUCTEM, 00AAKOB, LIeHTPOB
00pabOTKM AQHHBIX C HECKOABKMMY apEeHAATOPaMU
U pacIIpeAeAE€HHbIX PeTUCTPOB
Aytentudukauys, AB- | Bce acIeKTbl TeXHOAOTWIT yIIPABACHVS ACHTI-
TOPM3ALVSA U YYeTHOCTD | puKalueit n ayTeHTUdUKALMY, @ TAKXKE apXUTEK-
(Authentication, TYPbl U MHCTPYMEHTBI AAS TIOAAEP)KKM aBTOPM3a-
Authorisation, LM ¥ OTYETHOCTY KaK B M30AMPOBAHHbIX, TaK U B
&Accountability) pacrpeAeAeHHBIX CUCTEMaX
besomacHocTh BesomnacHocTh mpo- VI3BecTHbIE KaTeropuy IpOrpaMMHbIX OLIMOOK,
IIPOrpaMMHOIO IpaMMHOTO ofecIieye- | IPUBOASILIMX K OIIMOKaM 6€30IaCHOCTH, M METOABI

UX TIPEAOTBPAILeHNs - KaK C IIOMOIIbIO TPAKTUKI
KOAMPOBAHUSI, TAK U YAYHIIEHHOTO SI3BIKOBOTO AU-
3aifHa -  TAK)Ke MHCTPYMEHTbI, METOABI 11 METOABI
00HapY>KeHMs TAKMX OIIMOOK B CYILeCTBYIOLINX

cucremax

BesonacHocTb B26 1
MOOMABHOCTHU

(Web & Mobile
Security)

ITpoOAeMbl, CBSI3aHHBIE C BEO-TIPUAOKEHUAMMU U
cAyX6aMu, pacrpeAeAeHHBIMMU 1T0 YCTPOVICTBAM U
cpeAaM, BKAIOYAs pa3AMYHbIE TAPAAUTMBI ITPO-

T'PAMMVPOBAHUA I MOACAY 3AIVIThL

BesomacHbIN >K13HEH-

HbBI IMKA ITIPOrPAMMHOTO

ITpuMeHeHMe METOAOB Pa3paboOTKY IPOrpaMMHO-

ro obecneyeHns oA obecriedeHnss 6€30MacHOCTI
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obecreueHns Ha BCeM >KM3HEHHOM LiIKAe Pa3paboTKM CUCTeM, B
(Secure Software pe3yAbTaTe 4ero NporpaMMHoOe ObecreueH1e SIBASI-
Lifecycle) eTcsi 0e30IACHBIM 10 YMOAYAHUIO
Nudpacrpyxrypa CereBast 6e301macHOCTb | ACIIEKTBI 6€30IIaCHOCTI CETEBBIX U TEAEKOM-
0e30macHOCT (Network Security) MYHMKALMOHHBIX IIPOTOKOAOB, BKAIOYasI 0e3-
(Infrastructure OIMACHOCTb MaPLIPYTU3ALNY, SIAEMEHTBI CETEBOI
Security) 6€e30IMaCHOCTM 1 CIleMaAbHbIe KpurnTorpadude-

CKNe IIPOTOKOADBI, MCIIOAb3YyEMbIE AAS ceTeBO

6e301IacHOCTH
BesomnacHocTs anma- BesomacHOCTb Ipy IPOEKTUPOBAHNM, BHEAPEHNY
PaTHOTO YpOBHs U Pa3BePThIBAHNUY YHUBEPCAABHOIO 1 CIIEL[IaAN-
(Hardware Security) 3MPOBAHHOT0 00OPYAOBaHMS, BKAIOYAS HAAEK-

HbI€ BBIYMICAUTEADHBIE TEXHOAOT MU U UCTOYHUKIN

CAYYalTHOCTU
BesomacHocTb Kubep- ITpo6Aaembl be3onacHoCTU B KUOep-PpUnIecKux
¢dusnyeckax cucrem cUCTeMax, TaKuX Kak VIHTepHeT Belen 1 IPOMBbIIL-
(Cyber-Physical AEHHbIE CUCTEMBI YIIPABAEHNST, MOAEAU 3AOYMBIIII-
Systems Security) AEHHUKOB, 0e30MacHble KOHCTPYKLUK 1 Oe3omnac-

HOCTb KPYIHBIX MHPACTPYKTYP.

BesomacHocTb Gpusn- TTpo6Aembl Ge30macHOCTY U OrpaHndeHust Gusn-
YEeCKOT'0 YPOBHSI ¥ TEA€- | YECKOTO YPOBHSI, BKAIOYAST ACIIEKThI KOAMPOBAHISI
KOMMYHUKALIMI PaAMOYACTOT U METOAOB IIEpEAQU, HETTPpeAHaME-

(Physical Layer PEHHOTO U3AYUeHUS U TIoMeX

&Telecommunications

Security)
8.3 Cucrema kaaccudukanum ACM pAast o6aacTu «Security and privacy»

(PesomacHOCTD 1 KOH(PUAEHIMAABHOCTD)

Acconmanueit BeruncanteAbHoir texuuku (ACM) paspaborana Cucrtema Kaac-
cudpukauuu ACM 2012 (Computing Classification System - CCS) [49] xak noAu-ue-
papxmyeckasi OHTOAOT S, IpuieAliasi Ha 3aMeHy cuctembl CCS ACM Bepcun 1998
ropa - CTAHAQPTHOW CUCTEMbI KAaCCUbUKAIIUY MaTePUAAOB LIUbPOBOI GUOAMOTEKU
ACM AAsI BBIUMCAUTEABHOM 00AaCTU. B ee OCHOBe AEKUT ceMaHTUYECKUIT CAOBaph
B KayeCTBe MCTOYHMKA KaTerOpuil Y MOHATUI, OTPAKAIOIVIX COBPEMEHHOE COCTOSI-
HUEe KOMIIBIOTEPHOI 00AacTH. AaHHAs CUCTeMa KAACCUPUKALMY UTPAeT KAIOUYEBYIO
pPoABb B peaausauuy HTepdeiica AAsI TOYICKa MaTepraAoB B LindpoBo bubanoTeKe
ACM, AOTIOAHSIONIETO TPAAUIIMOHHBIN OMOAMOTpadUIeCKmit TOUCK.

B cBs3u ¢ Tem, uTo nudposas 6udbanoreka ACM KCIIOAB3YeT PasBUTYIO CUCTEMY
KAaccuduKaly 3HaHUI IPEAMETHBIX 00AACTEN, OPUEHTUPOBAHHYIO Ha HAYYHO-00-
pasoBaTeAbHOE COOOIECTBO, MPEACTABASIETCS LIeA€COOOPa3HBIM PACCMOTPETh U B
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AQAbHEIIIIeM YUYMUTBIBATh MIPU pa3paboTKe 00pa3oBaTEAbHBIX KyPPUKYAYMOB 3aA0-
KeHHYI0 B in¢ppoByio 6ubanoreky ACM cuctemy KaaccuduKaLmu.

B yacTHOCTH, AAST TpeaMeTHOIT 00AacTu «Security and privacy» (besomacHocTb 1
KoHpuAeHmaAbHOCTD) B CCS ompeaeAeH CAeAyIoLuit HAOOp KaTeropuit:

1. Cryptography (Kpunrorpadus)

2. Formal methods and theory of security (DopmasbHble METOABI U TEOPUS
6€e30I1acHOCTH)

3. Security services (CepBucs! 6e30macHOCTH)

4. Intrusion/anomaly detection and malware mitigation (O6HapyxeHne BTOp-
YKEHMIT / aHOMaAUI1 U yCTpaHeHMe BPEAOHOCHBIX IIPOrpaMM)

5. Security in hardware (be3omacHocTb B 060pyAOBaHMM)

6. Systems security (besaomacHocTb cucTem)

7. Network security (CeteBas 6e30macHOCTb)

8. Database and storage security (besomacHocTp 6a3 1 XpaHUAMIL] AQHHDIX)

9. Software and application security (besonmacHocTb mporpaMMHOro obecreye-
HUS U IPUAO>KEHUI)

10. Human and societal aspects of security and privacy =~ (YeaoBeueckue u
COLIMAaAbHBIE ACTIEKTHI 0€30TTACHOCTY U KOHPUAEHIIMAABHOCTH)

B Tab6. 8.5 nmpuBeAeHbl OCHOBHbIE KaTETOPUU U MMOAKATETOPUU AASL OOLIeit
obaactu «be3onmacHOCTb 1 KOHPUAEHLIMAABHOCTb»:
Tabauwa 8.5
OCHOBHbIE KaTETOPUU U TMOAKATETOPUU AAsL 061eir obaacTu «besomacHOCTb U
KOH(PUAEHLUMAABHOCTb»

Cryptography (Kpunrtorpadus) * Key management (YnpaBaeHue KAI0OYaMu)

* Dublic key (asymmetric) techniques (Metoabt
C OTKPBITHIM KAIOUOM (aCMMMETpPUYHbIE))

 Digital signatures (LludpoBbie mopmucu)

* Public key encryption (IlInppoBaHue ¢ OTKpbI-
THIM KAKOYOM)

* Symmetric cryptography and hash functions
(CummeTpuyHast kpunrorpadus 1 xeu-QyHKLMM)

* Block and stream ciphers (BAouHble 1 TOTOKO-
Bble 1 PbI)

* Hash functions and message authentication
codes (Xom-pyHKUMM 1 KOABI ayTeHTUUKALMN
COOOIIIEeHMIT)

* Cryptanalysis and other attacks (Kpunroana-

AM3 M ADYTME aTaKM)
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* Information-theoretic techniques (Mudop-
MaLIVIOHHO-TEOPETUYECKIIE METOABI)
* Mathematical foundations of cryptography

(MaTemaruyeckme OCHOBBI Kpurrorpadum)

Formal methods and theory of security (®op-

MaAbHbIE METOABI U1 TEOPUsI €30ITaCHOCTH)

e Trust frameworks (Pamxu AOBepuUTEABHO-
cTH)

» Security requirements (TpeGoBanus 6es-
OIaCHOCTH)

» Formal security models (PopmaabHbie MOAe-
AV 0€30I1aCHOCTM)

* Logic and verification (Aoruxa u Bepuduka-

1yst)

Security services (CepBucsl 6e3omnacHoCTH)

* Authentication (AyreHTudukaris)

* Biometrics (Buomerpusi)

* Graphical / visual passwords (Ipaduueckue /
BU3YaAbHbIE TTAPOAI)

* Multi-factor authentication (Muorodakrop-
Hasl ayTeHTUUKALMSI)

* Access control (KouTpoab pocTyma)

* DPseudonymity, anonymity and untraceability
(TTceBAOHMMHOCTD, QHOHMMHOCTb ¥ HEIPOCAE-
>KMBAE€MOCTb)

* Privacy-preserving protocols (ITpoTokoabt
KoudupaeHymaapHoCTN)

» Digital rights management (YnpaBaeHue
uQppPOBBIMYU TIPABAMIA)

* Authorization (ABTopusarusi)

Intrusion/anomaly detection and malware
mitigation (OOHapy>xeH1e BTOp>KeHMIT /| aHOMa-

AWML M yCTPaHeHNe BPEAOHOCHBIX IPOrpaMM)

* Malware and its mitigation (BpepoHocHbIe
[IPOrPaMMBI U VX HETPAAU3ALIN)

 Intrusion detection systems (Crcrempr 0OHa-
PY>KeHMsI BTOP>KEHMII)

* Artificial immune systems (VckyccTBeHHast
]/IMMYHHaH cucrema

» Social engineering attacks (Co1maabHbie MH-
JKEHEepHbIE aTaKu)

» Spoofing attacks (ATaku Ha OCHOBe MOAAEA-

K1)

* Phishing (OumuHr)
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Security in hardware (BesomacHocts B 060py-

AOBaHNM)

» Tamper-proof and tamper-resistant designs
(YcTorunBble K BBAOMY pa3paboTKm)

* Embedded systems security (BesomacHocTb
BCTPOEHHBIX CHCTEM)

* Hardware security implementation (Anma-
parHas peaansanyst 0€30MacHOCTH

* Hardware-based security protocols (Amma-
paTHbIe IPOTOKOADI 0€30IaCHOCT)

* Hardware attacks and countermeasures (Ar-
raparHble aTaKu U KOHTPMepbl)

* Malicious design modifications (BpeaoHoc-
Hble MOAMpUKALMY AM3aITHA)

* Side-channel analysis and countermeasures
(AHaAU3 GOKOBBIX KAHAAOB U KOHTPMEPbI)

* Hardware reverse engineering (AmmaparHsiit

peBepC-UHXUHUPYH)

Systems security (besomacHocTb cuctem)

* Operating systems security (BesomacHocTb
OIEepaLIOHHBIX CUCTEM)

* Mobile platform security (besonacHocts Mo-
OUABHOI TAAT()OPMBbI)

* Trusted computing (AoBepeHHbIe BbIYKCAE-
HUA)

* Virtualization and security (Bupryaausauus
1 6€30macHOCTD)

* Browser security (BesonmacHocTb Opaysepa)

+ Distributed systems security (BesomacxHoctu
pacrpeAeAeHHBIX CUCTEM)

* Information flow control (YmpaBaenue un-
$bopMaLMOHHBIM IIOTOKOM)

* Denial-of-service attacks (ATaku orTkasa B
00CAYKMBaHUY)

 Firewalls (Bpanpmayapbi)

* Vulnerability management (YnpaBaeHue ysi3-
BUMOCTSIMU)

* Penetration testing (TecTrpoBaHue MPOHUK-
HOBEHMSI)

* Vulnerability scanners (CxaHeps! ys3BUMO-

cren)
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 File system security (BesonacHocTp daitao-

BO CUCTEMBI)

Network security (CereBast 6e30macHOCTb) » Data anonymization and sanitization (AHo-
HMMM3ALMS U OYMCTKA AQHHBIX)

* Management and querying of encrypted data
(YmpaBaenne 1 3anpoc 3aumidpoBaHHbIX AAHHBIX)

* Information accountability and usage control
(ndopmaLMoHHast yYUTHIBAEMOCTb 1 KOHTPOAD
VICTIOAB30BaHM)

* Database activity monitoring (MoxuTOpuHIr

AKTUBHOCTU 0a3bl AQHHDIX)

Software and application security (Besomac-| ¢ Software and application security (Besomac-
HOCTb IIPOrPaMMHOIO 00eCIeueHNs 1 IPUAOXKe- | HOCTh IPOrPAMMHOIO OfecIiedeHtst U IIPUAOJKe-
HUI) HUIT)

* Software security engineering (VHXuHMpyUHT
6€e30I1acHOr0 MPOrpaMMHOro 0becreyeHs)

* Web application security (Be3somacHocTb
BeO-IIPUAOXKEHNI])

» Social network security and privacy (Bes-
OIAaCHOCTb Y KOHPMAEHIMAABHOCTD COLIMAABHBIX
ceTen)

* Domain-specific security and privacy
architectures (ApxurexTypbl 6e30macHOCTH U
KOH(UAEHLMAABHOCTHY TIPUKAAAHBIX 00AaCTEN)

* Software reverse engineering (PeBepc-ntxu-

HMPVHT IPOTrPAaMMHOI0 00ecIieyeHst)

Human and societal aspects of security and| ¢ Economics of security and privacy (9xoHo-
privacy MuKa 6e30IacCHOCTY 1 KOH(PUAEHLMAABHOCTH)

» Social aspects of security and privacy (Cowu-
AABHbIE aCIIEeKThI H€30MaCHOCTH U KOH(UAEHLIM-
AABHOCTMU)

* Privacy protections (3aumra KoHGUAEHLM-
AABHOCTM)

» Usability in security and privacy (TTpoctora
MCIIOABb30BAHVSI B 0€30MaCHOCTY 1 KOHPMAEHLIN-

AABHOCTMU)

PaccMOTpeHHasi TAKCOHOMMSI AOCTAQTOYHO IOAHO OXBAThIBAET TPAAMLMOHHBIE
1oA00AaCTM HayYHBIX MCCAEAOBaHMIT Kubepbe3omacHocTu. OAHAKO B Hee MOKa He
BBEAEHDI TaKMe aKTyaAbHbIE TEMbI, KaK LupoBas KPUMUHAAUCTHKA, OOecrieueHne
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AOCTOBEPHOCTH, cepTudUKaLIMS, aYyAUT, CTAHAAPTU3ALMS, 3aKOHOAATEABHBIE aCIIeK-
Thl. Tak)Ke OHa He OXBaThIBaeT KOHKPETHbIE OTPACAEBble KOMIIETEHL[MY U aACTIEKThI
TEXHOAOTMYECKOTO U3MEPEHUSI.
8.4 Takconomusi NIST CSRC

Llentp pecypcos xommnbrotepHoit 6ezonacHocty (CSRC) opranmsauum NIST [50]
pa3paboTaA BCEOOBEMAIOLIYI0O MOAEAb KAACTEPU3ALUY 3HAHUIL O KubepOe3omacHo-
CTY Ha OCHOBE MHOTOMEPHOI'O KAQCTEPHOTO ITOAXOAR, BKAIOYAIOIETO CAEAYIOLIVe
IeCTh CKBO3HBIX 00AaCTeEN KAacCUDUKAIIUN:

1. - BesomacHocTb 1 KOH(pUAEHIIMaAPHOCTD (Security and Privacy);
- Texnoaoruu (Technologies);
- Tlpuaoskenus (Applications);
- 3akoHb!l 1 HopMaTuBHbIe aKkThI (Laws and Regulations);
- Buapr poesiTeapHOCTM M TPOAYKTHI (Activities and Products);
- BusHec cextopsl (Sectors).

oW

B Ta0. 8.6 mpeacTaBAeHa KAacCUPUKALIUS TAKCOHOMUM BTOPOTO YPOBHSL
Tabauia 8.6
Kaacrepusauuu sHanui o kubepoesonacHoctu NIST CSRC

BesonacHocTp U KOHMUAEHLM-AABHOCTD | cryptography (xpurrrorpaduist)
KOHKPETHBIX MICCAEAOBATEABCKMX ObAacTelt | general security & privacy (o61ias 6€3011acHOCTb 1 KOH-
(UAEHLIMAABHOCTD)

identity & access management (yripaBaeHue MaeHTUM-
Kallyeil M AOCTYIIOM)

privacy (KOHGUAEHIMAABHOCTD)

risk management (yrnpaBaeHue puckamm)

security & behavior (6e3omacHocTb 1 HOBeA€eHNE)

security measurement (n3MepeHye 6€301aCHOCTM)

security programs & operations (mporpammbl 6e3omac-

HOCTMU 1 OIlepaLiyiy)

TexHoAOrUM big data (60Ab1II0€ KOAMYECTBO AQHHBIX)

biometrics (6uomerpus)

Basic Input/Output System (6a3oBasi cucrema BBOAQ
BBIBOAQ)

cloud & virtualization (06Aaxo u BUpTyaAnsanyist)

communications & wireless (cBsi3b u 6ecrpoBopHast
CBSI3b)

databases (6a3bI AQHHBIX)

firewalls (MexxceTeBbIe SKpaHbI)

firmware (mpoumska)
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hardware (armaparHbie cpeACTBa)

mobile (MOOMABHBIIT)

networks (cetn)

operating systems (OIeparioHHbIEe CYCTEMBI)
personal computers (mepcoHaAbHbIe KOMITBIOTEPBI)
sensors (AaTYMKOB)

servers (cepBepsl)

smart cards (cMapT-KapTbi)

software (mporpammHoe obecrieueHne)

Ipuaosxenus (06AaCTU IPUMEHEHNS 3HA-

HIIT)

cyber-physical systems (kubep-¢usnieckue cuctemor)

cybersecurity education (0OpasoBaHue B 00AaCTU Ku-
6epbe3omnacHocTi)

cybersecurity framework (pamxu k16ep6e3onacHocT)

cybersecurity workforce (pabouas cuaa knbepbesonac-
HOCTU)

forensics (cyse0HO-MeAULIMHCKAsT SKCIIEPTH3A)

industrial control systems (mpOMBIIIA€HHbIE CUCTEMBI
yIIpaBAEHIsT)

Internet of Things (VIHTepHeT Beltieit)

small & medium business (Maabli1 1 cpeaHui OU3HEC)

supply chain (terouka mocraBox)

telework (AucraHumoHHast paboTa)

voting (roaocoBate)

3aKOHbI 1 HOPMAaTVBHbIE aKThI

executive documents (MCITIOAHUTEABHbIE AOKYMEHTbI)
laws (3akoHbI)

regulations (rmpaBuaa)

activities and products (A€sITEABHOCTY U TIPOAYKTBI)
annual reports (eXXeropHble OTYETbI)

conferences & workshops (koHdepeHumu 1 cemunapsi)
reference materials (crpaBouHble MaTepuaAbI)

standards development (paspaborka craHAapTOB)

BI/IAbI AEATEAbDHOCTU n IIPOAYKTbDI

(Activities and Products)

annual reports (e>keropHbie OTYETbI)
conferences & workshops (kondepeHLyy 1 ceMuHapsr)
reference materials (cripaBouHble MaTepuaAbi)

standards development (paspaboTka CTaHAAPTOB)

BusHec cextops! (Sectors)

energy (sHeprusi)

financial services (¢puHaHCOBbIE YCAYTH)

healthcare (3ppaBooxpanenue)
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hospitality (rocrenpunmcTso)
manufacturing (IpousBoACTBO)

public safety (o61ecTBeHHast 6€30MaCHOCTb)

retail transportation (po3HuyHbIE IEPEBO3KIA)

AaHHas KAaccubUKalys, MO BCEl BUAUMOCTHU, SIBASIETCSI OAHOU 13 HanboAee

HOAHBIX. B yacTHOCTH, Ha ee OCHOBe pa3paboTaHa U pacCMOTpPeHHas Bbllle oO1ie-
eBporeicKas Kaaccuduxaumsi.
8.5 Takconomusa pa6ounx rpynn IFIP TC11

MexayHapopHast depepanyst o6paborku nHpopmanuu (IFIP) siBasieTcs Hempa-
BUTEABCTBEHHOV HEKOMMEPYECKOI 30HTUYHOI OpraHM3alneil AAST HALMOHAABHBIX
obuiecTB, paboramiux B obAact 06paboTku nnpopmauuu. OpraHusaims Obira
coszpaHa B 1960 roay mop arupont JOHECKO. Cpeau ee TeXHMYECKMX KOMUTETOB
(TK) oco6s1it uutepec npeacraBasetr TK11 o 6e3omacHocTu 1 3aiure KOHPUAEH-
LIMAABHOCTU B cuctemax obpaborku unpopmauuu (IFIP Technical Committee 11:
Security and Privacy Protection in Information Processing Systems) [51].

Komurer TK11 cocTout 13 TeMaTnuecKux pabo4mx IPyIIl, COCTaB KOTOPBIX MO-
ka3aH B Ta6. 8.7. CTpyKTypa u copeprkaHyie TEMaTUYECKMX IPYIIIT MOTYT PacCMaTpH-
BaTbCsl KaK PA3HOBMAHOCTb TAKCOHOMUM K1OepOe30macHOCTY M KOH(PUAEHIIAAD-

HOCTH.
Tabauwa 8.7
CocraB TemaTnyeckux pabouux rpymnn Komurera IFIP TK11
WG 11.1 Information Security PT' 11.1 VmpaBaeHue MHPOPMALMOHHON Oe30MacHO-
Management CTBIO
WG 11.2 Pervasive Systems Security PT 11.2 Be30macHOCTb BCEOOBEMAIOIUX CUCTEM
WG 11.3 Data and Application Security PI' 11.3 be30macHOCTb AQHHBIX U IIPUAOXKEHUIT

WG 11.4 Network & Distributed Systems | PI' 11.4 Be3omacHOCTb ceTell ¥ pacIpeACAEHHbBIX CHU-

Security cTeM
WG 11.5 IT Assurance and Audit PT' 11.5 T-o6ecnieueHue 1 ayAur
WG 11.6 Identity Management PT 11.6 YnpaBaeHue naeHTrduUKaLen
WG 9.6/11.7 IT Mis-Use & the Law WG 9.6 / 11.7. HenpaBuAbHOe 1CIIOAb30BaHMEe UHPOP-

MalVIOHHBIX TEXHOAOTUI U 3aKOH

WG 11.8 Information Security Education | PI 11.8 O6yueHne nHdopMalLOHHOI 6€30IMaCHOCTI

WG 11.9 Digital Forensics PT 11.9 Lindpoas KpUMIHAAUCTIKA

WG 11.10 Critical Infrastructure PT 11.10 3aimTa KPUTUYECKON MHPPACTPYKTYPHI
Protection

WG 11.11 Trust Management PI' 11.11 AoBepuTeAbHOe yIpaBA€HME

WG 11.12 Human Aspects of Information | PI' 11.12 YeaoBeyeckue acrekTsl MHGOPMALIOHHO

Security and Assurance 6e30macHOCTH 1 0becreyeHust
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WG 8.11 / 11.13 Information Systems WG 8.11 / 11.13 ViccaepoBanue 6e3omacHOCTH MHGOP-
Security Research MALMIOHHBIX CUCTEM
WG 11.14 Secure Engineering PI' 11.14 BesomacHoe NpoeKTNpOBaHMe

8.6 O630p cTaHAAPTOB B 00AaCTU KuOEepOe30macHOCTH

B raaBe 7 npu paccMoTpeHnu TpebOBaHMIT K 3HAHKSIM M YMEHUSIM HABBIKOB, MMe-
IOLUX OTHOLIEHVE K KUOepOe30macHOCTH, UCITIOAb30BAAUCH CCBIAKU HAa HEKOTOPbIE
MEKAYHApOAHBIE CTAHAAPTHI B 3TOM obAacTu. Takue CTaHAAPTBI COAEpPIKAT OIMCa-
H1e GPYHAAMEHTAABHBIX MOAEA€I, METOAOAOTMYECKMX PELIeHUI U UX KAaccuduKa-
L0, TAOCCAPUIL, TEPMUHOAOTUYECKUIT CAOBAPb, KOTOPBIE MIPEACTABASIOT CO0OIT Ha-
YYHO-METOAOAOTMYECKYI0 OCHOBY K116€p6€e30IacHOCTH U U3y4eHue KOTOPBIX B TOI
VAV VIHOIT CTETeHU HEOOXOAUMO TPU MOATOTOBKE TIPO(ECCUOHAAOB 10 Kbepbeso-
MACHOCTM.

B Tab. 8.8 NpUBOAUTCS CIIMCOK MEXAYHAPOAHBIX U HALIMOHAABHBIX CTAHAAPTOB,
KOTOPBIE CAEAYET METh B BUAY IIPU TOATOTOBKE KaAPOB COOTBETCTBYIOILETO IIPO-
buas.

Tabauwa 8.8

CIuCcoOK MeXAYHAPOAHBIX U HALMOHAABHBIX CTAHAAPTOB, KOTOpPbIE MOTYT MC-
MMOAb30BAThCS MPU TTOATOTOBKE KAAPOB 10 K1bepbe3omacHoCT

Cepus CraHpAApTBI
ISO/IEC 27000 ISO/IEC 27000. Infomiation technology —
Security techniques — Information security

management systems — Overview and vocabulary
(ndopmaunonnsie TexHororum - MeTopbl 6es-
omacHoCTK - CHUCTeMBI yImpaBAeHUs1 MHOpMaLy-
oHHOI 6e3omacHOCThIO - O630p U CAOBapBD).

MCO/M3K 27001 MCO/M3K 27001. VMIHpopMaLMOHHasA TEXHOAO-

rusi. MeTOABL U CpeacTBa obecreveHus: Gesorac-

HocTu. CuCTeMbl MeHeAXMeHTa MHQOPMaLMOH-
Hout OesomacHocTu. Tpebosanus (ISO/IEC 27001.
Information technology — Security techniques
— Information security management systems —
Requirements).

MCO/M3K 27002 VICO/M3K 27002. VIHpopMaLoOHHAsT TEXHOAO-

rusi. MeToABI 1 CpeaCTBa obecriedeHst 6e30macHo-

ctu. CBOA TIPaBUA AASI MEHEAKMEHTA MH(POpPMAL-
onnoi1 6esonacuoctu (ISO/IEC 27002. Information
technology — Security techniques — Code of
practice for information security management).

MNCO/M3K 27005 VICO/M3OK 27005. VIHdopmalMOHHAsI TEXHO
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Aorus. MeToabl u cpepcTBa obecrieveHust Oes-
OMacCHOCTU. MeHEAXMEHT PUCKOB MH(OPMaLMOH-
Hon GesomacHoctu (ISO/IEC 27005. Information
technology — Security techniques — Information

security risk management).

ISO/IEC 27017 ISO/IEC 27017:2015 «CBoA MpaBUA IO YIpaBAe-
HMIO MH(GOPMAaIMOHHOI 6€30I1aCHOCTDIO».

ISO/IEC 27018 ISO/IEC 27018 «CBoa mpaBuA IO 3aluTe Iepco-
HaAbHbBIX AQHHBIX B OOAAKe».

ISO/IEC 27034 ISO/IEC 27034:2011+ — Information technology

— Security techniques — Application security
(all except part 4 published). TOCT P MICO/M3K
27034-1-2014 VudopmaLuoHHast — TEXHOAOTUs
(MIT). Metoabr u cpeacTBa obecrieueHus Ge3ormac-
Hoctu. BesomacHocTp nmpuaokennit. Yactp 1. O6-

30p 1 001IVe TOHATHSL.

ISO 7498-2, ITU-T X.800

TOCT P MCO 7498-2-99. VudopmaunonHas
TeXHOAOTMs. B3auMOCBsI3b OTKPBITBIX cucTeM. ba-
30Basl 3TAAOHHAs MoAeAb. JacTb 2. ApxurekTypa

3a1MTh MHPOPMALUM.

rfc5280 Internet X.509

Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile (Ceprudukar nHbpacTpyKTypsl OTKPBITHIX
katouen Internet X.509 u npoduab or3siBa cepTu-
¢duxaros (CRL)).

ISO / IEC 15408

I'OCT P MICO/M3K 15408-1-2012 Vudopmaru-
onHast rexHoaorust (VIT). Mertoasl u cpeacTBa 00e-
crnieueHust 6esomnacHoctu. Kpurtepun ouenkn 6es-
OMacHOCTY MHGOPMALIMOHHBIX TEXHOAOTMIT. YacThb

1. BeepeHue 1 0011ast MOAEAD.

ISO 31000

ISO 31000. «Risk management — Principles and
guidelines»/ TOCT P ICO 31000-2010 — MeHea-

JKMeHT pucka. [I[pMHLMIIBI ¥ PYKOBOACTBO.

ISO/IEC 31010

ISO/IEC 31010:2009 «Risk management — Risk
assessment techniques»/ TOCT P IMCO/M3K
31010:2009 «MeHeaXMeHT pucka. MeTOAbI OLIeHK!

PUCKa».

ISO Guide 73

ISO Guide 73. «Risk management — Vocabulary
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— Guidelines for use in standards»/ TOCT P M1ICO
73 «MenepxmeHT pucka. CaoBapb. PykoBoacTBO

I10 VICIIOAb30OBaHMIO B CTaHAAPTaX».

ISO 55000.

ISO 55000. Asset management. Overview,
principles and terminology (YmpaBaeHue axTuba-
mu. Obliiee NpeACTaBAEHME, IPUHLMIIBL U TEPMU-

HOAOTMSI).

ISO 55001. Asset management. Management
systems. Requirements (YmpaBaeHue axkTUBaMu.

TpeboBaHusi).

ISO 55002. Asset management. Management
systems. Guidelines for the application of ISO
55001 (YmpaBaeHue akTMBamMyu. PYKOBOACTBO IO

npumenenno ISO 55001).

T'OCT P 55.0.00-2014 «YmpaBAeHue aKTHBaMIU.
HaimoHaabHasg cuctemMa CTaHAApTOB. OCHOBHBIE

IIOAOXKEHMA».

T'OCT P 55.0.01-2014/M1C0O55000:2014 «Ympas-
AeHye axktuBamm. HanuyonaAapHas cucreMa CTaH-
AapToB. Obliiee IpeACTaBAEHNE, IPUHLIMIIBL U TEP-

MMHOAOTUS».

T'OCT P 55.0.02-2014/11C0O55001:2014 «Ympas-
AeHye axkTuMBamm. HanuyoHaAapHasl cucreMa CTaH-

AapToB. CucTeMbl MeHeA)XMeHTa. TpeboBaHus».

ITOCT P 55.0.03-2014/1SO55002:2014 «Ympas-
A€HMe aKTMBaMM. HallMoHaAbHas cucTeMa CTaH-
AapToB. CHcTeMbl MeHeAXXMeHTa. PYKOBOACTBO IO

npuMeHeHuo [SO 55001 ».

IEC 61508. (DyHKUMOHAABHAS 6€30MacHOCTh

IACKTPUYIECKUX, SAEKTPOHHBIX

IOCT P M3K 61508-1-2012 Yactp 1. Obuue

TpeboBaHMsI.

I'OCT P M3K 61508-2-2012 Yactp 2. TpeboBa
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1 IPOTrPAMMUPYEMbBIX SAEKTPOHHBIX CUCTEM,

CBSI3aHHBIX C 0€30IMTaCHOCTbHIO)

HUA K CUICTEeMaM.

T'OCT P M2K 61508-3-2012 Yacts 3. TpeboBa-

HIS K IPOTPAaMMHOMY 00ecIieueHuIo.

I'OCT P M3K 61508-4-2012 YacTtb 4. TepmuHbl 1

OIIPpEAEAEHNA.

T'OCT P M3K 61508-5-2012 YacTb 5. PekomeHpa-
LM 10 TIPMMEHEHUI0 METOAOB OIIPEAEAEHNS YPOB-

Hell IOAHOTHI 0€30IaCHOCTU.

I'OCT P M3K 61508-6-2012 YacTb 6. PykoBoa-
crBo no npumeHenno [OCT P MK 61508-2 u
T'OCT P M3K 61508-3.

T'OCT P M35K 61508-7-2012 Yactp 7. MeTOAbI U

CpeACTBa.

MCO/M3K 18028:2006

MCO/M3K 18028-1. «MHbopMaLmoHHasT TEXHO-
Aorusi. MeToABI U CpeACTBa obecriedeHs Oe3omac-
Hoctu. CeTeBast 6€30MaCHOCTb MHPOPMALIVIOHHBIX

TEXHOAOTUIN».

MCO/M3K 18028-2 - onpepeAeHne CTAHAQPTHO
ApXUTEKTYpbl 0E€30MacHOCTHM, OMKCHIBAMOIEN I10-
CAEAOBATEAbHYIO CTPYKTYPY TMOAAEP)KKM IAQHU-
pOBaHUsI, IPOEKTUPOBAHNS U PeaAM3aLyl CETEBOIT

6€e30MmacHOCTI.

MCO/M3K 18028-3 - ompepereHre METOAOB U
CcpeACTB obecriedeHnst 6e30macHOCTY MHpopMaLm-
OHHBIX IIOTOKOB MEXAY CETSIMU, UCIOAb3YIOLMMU

LIAXO3bI 6€30IIaCHOCTM.

MCO/M3K 18028-4 - ompepeseHre METOAOB U
cpeAcTB obecrieyeHns: 6€30MACHOCTY YAAAEHHOTO

AOCTYIIA.
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MCO/M3K 18028-5 - ompepeseHne METOAOB U
cpeACTB obecrieueHusT 6e30IIaCHOCTY MEXCETEBBIX
COEAMHEHUI1, YCTAHOBAEHHBIX C MCIIOAb30BAHUEM

BUPTYaAbHBIX YacTHbIX ceTeit (VPN).

TOCT P MCO/M3K 27033-1- 2011

TOCT P MCO/M3K 27033-1- 2011

VHpOopMaLIOHHbIE TEXHOAOTUU. MeTOABI U CpeA-
cTBa obecreyeHus 3alUTHL 3amura ceTn. JacTb
1. O630op u xoHuenuuu (ISO/IEC 27033-1:2009
Information technology — Security techniques —
Network security — Part 1: Overview and concepts
(IDT).

ISO/IEC 27033-2:2012

VHbopmaLmoHHbIe TeXHOAOTUM. METOABI U CPeA-
cTBa obecrevyeHus 3awuThl. 3amura cetn. Jactpb
2. PykoBoAsIIIIe YKa3aHMUS [0 MPOEKTUPOBAHUIO 1
BHeppenuo 3autsl cetu (ISO/IEC 27033-2:2012).

IOCT P MCO/M3K 27033-3-2014 Vudopma-
yuonHast texHoaorust (VIT). Meroabl u cpeacTBa
obecrnieuennsi 6esomnacHocTy. besonacHocTb cereii.
YacTp 3. DTaAOHHbIE CeTeBble CLiEHApMU. YTPO3bI,

METOADI IPOEKTVPOBAHVA U1 BOIIPOCHI YIIPABACHVA.

CraHAapThbl 0€30IIaCHOCTY TPYAQ

T'OCT 12.0.003-2015 «Cucrema craHAapTOB 6e3-
omacuoctu tpyaa (CCBT). OmacHble M BpeAHble

Mpon3BOACTBeHHbIe ¢pakTopbl. Kaaccubukanysi».

NIST Special Publication 800-160 Volume 1

NIST Special Publication 800-160 Volume 1.
Systems Security Engineering: Considerations for
a Multidisciplinary Approach in the Engineering
of Trustworthy Secure Systems Ron Ross; Michael
McEvilley; Janet Carrier Oren November 2016
(updated 3/21/2018) - https://doi.org/10.6028/
NIST.SP.800-160v1

(Crieumanphast mybOaukaumst NIST 800-160, Tom
1. Pa3paboTka CUCTEMHON 0€30MaCHOCTM: aCHeKThI
MYABTHAVICLIMITAIHAPHOT'O TIOAXOAQ K Pa3paboTKe Ha-

AEKHBIX 3alluilieHHbIX crucTteM Pon Pocc; Marnka Ma-

KaBrAAY; AxaHer Kappuep OpeH, Hos10pb 2016 1.

155



Cyxomaun B.A., Beaskosa O.C., Kaumuna A.C., [lorsuckas M.C., Pycanos A.A.

(o6HOBAEHO 21.03.2018)
https://doi.org/10.6028/NIST.SP.800-160v1

NIST Special Publication 800-37 Revision 1

NIST Special Publication 800-37 Revision 1.

Guide for Applying the Risk Management
Framework to Federal Information Systems: A
Security Life Cycle Approach

(Cneunmanpnas nmybaukauums NIST 800-37, pepax-
uusi 1. PYKOBOACTBO IO NMPUMEHEHUIO CTPYKTYPBI
yIIpaBA€HUsS pUCKaMu K (depepaAbHbIM MH(OpMa-
LMOHHBIM CUCTEMaM: MIOAXOA Ha OCHOBE >KU3HEH-

HOTO 1IMKAa 6€30MacHOCTH).

ISO 26000

ISO 26000 «PyKoBOACTBO IO COLIMAABHOI OTBET-
CTBEHHOCTU» «HanbOAee BCEOOBEMAIOLIMM PYKO-
BOACTBOM O TOM, YTO AOAPKHA A€AATb OPraHM3aLNs

AAA COAGIZCTBMH yCTO];I‘{I/IBOMY PasBUTUIO».

ISO 14000

ISO 14000.

CemericTBo cTaHpapToB ISO 14000 mpeaocTaBasi-
€T IpaKTUYeCKle MHCTPYMEHTBI AASI OpraHu3aLuii,
CTPEMSIIMXCS YIPaBASITb CBOMMU 5KOAOTMYECKM-

MU 00513aHHOCTSAMMU.

T'OCT P 50932

T'OCT P 50932-96. CoBMECTUMOCTD TEXHUYECKUX
CPEACTB DAEKTPOMArHUTHAsl. YCTOYMBOCTb 000-
PYAOBaHMsI IIPOBOAHOI CBSI3M K JAEKTPOMArHUT-

HBIM ITOMEXaM. Tpe60BaHV[H U ME€TOADBI VCITBITAHUIA.

IOCT P 53111

T'OCT P 53111-2008. YcToiuMBOCTb QYHKLMOHU-
pOBaHMsI CETU CBsI3U 001Iiero noAb3oBauust. Tpebo-

BaHUA I METOADBI IIPOBEPKU.

IOCT P MICO/M3K TO 13335

I'OCT P MICO/M3K TO 13335-3-2007. Vudop-
mauuoHHast rexHoAorust (VIT). MeToab! 1 cpepcTBa

obecreyeHus: 6€30MaCHOCTH.

ITopBepem uToru.

B AaHHOII TAaBe pacCMOTpPEHbI apXUTEKTYPHbIe MOAEAU K1bep6e30macHOCTY Kak

O6H.II/IpHOI7I obaacTu Hay4YHbIX N IIPUKAAAHDBIX 3HAaHUM, a TaKXKe TEXHOAOTUIA. Pac-

CMOTPEHBI CAEAVIOLIVIE APXUTEKTYPHBIE MOAEAU K11OepOe30macHOCTI: eBpoIercKas
TakcoHoMust KubepbesomacHoctu 2019, cucrema kaaccudpukauuu ACM, TakcoHO-
must NIST CSRC, takconomus IEEE, Takconomus pabounx rpymm IFIP TC11. Pac-

cmoTpeHbl cBo npodeccronaabubix 3HaHuit CyBOK (The Cyber Security Body of
Knowledge Version 1.0, 31st October 2019) 1 HaboOp MEXAYHaPOAHBIX M HALMOHAAD-

HbIX CTAHAQPTOB, ABAAIOLIINXCA Ba)KHEMILVMU HOCUTEASIMU AKTYaAbHbIX MOAeAeIZ n
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npodecCMOHaAbHBIX 3HaHUIT B chepe Kubepbe3omacHOCTH.

YuuThIBasi TO, YTO €BPOIENICKasi TAKCOHOMUS pa3pabaTbiBaAach MO3Ke APYIUX
TAaKCOHOMMII M B Hell Y4YTE€Hbl MHOTME CBOVICTBA €€ IPEALIeCTBEHHUKOB, B AAAb-
HellleM el OYAeT OTAQHO MPEANIOYTEHME, KAK MOAEAU BBICOKOTO YPOBHSI AASL TIPO-
CTPAHCTBA 3HAHUIT U TEXHOAOTUIT KnbOepbes3omacHOCTU. A B KayeCTBe MCTOYHUKA
npodeccrnoHaAbHBIX 3HaHMI HanboAbIMI MHTEpec npeacTaBasitor CyBOK u pac-
CMOTpeHHbIE BBIlIe MEXAQHAPOAHbBIE M HALMOHAABHbBIE CTAHAAPTHI M0 K1ubepbeso-
MACHOCTM.

9. ApXuTeKTypa CBOAOB 3HAHUI B KYPPUKYAyMaX Mo Kubepoe3o-
NMacHOCTH

B raaBe KpaTKo pacCMOTpeHBI IOHSTIE KYPPUKYAYMa, Ha3HAuU€HMe U POAb KYp-
PUKYAYMHOTO ITOAXOAQ B PasBUTUU MeXKAYHapOAHOI cucteMbl VIT-ob6pasoBanus,
OCHOBHbIE TIPMHLIUIIBI I COBPEMEHHOE COCTOSIHME KYPPUKYAYMHOI CTaHAQPTH3a-
uun. boaee MoApPOOGHO paccMaTpuUBAIOTCSI ABa KYPPUKYAYMa, HA OCHOBE KOTOPBIX
LIeA€CO0Opa3HO OCYIIEeCTBASITh IOATOTOBKY IPO(}ECCUOHAABHBIX KaAPOB IO MH-
dopmaumonnon 6ezonacHoctu: Curriculum Guidelines for Post-Secondary Degree
Programs in Cybersecurity (CSEC2017) u Computer Science 2013 (CS2013).

Moaeab 06yuenus Ha ocHoBe CSEC2017 MOXXHO Ha3BaTbh HAACTPOEYHOI, TaK KaK
B KYPPUKYAYMe OIIPeAEASIETCSI CTPYKTYPa 1 CEMaHTMKA CBOAQ 3HAHWIT, OTpasKarolle-
IO TOABKO IleA€BYIO TPOOAEMATUKY K1Oep0Oe30macHOCTH, B IPEATIOAOXKEHUM TOTO,
4TO 0Oy4aIoLIMecs y)Xe MOAYYMAN HEOOXOAUMYIO 0a30BYI0 IIOATOTOBKY IO OAHOMY
113 HallpaBAE€HNIO KOMIIbIOTHHI], KaK, Hallp/Mep, KOMIIBIOTEpHbIE HAayK!, IIPOTpaMM-
Hasl UH>KeHepyst, MH()OPMaLIOHHbIE CUCTEMBI U T.II.

Bropast moaeab (CS2013) paccmaTpuBaeT MOATOTOBKY IO KubepOe30macHOCTH
BCTPOEHHYIO B IIpoLjecc mpuobpeTeHusi 6a30BbIX 3HaHUI. B coOTBeTCTBME C 3TOM
MOAEABIO B CBOA 3HaHUIT BBOAUTCSI OTA€AbHAsI BeCbMa €MKasl IpeAMeTHast 00AaCTb
(3ammTa nudpopmauuu 1 uHbOpMaLMOHHAST 0€30MACHOCTD), KOTOPasi UMeeT CeTe-
BYI0 OPraHM3aLNI0, COCTOSIYI0 13 OCHOBHOTO MaCCUBA AMAQKTUYECKUX EAVHMUI]
10 K1OepOe30MmacHOCTY, AOTIOAHSIEMYIO LIEAOCTHON CHUCTEMOI NpeAMETHO-OPUEeH-
TUPOBAHHBIX AMAQKTUYECKMX KOMIIOHEHT 10 MHGPOPMAaLMOHHON 0e30IMacHOCTH,
BCTPOEHHBIX B COOTBETCTBYIOIME TeMAaTU4YeCKue 00AaCTy, HalpuMep, Takue, Kak,
OIlepallVIOHHbIE CUCTEMBI, KOMIIBIOTEDHBbIE CETY, KOMIIbIOTEPHBIE APXUTEKTYPHI,
nAaT$hopMeHHOE TPOrpaMMUPOBaHNME U T.11.

9.1. O KYppPMKYAYMHOM ITOAXOA€E ¥ KYPPUKYAYMHOM CTaHAQPTU3aLU

CHayaAa yTOYHUM, YTO IIOHMMAETCS TI0A CAOBOM KYPPUKYAYM. DTO y4eOHO-Me-
TOAMYECKUIT MaTePUaA B BUAE PYKOBOACTBA AASI YHUBEPCUTETOB, IPeAHA3HAYEeHHBII
AASL pa3paboTKy yUeOHBIX IIPOrpaMM IO KOHKPETHBIM HAIPaBAEHVSIM IIOATOTOBKY,
KOTOPBIN BKAIOYAeT B ce0s1 onpepeAeHre Habopa 0>KMAAQEMbIX XapaKTePUCTUK BbI-
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MTYCKHUKOB U TpeOOBaHMS K ITPEABAPUTEABHOI IIOATOTOBKE MOCTYIAMIINX HA IIPO-
rpaMMy OOyueHMs], OMMCAHMe apXUTEKTYPbl CBOAA 3HAHMI Y4eOHOI IPOrpaMMBl,
AETaAbHYIO CrielnpUKaLUI0 SAEMEHTOB CBOAQ 3HAHUIL, ONPEAEAEHE PE3YAbTATOB
00y4YeHMsI/KOMIIETEHLMIA, & TAK)KE BKAIOYAeT METOANYECKIE MAaTePUAAbI C PEKOMEH-
AQLUSIMU 110 METOAQM COCTABAEHUS y4eOHBIX POrpaMM, IPOBEAEHUIO NMPAKTUK U
Aab0paTopHBIX paboT, TpeOOBaHUSAM B BBIITYCKHBIM paboTaM, aAanTaluy K pa3Any-
HBbIM MHCTUTYLIMOHAABHBIM CpeAaM U T.I. Elle 0AHOM Ba’kKHOV COCTaBASIOLIeN Ta-
KIX PYKOBOACTB, KaK [IPABUAO, SIBASIETCSI ONMCAHME IPUMEPOB Y4eOHBIX IIPOrpaMm
Y TIPUMEPOB Y4eOHBIX KYPCOB, peaA30BaHHBIX M3BECTHbIMU YHUBepcuTeTamu. K
COXXaA€HUIO, ABTOPBI HE MOT'YT MIPEAAOKUTH AAEKBATHbBII 9TOMY ITOHSTUIO TEPMUH
pycckoro si3bika. [109TOMY BBIHY>KAEHbI MCIIOAB30BaTh MPSIMYIO KAABKY C QHTAUII-
CKOTO sI3bIKA.

K HacrosiiemMy BpeMeHM CAOXXMAACH LEAOCTHAsI CUCTEMa Pa3pabOTKU U COMPO-
BO>KAEHUSI MEXAYHAPOAHBIX CTAHAAPTOB U PEKOMEHAQLMIT B BUAE KYPPUKYAYMOB
AASI OCHOBHBIX HampaBaeHum obaactu VT, HaspiBaeMasi KYpPUKYAYMHOI CTaHAAD-
Tusauueit [15], KoTopas cTara BaKHENIINM METOAOAOTMYECKUM UHCTPYMEHTOM B
co3AaHMM COBpeMeHHOI cucteMsl VI T-o6pasoBanusi.

B KyppuKYAyMHOM IOAXOAE COAep>KaHMe 00pasoBaTEAbHOI IIPOrPaMMbl OIIpe-
A€AsIeTCSI TEMaTUYeCKOI HAIPAaBAEHHOCThIO HAIIOAHSIIOIIETO ee y4eOHOro KOHTEHTA,
Ha3bIBaeMOIo CBOAOM nAM o6bemoM 3HaHui1 (Body of Knowledge - BOK). Kak npa-
BMAO, TaKOIl KOHTEHT MPEACTABASIETCS] B BUAE MEPAPXMUECKON CUCTEMBI, BKAIOYA0-
el mpeAMeTHbIe 00AACTY, MOAYAU 3HAHMI, yueOHbIe KYPChl, TEMbI 3aHSTHUIL, C TI0-
MOIL[bI0 KOTOPBIX 3aAa4a OCBOEHMsI BCEI0 00pa30BaTeAbHOrO KOHTEHTA MAUM CBOAQ
3HaHUIT pa30bMBaeTCsI HA OTAEAbHbIE [T0A33AQ4M, YBsI3aHHBIE B OAHO LieAOe YieOHOI
nporpammon. O6pasoBaTeAbHbIe, MAK TOYHee YueOHbIe, IPOrPAMMbl PA3AUYAOTCS
B LIMPOKOM AMarasoHe. DTO MOTYT ObITh MHOTOAETHIE IIPOrpaMMbl 6a30BOro 06-
pasoBanus (bakasaBpuaTa M MaruCTPaTypsl), AOCTATOYHO CAOXKHBIE IIPOrPAMMBbI
nepekBaAuQUKaALMY VAU BTOPOTO IIAHCA, Pa3HOOOpa3Hble MPOrpaMMBbl AOTIOAHM-
TEABHOTO 00pa30BaHMSI 110 PA3BUTUIO T€X AU MHBIX HABBIKOB.

AaHHBI TOAXOA CHOPMUPOBAACS B ITPOLIECCE CTAHAAPTUSALUM Ha MEXXAYHAPOA -
HOM YpOBHE IIPOrpaMm y4eOHbIX KypcoB cucteMbl VI T-00pa3oBaHusi 0 pasAUIHBIM
HarpaBAEHMSIM MTOATOTOBKM VI T-KapApOB. AKTYaABHOCTb CTAHAQPTU3ALMU YIeOHBIX
nporpamm VI T-o6pasoBanusi 6p1aa 00YCAOBAEHA MTPOLIECCAMY TAOOAAM3ALINY MUPO-
BOJ1 95KOHOMMKM 1 TOBCEMECTHBIM pacrpoctpaHeHueM VT, urparmoium B SKOHOMUKE
BCe BO3PACTAIOLIYIO POAb. VIMEHHO pa3paboTKa MeXKAYHAPOAHBIX CTAHAAPTOB/PEKO-
meHpauuit B chepe M T-o06pasoBaHusi, 00AaAQIOLINX BBICOKUM YPOBHEM KOHCEHCYCa
B PO eCCUOHAABHO CPEAE U CAYKALIMX OPUEHTUPOM AASL YHUBEPCUTETOB U BY30B
AQeT BO3MOXKHOCTb CUCTEMATU3UPOBATh U YHUPULMPOBATh TpeOOBAHMS MPAKTUKA
K COOTBETCTBYIOIIMM y4eOHbIM IIPOrPaMMaM U K BbITyCKHMKAM By30B, CBOEBPEMEH-
HO YYUTBHIBATh B 00PA30BATEABHON AESITEABHOCTU AOCTVDKEHUSI U TEHAEHLUU pas-
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BUTMSI HAYKU U TEXHOAOTMIT, 060011jaTh 1 UCITIOAB30BATh AYYILIYI0O 00Pa30BATEABHYIO
NPaKTUKY, MOBBIIATh 3(PEeKTUBHOCTb NMOCTPOEHUS AKTYaAbHBIX Y4eOHBIX IPO-
rpaMM, U T€M CaMbIM, MMO3BOAsIeT ChOPMUPOBATh EAMHOE TIPOCTPAHCTBO B cdepe
NT-o6pasoBanus, 00ecriequTh BBICOKYI0 MOOUABHOCTD VI T-KappoB.

OTBeTCTBEHHOCTD 3a pelleHue 3apadn GOPMUPOBAHMS TaAKUX OPUEHTUPOB-pe-
KOMEHAALIMIT B BUAE CTAHAQPTM30BAHHBIX Y4eOHBIX IIPOrPAMM MAU KYPPUKYAYMOB
(curriculum) B3siAu Ha cebst BeAylyie MeXAYHapOAHbBIe MpodeccroHaAbHbIe Opra-
HU3auuu — Accolalis BIYMUCAUTEAbHON Texuuku u KommbiooTepHoe 0611ecTBO
VHCTUTYTa MH)XEHEPOB 110 SAEKTPOTEXHUKE U PAAMOIAEKTPOHUKE , KOTOPbIE BEAYT
3Ty pabory, HaunHasi ¢ 60-X T0A0B 20-TO CTOAETHSL.

[TpoexT mepBOro CTaHAAPTa KYPPUKYAYMa AASI HAIIpaBAEHUS TIOATOTOBKM KOM-
npioTepHble Hayku (Computer Science) Obia onmybarkoBaH opranusauuein ACM B
1965 1. [52], a B 1968 1. oH mI0OCAE AOPaOOTKM OBIA ONTYOAMKOBAH B OKOHYATEABHOM
BUA€, IOAYYMB 13BeCTHOCTb Kak Curriculum 68 [53]. Uepes aecats aeT B 1978 roay
ACM BbINyCTMAQ HOBYIO BEPCUIO 3TOTO AOKYMEHTa, M3BecTHOro kak Curriculum
78 [54]. TIpumepHO B TaKOM >Ke TTAaHe BeAach pabora u B pamkax IEEE-CS mo pas-
paboTKe TUIOBBIX MPOTPAMM MTOATOTOBKMU 0aKaAaBPOB KOMIIbIOTEPHOI MH)XXeHepUn
(Computer Engineering). B 1985 roay ACM u I[EEE-CS 00beAMHUAM CBOYM YCUAMS,
CO3AaB OOBEAVHEHHYIO LIeA€BYI0 TPYIITY IOA IPeACeAaTeAbCTBOM Ipodeccopa
Inutepa Aennunra. B 1989 roay ara rpymma nmoarorosuaa pAokaap «Computing as
a discipline» [55], B xoTopomM (pOpMyAMPOBAaAUCH MPUHLIMIIBI TIPENOAABAHUS AMC-
LIMIIAVHBI, Ha3BaHHOI KoMmbloTuHroMm (Computing) 1 o6bepMHMBIIEN B cebe ABe
AVICLIMTIAVHBI (TOAAVCLIMITAMHBI) - KoMmmbioTepHble Hayku (Computer Science) u
KoMIbloTepHYI0 MHxeHepuio (Computer Engineering). B 1991 roay o6beanHeHHast
rpyIma onyOAMKOBaAa HOBOE PYKOBOACTBO AASI TOATOTOBKM 0aKaAaBpOB IO KOM-
npioTuHry - Computing Curricula 1991 (CC 1991) [56], HapoAro cTaBlIee 10 Cylie-
CTBY 3TAAOH AASI YHUBEPCUTETOB B AeAe ToAroToBkU VI T-kappos.

B 1998 roay, BHOBb CO3AQHHAsI 00'bEAMHEHHASI TPYIIIA CIIELMAANCTOB [TOA STHAON
ACM u IEEE-CS npucrynuaa K pazpabotke Kyppukyayma Computing Curricula 2001
(CC 2001) [57]. PagpaboTumkaM 3TOro AOKYMEHTA Y)Ke Ha CTaAUM aHAaAM3a CTAAO
SICHO, YTO 3a UCTeKilee AecsiTuAaeTre o0AacTb VT nperepreaa CTOAb 3HAYUTEABHBIE
VI3MEHEHMSI - Pa3BUTHE U BLIVPB, U BIAYOb, HA3BaHHOE B AOKYMEHTaX I'PYIIIbI APaMa-
TUYECKUM, YTO AASI €€ AAEKBATHOTO MPEACTABAEHIS B aKaAEMUYECKOM MTPOCTPAHCTBE
HEOOXOAMMO OBIAO TIOHSITHE KOMIIbBIOTUHIA PACIpOCTPAaHUTh Ha Bcio obaacts T u
paspaboTaTh LIEAYIO CUCTEMY KYPPUKYAYMOB, COOTBETCTBYIOIYI0 COBPEMEHHOMY CO-
cTosiHMIO HayKu U oTpacau VT, motpebHocTsam npakTuku B M T-kappax.

! Association for Computing Machinery (ACM). URL: http://www.acm.org
2IEEE Computer Society (IEEE-CS). URL: http://www.computer.org/
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MacitTabHOCTb 3TOr0 IPOeKTa MOTpeboBasa BOBA€UEHMEM B HETO PSIAA APYIUX
npodeccnoHaAbHBIX OpraHusaLuil, BKAOYas: Accoumanno MHGOPMALMOHHbBIX CH-
crem (The Association for Information Systems - AIS) u Accounanuio npodeccu-
onaaoB B obaactu T (The Association for Information Technology Professionals
- AITP).

K cepeanHe mepBOro AeCSITUAETHSI TEKYIero Beka ObIA pa3paboTaH LleAOCTHBIN
HabOp CTaHAAPTOB KYppUKYAYMOB (curriculum standards) nAu mpocTo KyppuKyAy-
MOB, OIVCBIBAIOIVX TUIIOBble MOAEAM YYEOHBIX IPOTrPaMM 110 OCHOBHBIM Npodu-
ASIM/HaTpaBAeHMAM NMOATOTOBKY VI T-KappoB.

B nocaeayo1ie roAbl B paMKaX 3TOTO MIPOLIECCA, TIPUHSBIIEr0 OCTOSHHBII, He-
IIPEePBIBHBIN XapaKTep U OCYLIeCTBASIEMOrO Ha MPUHLMIIAX KOHCOPLIMYMHOM CTaH-
AQpTU3aLUM, BCE KYPPUKYAYMBbI IIEPBOTO ISITUAETHSI OBIAYM ITepepabOTaHbl 1 BBIIAK
B HOBBIX peAAKLMsIX. [[epMOAMYHOCTD [TePeCMOTPa CTAHAAPTOB KYPPUKYAYMOB CO-
CTaBASIET IPUMEPHO TSITUAETHE.

OCHOBHBIM KOHLIENITYaAbHbBIM AOKYMEHTOM CUCTEeMbI KyppukyaymoB WT-
obpasoBaHust CAYKUT AoKyMeHT CC2005 [58], B KOTOPOM OIpeAeAeHa apXUTEKTY-
pa CUCTEMBI KYPPUKYAYMOB, OIMCAHbI BaXKHENIIVe METOAOAOTMYECKIE TIOAOXKEHMS],
AesKalljyie B OCHOBE KYPPUKYAYMHOTO TIOAXOAQ.

KpaTko paccMOTpyM OCHOBHbBIE IPUHLMIIBI KYPPUKYAYMHOTO OAXOAQ [59].

1). CucremMHbIII KOMITAEKCHBII XapakTep U AuddepeHLmaiysi OCHOBHBIX HAIIPaB-
AEHUIT TIOATOTOBKM B COOTBETCTBUU C XapaKTepoM AesiTeAbHoCTU VI T-crieriuaAnucTos,
a MMEHHO, BbIAEAEHME CAeAyIonx 6a3oBbix mpoduaeit (HaspiBaembix B CC 2005
TaK)Ke IOAAUCLIUITIAVHAMMA):

- KommnbrorepHsie Hayku (computer science — CS);

BeruncanrteabHas TexHuka (computer engineering — CE);
- Nupopmaunonusie cuctemsi (information systems — IS);

npopmanmonusle TexHoaoruu (information technology — IT);

ITporpammHuast nHxenepus (software engineering — SE).

2). LleAOCTHOCTB CUCTEMBI KYPPUKYAYMOB OAQroaapsi TOMy, 4TO BCe OHM paspa-
6oTaHbl B COOTBETCTBUU C onpepeAreHHbIMU B CC2005 eAVHBIMU TEPMUHOAOTMEN,
APXUTEKTYPOI1, MPUHLIUITAMA.

3). 3HaHMe-OpMEHTVPOBAHHBIN XapaKTep OOABIIVMHCTBA KYPPUKYAYMOB, B KOTO-
PBIX OCHOBHOE COAEp’KaHMe COCTABASIET CIeLUPUKALUSA CTPYKTYPbI U COOCTBEHHO
06beMoB (cBoAOB) akTyaAbHbIX 3HaHUI1 (body of knowledge nau BoK), coorBetcTBYy-
IOLUX TPODUASIM IOATOTOBKU. AASI HEKOTOPBIX KYPPUKYAYMOB HOBOT'O ITOKOAEHMSI
CTAAO XapaKTEPHbIM IPUMeHeHe KOMITIETEHTHOCTHOTO TIOAXOAR, IPY KOTOPOM CBO-
ABI 3HAHUIT HE OMPEAEASIIOTCS B SIBHOM (OpMe, a 3aAI0TCsI OTIOCPEAOBAHHO Yepes
CTPYKTYpMPOBaHHbIe HAOOPbI KOMIIETEHLMI B KAUECTBE PE3yAbTATOB 00y4eHNsI, KO-
TOPBIMU AOAKHBI BAAAETD BBIITYCKHUKY 00pa3oBaTEAbHBIX IIPOIPAMM.

4). EAMHasI apXUTEeKTypa MPeACTaBAEHMS 3HAaHUI B BA€ MHOTOYPOBHEBOI (Tpex
160




Moderp yugpoBvix HABLIKOB KILOEpOE30NACHOCHY

MAM YETBIPEXYPOBHEBOI) MePapXUYECKOl CTPYKTYPBI - HA BEPXHEM YPOBHE Mepap-
XMM PaCIOAAralTCs MpeaMeTHble 00AacTu (areas), KOTOpbIE MOAPA3AEASIOTCS Ha
MOAYAM 3HaHMI1 (units), TOCAeAHME B CBOIO OYepeAb Pa3OMBAIOTCs Ha TeMBI (topics),
KOTOpbIE MOT'YT AEAUTBHCS Ha MOATEeMBI (subtopics).

5). Konuenuus siapa (core) cBoaa 3HaHUiT — BripeAeHre B BoK MuHuMaabHO He-
00XOAMMOTO COAEP)KaHUSI AASL BCEX YYeOHBIX MPOTPaMM, YTO CIIOCOOCTBYET IOA-
A€p>KKe LIEAOCTHOCTM 00pa30BaTEAbHOIO MPOCTPAHCTBA, MOOMABHOCTH YYALVIXCS,
rapaHTUpYyeT 3aAQHHBII YPOBEHb KauecTBa 6a30BOI MOATOTOBKM [60].

6). Cniepuduxauys mpodheccroHaAbHBIX XapaKTePUCTUK BBITYCKHUKOB M KAAaC-
COB COOTBETCTBYIOIMX VX NMPOGUAI0 3aAa4 MPODECCUOHAABHONM AESITEABHOCTH, a
TAKKe L[eA€eil I Pe3yAbTATOB 00yYeHMsI.

7). BkArOUeH1e peKOMEHAALIUI METOAUYECKOTO XapaKTepa Mo AnBepcuduKamnm
HaIpaBAEHUI TIOATOTOBKM [61], cOCTaBA€HMIO Y4eOHBIX ITAAHOB, KOMIIOHOBKY KYpP-
COB 3 MOAYA€J1 3HaHUII B COOTBETCTBUY C BBIOPAHHOJ ITEAQTOTMYECKOI CTpaTeruen
peaAMsanyy y4eOHOI NMPOrpaMMbl, OpraHM3aLuy NpodecCUOHAABHONM NPAKTUKMY,
peaAusauuy MpoLeccoB 00yUeHusI.

8). BkaroueHMe onycaHKs IPYMePOB Y4eOHBIX IIPOTPaMM B LIEAOM (KYPPUKYAY-
MOB) U IIPOTPAMM OTAEABHBIX y4€OHBIX KYPCOB, pa3pabOTaHHBIX U YCIIEIIHO PEAAH-
3yeMbIX HanboAee 3BeCTHBIMY YHUBEPCUTETAMI.

9). KoHcopLmyMHBIiT XapakTep mpoliecca pa3paboTKy KYPPUKYAYMOB, UHTEIPH-
PYIOLIMIT YCUAKST aKAAEMUYECKUX, TIPOMBILIAEHHBIX, KOMMEPYECKUX U MPaBUTEAD-
CTBEHHBIX OpraHU3alLMil, BEAYIIMX CIIELMAAVCTOB OOpa3OBaHMsI M OTPACAM, UTO
ofecrieunBaeT BBICOKYIO CTEIl€Hb AOBEPUS M BBICOKUIT YPOBEHb KOHCEHCYCA IPO-
beccrnoHaAbHOTO COO01ECTBA IO OTHOIIEHNIO K CTAHAAPTAM KYPPUKYAYMOB.

VIMeHHO aKlleHT Ha NMPOEKTHPOBaHUe, CUCTEMATU3ALUIO U CTPYKTYpUpPOBaHMe
AKTYaABHBIX CBOAOB 3HaHUI (B SIBHOM BMAE VAU HESIBHOM 4Yepe3 KOMIIETEHLMN), a
TAKKe Ha NPOEKTVPOBAHME CBSI3aHHBIX C HYMMM CUCTEMbI KOMIIETEHLINIT/pe3yAbTa-
TOB 00y4Y€eHMs AASI PA3AMYHBIX HaIIpaBAeHMIT TOAroTOBKK VI T-cieunaaucTos, onpe-
A€AsieT OCHOBHYIO LIEHHOCTb AQHHOTO ITOAXOAQ U 1ieAeCO00pa3HOCTh ero mprMeHe-
HUsI IpU pa3paboTke 0OpasoBaTEAbHBIX CTAHAAPTOB.

B nocaeaHee mATHMAETHE TIPAKTUYECKU BCE KYPPUKYAYMBI 110 YKa3aHHBIM BBILIE
npobUASM TOATOTOBKU OBIAU TepepaboTaHbl U BbIILIAY B HOBBIX pepakiusax. Chop-
MUPOBAAUCH ABA HOBBIX HATIPABAEHMUSI TIOATOTOBKMU (MIPOMUASI TOATOTOBKM): KUOEP-
6esomacHocTb (Cybersecurity) u Hayka o poanHbIx (Data Science).

CoBpeMeHHBII1 CTEK KYPPUKYAYMOB AVCLIMIIAMHBI KOMITBIOTUHI AASI TIOATO-
TOBKM 0aKaAaBPOB U MariCTPOB BKAIOYAET CAEAYIOII/i€ OCHOBHbBIE AOKYMEHTBHI:

1. Curricula Compuring 2005 (CC2005),

2. Computer Science 2013 (CS2013) [62],

3. Computer Engineering 2016 (CE2016) [63],

4. Software Engineering 2014 (SE2014) [64],
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5. Graduate Software Engineering 2009 (GSwE2009) [65],

6. Information Systems 2010 (IS2010) [66],

7. Global Competency Model for Graduate Degree Programs in Information
Systems — (MSIS2016) [67],

8. Information Technology. Curricula 2017 (IT2017) [68].

9. CYBERSECURITY. CURRICULA 2017 (CSEC2017) [69].

10. Data Science Body of Knowledge (DS-BoK) EDSF DS-BoK - Release 2 [70].

Ha puc. 9.1.1 noka3aHa apXUTeKTypa COBPEMEHHOI CUCTEMbI KYPPUKYAYMOB.

CC2005
) | I ) § )
CSs2013 152010 SE2014 CE2016 IT2017 2017 | DS2019
Wikl GSwWE |
152Q10 2009
MS
2016

Puc. 9.1.1 ApxurtexkTypa COBpeMEHHON CUCTEMbI KyPPUKYAYMOB.

Kax BMAHO 13 IepeurCA€HHbIX Bblllle KYPPUKYAYMOB, OAVMH U3 HUX HEIIOCPEA-
CTBEHHO pa3paboTaH AASI TOATOTOBKM IPOQECCHOHAAOB 10 KNOEepPOe30macHOCTI —
ato CSEC2017.

AHaAU3 APYTUX KyPPUKYAYMOB IIOKa3bIBA€T, YTO AASI IOATOTOBKM CIIELIIAAMICTOB
C CYILI[eCTBEHHBIM MTOTPY>KEHMEM B IPOOAEMATHKY K1OepOe30macHOCTH BeChbMa Ipo-
AYKTMBHBIM MO’KET OKa3aTbhCsl IOATOTOBKA, PeaA30BaHHAsI HA OCHOBE KYPPUKYAY-
ma CS2013.

PaccMoTpuM 3T1 ABa KyppUKYAyMa MOAPOOHee.

9.2 Kyppukyaym Cybersecurity (CSEC2017)

AASI TIOATOTOBKM TPOQECCHOHAABHBIX KaAPOB IO K1bepbe3omacHOCTH paspa-
6ortan pAokymeHT Cybersecurity Curricula 2017. Curriculum Guidelines for Post-
Secondary Degree Programs in Cybersecurity. (CSEC2017), Ha ocHOBe KOTOpOro
MOJKeT ObITh OpraHM30BaHa IIOATOTOBKA CIIELMAANCTOB, UCTIOAHSIOIVIX, HAIPUMeP,
pOAH, CBsI3aHHbIE C obecreyeHneM 0€30MaCHOCTM CUCTEMHBIX OllepaLinil, BKAIOYAs
CO3AQHME, SKCIIAYaTALMIO, 3AIUTY, QHAAM3 M TECTUPOBaHYE 3alIMI€HHbIX KOMIIbIO-
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TEPHBIX CUCTEM.

PaspaboTKa AQHHOTO AOKYMEHTa ITPECAEAOBAAA CACAYIOLIME LIEAN:

- paspaboTarb BCECTOpOHHee U rMbKoe yueOHOe PYKOBOACTBO 10 YHUBEPCUTET-
CKOMY 00pa3oBaHMIO B 00AACTY K1OepOe30macHOCTH U

- c03AaTh 0OPa30BATEABHBINI KOHTEHT, CTPYKTYPUPYIOLINIT COAEP)KAHME AUCLIN-
MAMHBI K0ep06e30macHOCT AASI pa3pabOTKy MPOTrPaMM MOATOTOBKM COOTBETCTBY-
IOLX KAAPOB.

Tak Kak K1b6ep6e30macHOCTb SIBASIETCS MEXAMCLIMITAMHAPHON OCHOBaHHOM Ha
KOMIIPIOTEPHBIX U ]/IH(l)OpMaLU/[OHHbIX TEXHOAOTUAX AI/ICLU/II'[A]/IHOI;I, peaAmsanuAa
AKAAEMUYECKUX TIPOTrPaMM ITOATOTOBKM CITELIMAAMCTOB 10 KMOepOe30MmacHOCTI MO-
)KeT pasBUBAThCsI Ha base AI0OOro 13 mpoduAeit IOArOTOBKM OAaKaAaBPOB KOMIIbIO-
TUHIA, HO IIPU 5TOM TPeOyeTCsl BKAIOUEHVE B IPOrpaMMy 00y4eHMsT HeOOXOAMMBIX
ACIIEKTOB MPABA, IOAUTUKH, Y€AOBEYECKUX (PAKTOPOB, STUKMU U YIPABAEHUST PUCKa-
mu. [IpeacTaBAeHHas Ha puc. 9.2.1 apxuTekTypa K1ubep6e30macHOCTY OTPaKaeT TU
0CO0EHHOCTH.

Interdisciplinary
Content

fJMWMMdM}

vy T ___ 1 )} O

Computer = Computer  Information  [aformation  Software Computing
Science Engineering = Technology Systems Engineering Disciplines

\

Puc. 9.2.1 CrpykTypa Kubepbe3zonacHocT Kak yue6Hou pAucuunanssi [73, C. 18].
Kpurepusamu pas pazpadborku CSEC2017 SIBASIAKCH CAEAYIOLIVE YTBEPIKAEHUS:
*  DyHAAMEHTOM AAS KNOepOe30MacHOCTY CAYXXUT OAHO M3 HAallPaBAEHUs KOM-
MBIOTMHTA (HAIlpYMep, KOMIIbIOTEPHbIE HAYK!U MAM MH(POPMALMOHHBIE CHICTEMBI),
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* llcnoAb3oBaHME KPOCCKATETOPUAABHBIX KOHI[EMIUIT, TTPOHU3bIBAIOIIUX BCE
obAacTu 3HaHMiT KubepbesomacHOCTM (HampuMep, BPOKAEOHOCTb OKPYKeHMs B
MOAE AESITEABHOCTMU),

* Co3spaHue oO'beMa 3HAHUI, COAEPIKAILero HanboAee CyleCTBEHHbIE 3HAHUS U
HABBIKM B 00AaCTU K1bepbe30macHoCTH,

* Tlpsimast CBsI3b C AMAIIA30HOM CIIELIMAAU3AINI, OTBEYAIINX TPebOBaHUIM
COOTBETCTBYIOIL[ETO CEKTOPA PbIHKA TPYAQ.

* AKIIEHT Ha 5TUYECKOE MTOBeAeHIE U TIPOPECCUOHAABHYIO OTBETCTBEHHOCTb.

ITpu paspaboTke AQHHOTO AOKYMEHTA MCIIOAB30BaAaCh HEKOTOPAasi MbICAUMAS
MoaeAb mporpaMmmbl kubepb6esonachHoctu (CSEC thought model), oaaee nmpocrto
CSEC-mopeAb, IpeACTaBAEHHAS Ha puc. 9.2.2:

Computer
Science
@ BODY OF KNOWLEDGE %

F & 2

«s Sl R £
P 3 éﬁ
/ S < Data, Software, - G

Component, Connection, System, %

Disciplinary Human, Organization, Societal
Lenses
- - a_ M .

3 SIss-cuming Concepis: &
e % Confidentiality, Integrity, 9§' ’
9.'& Availability, Risk, S gﬁ

() Adversarial Thinking, ¥

b o g .

3‘ A Systems Thinking ,f
/
Other
Disciplines

Puc. 9.2.2 CSEC-mopean [73, C. 20].

Kak BMAHO U3 pucyHKa, raaBHbIM KoMrnoHeHToM CSEC-mopeAn sBasgercd
00beM 3HAHMI, OXBAThIBAIOIMI 0€30MaCHOCTb TaKUX CYIJHOCTEN KakK, AaH-
Hble, IpOTpaMMHOe obecliedyeHne, KOMIIOHEHTBI, CBS3b, CUCTEMbI, OpraHuU3a-
U1, 00IIeCTBO, M TOCTPOEHHBIN HA OCHOBE KOHIIEMIUIT KOHOUAEHIIMAABHOCTH,
LIEAOCTHOCTY, AOCTYIIHOCTY, PUCKOB, BPa)KA€OHOTO OKPY)XeHUsI, CUCTEMHOCTH
MBIIIACHU .

O6wvem snanuit CSEC paspaboTaH B TpapuLuoHHOI MaHepe. OH MpeACTaB-
AsieT c000Jl TPeXypOBHEBYIO MepapXMUecKyl CTPYKTypy. Ha BepxHeM ypoBHe
€ro OpraHM3alLMOHHOM OCHOBOM cAyXaT obaactu 3HaHuit (Knowledge areas -
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KAs). B coBoKymHOCTM 00AaCTV 3HAHUI NTPEACTABASIIOT CO0O0IT IOAHBIN 00beM
3HAHUI AMCUMIIAMHBI KubepbesonacHoctu. OOAaCcTy 3HaHMIT pa3OMUBAIOTCS Ha
MoayAu 3HaHui (Knowledge units - KUs) - TeMaTuyeckue rpymnisl, KOTOpbIe OX-
BaTHIBAIOT MHO)XECTBO CBSI3aHHBIX T€M, KOTOpPbIE B CBOIO OUYePEAb M OMMUCHIBAIOT
HEOOXOAMMBIN KOHTEHT AAS Kaxkporo KU.

Kaxaast 006AacTh 3HaHUM BKAIOYAET PsiA KPUTUYECKM Ba)KHBIX KOHIIENTOB,
UMeIIIX OOAbIIOe 3HAYEeHUE AASI BCero KOHTeHTa KubepbesomacHoctu. Ta-
K1€e KOHLIENTbl HAa3bIBAIOTCSI OCHOBAMM MAM OCHOBHBIMM Te€MaMM/KOHLENTaMU
(essentials). TTpeamoaaraeTcsi, 4YTO KaKABIN yYaLIUIICS AOAJKEH OBAAAETh UMMU
He3aBucumo oT HanpasaeHHocTu CSEC-nporpaMmmbl. Becero onpepeaeno 44 ra-
KIX OCHOBHBIX KOHL[eNTa. B peaAbHOI IporpaMMe OHM MOTYT PeaAM30BBIBAThCS
B BUAE MOAYAEN AM T€M 00Pa30BaTEAbHOTO KOHTEHTA.

PesyabTaThl 00y4yeHus (outcomes) — 3TO OIMCaHME TOrO, YTO CTYAEHTHI
AOAXHBI 3HaTb MAM YMETb A€AAQThb IOCAe U3YYeHUs] TeM U3 00AacTell 3HaHUIL.
Pe3yAbTaThl 00yUYeHMsI CBSI3BIBAIOTCSI C OCHOBHBIMMY KOHILIENITAMMU.

Bcero onpepeaeHo 8 obaacTen sHaHUIL:

* DbesonacHocTp panHBIX (Data Security)

* bBesomnacHocTe nporpammHoro obecrnevenus (Software Security)

* 3amura komnoHeHToB (Component Security)

* bBesonacHocTs cBsa3u (Connection Security)

* CucremHas 6e3omacHocTb (System Security)

* bBesonacHocTp yeroBeka (Human Security)

* OpranusayuonHas 6esomnacuocts (Organizational Security)

» CouynaapHas 6esonmacHocTb (Societal Security)

OmnucaHue Bcero KOHTeHTa KubepOe3omacHOCTY pa3buBaeTCs Ha ONMCaHMe
KaXAO0M obaacTu 3HaHui. OnucaHue e 00AaCTU 3HAHUM 3aAA€TCS ABYMS Ta-
6AnaMu. B mepBoit onpeaeasieTCs CIMCOK OCHOBHBIX KOHIIENITOB, 3aT€M CIIVICOK
MOAYA€I1 3HaHUM, AASI KOTOPBIX YKa3bIBAIOTCSI BXOASIIME B MX COCTAB TEMBI, a
AASI KQ&KAOI TEMbI AaeTCsl OMMCaHue ee copepkaHus. [Ipumep Takoil TabAKIIbI
(ee pparmeHnTa) AAst o6AacTu «bBe3omacHOCTD AQHHBIX» UAAIOCTPUPYETCS C HO-
moupio Tab. 9.1.

Bropas TabAuija CBSI3bIBaeT OCHOBHBIE KOHLIENITHI 00AACTY 3HAHMS C PE3yAbTa-
TaMu 06yueHust. [Ipumep TaKo TaOAULIBI AEMOHCTPUPYETCs C momolibo Tab. 9.2.
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Tabauma 9.1.

ITpumep dpparmeHTa onvcanust 06AacTy 3HaHMI «be30IacHOCTb AQHHBIX»

Essentials

Basic cryptography concepts,

Digital forensics,

End-to-end secure communications,
Data integrity and authentication, and

Information storage security.

OcHoBbl

- OcHOBHBI€ IOHATHUS KpUITTOrpadun,

- lindposas KpMMNHAAUCTYKA,

- CkBosHas OesomnacHas CBA3b,

- LleaoCTHOCTb AQHHBIX U ayTeHTUUKALINS,

- BesomacHOCTb XpaHeHMs1 MHPOPMALIIML.

Units (MoayAn) Topics (Tembi)

Onmnucanue Temsl (Description)

Cryptography Cryptography

Basic concepts This topic covers basic concepts in
cryptography to build the base for other sections in the
knowledge unit. This topic includes:

e Encryption/decryption, sender authentication,
data integrity, non-repudiation,

e Attack classification (ciphertext-only, known
plaintext, chosen plaintext, chosen ciphertext),

e Secret key (symmetric), cryptography and
publickey (asymmetric) cryptography,

e Information-theoretic security (one-time pad,

e Shannon Theorem), and

» Computational security.

Advanced concepts

e Advanced protocols:

o Zero-knowledge proofs, and protocols,

o Secret sharing,

o Commitment,

o Oblivious transfer,

o Secure multiparty computation,

e Advancedrecentdevelopments: fullyhomomorphic
encryption, obfuscation, quantum cryptography, and
KLJN scheme.

Mathematical background This topic is essential in
understanding encryption algorithms. More advanced
concepts may be included, if needed. This topic includes:

e Modular arithmetic,

o Fermat, Euler theorems,

e Primitive roots, discrete log problem,

e Primality testing, factoring large integers,

e Elliptic curves, lattices and hard lattice problems,

e Abstract algebra, finite fields, and
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e Information theory.

Digital Forensics

Data Integrity and

Authentication

Access Control

Secure

Communication

Protocols

Cryptanalysis

Data Privacy

Information

Storage

Security

CBsi3pIBaHue Pe3yAbTaTOB O0Y4€eHMs C KOHLIeNTaMU 00AaCTel 3HaHUI

Tabaunma 9.2.

Essentials (OcHoBHbIE TeMBI)

Learning outcomes (Pe3yAbTaThl 00y4eHus)

Basic cryptography concepts,

Describe the purpose of cryptography and list
ways it is used in data communications.

Describe  the following terms: cipher,
cryptanalysis, cryptographic algorithm, and
cryptology, and describe the two basic methods
(ciphers) for transforming plaintext in ciphertext.

Explain how public key infrastructure supports
digital signing and encryption and discuss the
limitations/vulnerabilities.

Discuss the dangers of inventing one’s own
cryptographic methods.

Describe  which  cryptographic  protocols,
tools and techniques are appropriate for a given

situation.

- Digital forensics,

Describe what a digital investigation is, the
sources of digital evidence, and the limitations of
forensics.

Compare and contrast variety of forensics tools.

- End-to-end secure communications,

[See also Connection Security KA

for related content, p. 32.]

- Data integrity and authentication, and

Explain the concepts of authentication,

authorization, access control, and data integrity.
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Explain the various authentication techniques
and their strengths and weaknesses.
Explain the various possible attacks on

passwords.

- Information storage security Explain the concepts of authentication,
authorization, access control, and data integrity.
Explain the various authentication techniques
and their strengths and weaknesses.
Explain the various possible attacks on

passwords.

Data erasure Describe the various techniques for data erasure.

B CSEC2017 Taioke pacCMOTPEH MOAXOA K YCTAaHOBAEHMIO B3aMIMOCBSI3M MEX-
Ay pesyabTaramu obydeHus no Hekoropoyt CSEC-mporpaMme ¢ KOMIIETEHLVSMU
(Komnerenyusa=Knowledge, Skills, and Abilities (KSA)) pabouero mecra. Takoi
MIOAXOA MAAIOCTPUPYeETCS Ha puc. 9.2.3.

m-w..]
[_‘,""' : CSEC 2017 Knowledge Structure

Content (topics and LOs are
influenced by disciplinary lens
and institution type

_ =
= |
= &= E )

|

Puc.9.2.3 YcTaHOBA€HME B3aUMOCBSI3M MEXAY pe3yAbTaTaMy OOy4eHus Mo He-
koToponn CSEC-nporpaMme ¢ KOMITETEHLIMSIMU Pabovero Mecra, TA€ MOA KOMITe-
TeHL|Mell TIOHMMaeTCcsl Habop 3HaHMil, yMeHmit, criocobHocTent (KommereHuus =
Knowledge, Skills, and Abilities (KSA)) [69, C. 83].
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OcHoBHbIMI ocobenHocTamMu CSEC2017 aBasiioTcs:

1) OcHOBY AOKYMEHTA COCTABASIET ONIPEAEAEHIE COAEPKaHMsI 00pa30BaTeAbBHBIX
IIPOrpaMM MTOATOTOBKM CIIELIMAAKCTOB IO K1Oep0e30macHOCTH, a TAK)Ke OIpeAeAe-
Hue pe3yAbTaToB 00yueHuss. OObeM 3HAHWI OTPEAEASETCS TPAAULMOHHO B BUAE
TPEXYPOBHEBOII apXuTeKTypbl: ooAacTy 3HaHmit (Knowledge areas - KAs), moayan
snaHuit (Knowledge units - KUs), TemsI (topics).

2) AAST KOXAOM 00AACTU 3HAHMIL ONPEAEASIeTCS] HabOp KPUTUYECKM BaXKHBIX
KOHLIENTOB, MMEIOIMX MPUHLUITMAABHOE 3HaUeHe AAST POPMUPOBAHMS CIIELIMAAL-
cToB KnbepbesomnacHocTu. Takue KOHLIENTHI Ha3bIBAIOTCs OcHOBaMu (essentials),
Y BBITOAHSIOT QYHKUMM sIAPa 0ObeMa 3HaHUII — MUHMMAABHO HEOOXOAMMOro 00b-
ema 3HaHMi. B CSEC-mporpaMmMax OCHOBBI MOT'YT peaAM30BBIBATBCS C IIOMOIIBIO
CaMOCTOSITEABHBIX MOAYAEN IAY TeM. Bcero onpeaeaeHo 44 KoH1lenTa, AASI KOTOPBIX
crielduLpoBaHO 0KOAO 140 00s13aTEABHBIX PE3YABTATOB O0yUeHUS

3) PesyabpraTsl 00yueHMs B BuAe outcomes CBsI3bIBAIOTCS ¢ essentials.

4) AvipaKTUYeCKye apaMeTpbl He MICIIOAB3YIOTCS B SIBHOM BUIAE.

5) O6cy)xpaeTcst 001IMIT TIOAXOA K CBSI3BIBAHMIO YYEOHBIX IIPOrpaMm C Tpebdye-
MBIMJ Ha KOHKPETHOM pabouyeM MecTe HaBbIKaM AASl POAM, MIMEIOLIEN HEeIoCpeA-
CTBEHHOE OTHOILeHMe K KubepOe30macHOCTH.

9.3. Kyppukyaym Computer Science (CS2013)

Aast mpoduast CS mocaepHelt peBr3MeN CTAHAAPTA KYPPUKYAyMa IOKa CAY>KUT
AokyMeHT CS2013: Curriculum Guidelines for Undergraduate Programs in
Computer Science 2013 — npeacTaBASIIOLUI COO0I KOMIIAEKCHYIO PEBUBHIO IIpe-
ABIAYILIElT peaakuyy Kyppukyayma (CS2008). CS2013 npepHasHayeH AAsL pa3paboT-
ku CS-nporpamm OaxasaBpuara. OCHOBHOe BHMMaHue Ipu moproroske CS2013
YA€ASIAOCB: TIIIATEABHOMY IIEPECMOTPY CBOAQ 3HAHMIA, IEPEOCMBICAEHMIO SIAPA CBOAA
3HaHUI, YTOYHEHUIO XapaKTEPUCTUK BbITYCKHUKOB CS-IporpamMm, METOANYECKUM
acCIieKTaM IMOATOTOBKY KOMIIBIOTEPHBIX YYEHbIX B Pa3AMYHBIX MHCTUTYLIMIOHAABHBIX
xoHTeKcTax. CS2013 BKAOUAET TAKOKe onucaHue npumepos nporpamm CS u 3Ha4n-
TEABHBI ITyA OIIMICAHUI CAMUX KYPCOB 110 OTA€ABHBIM AVCLIUITAIHAM KOMITBIOTUHIA.
OO6muit 06beM AOKYMeHTa cocTaBAsieT boaee 500 cTpaHuil.

Paccmorpum CS2013 peTasbHee.

B CS2013 Becb 06beM npodeccroHaAbHBIX 3HaHMIT HA BEPXHEM YPOBHeE pa30uBa-
eTCs Ha CAeAyiolye 18 mpepMeTHBIX obAacTeit:

AL Aaroputmsl u cAoxkHOCTb (Algorithms and Complexity)

AR ApxurtexTypa u opranmsauus (Architecture and Organization)

CN BsruncauteapHas Hayka (Computational Science)

DS AwuckperHsie cTpykTypsl (Discrete Structures)

GV TIpaduxa n Busyaausauus (Graphics and Visualization)

HCI BsaumopeiictTBusi ueaoBeka u kommnbiorepa (Human-Computer Interaction)

IAS 3ammra nnpopmanum u 6ezonacuocts (Information Assurance and Security)
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IM  VmpaBaenue nndpopmauumeit (Information Management)

IS ureaaexrtyaabHble cucteMmsl (Intelligent Systems)

NC Ceru n xommynukaunu (Networking and Communications)

OC OnmepauuonHsie cuctemsl (Operating Systems)

PBD  IlaardopmeHHO-opueHTUMpOBaHHble  paspaborka  (Platform-based
Development)

PD TlapaaaeabpHble u pacnpepeseHHble Boruncaenus (Parallel and Distributed
Computing)

PL Assiku nporpammupoBanus (Programming Languages)

SDF OcHoBbl pa3Butus mporpaMMHoro obecrieuenus (Software Development
Fundamentals)

SE Tlporpammuas unxenepus (Software Engineering)

SF OcHossl cucteM (Systems Fundamentals)

SP  CoumaabHble acreKTsl U mpodeccroHasbHas npaktuka (Social Issues and
Professional Practice).

B CS2013 orpakenbl BaxkHbie TeHAeHUM pa3Butus obaactu VT. B yactHoCTH,
3TO - BO3pOCIIasl 3HAYMMOCTb CHCTEMHBIX peIleHUl], MapaAA€AbHBIX U pacIpeae-
AEHHBIX BBIYVMICAEHUIL, CEpBUCOB MHPOPMALIMOHHOI 6€30I1aCHOCTH, TAATPOPMEHHO-
OPMEHTMPOBaHHBIX MPOrPaMMHBIX pPa3paboTOK. BHOBb aKljeHTMPOBAHO BHUMAaHME
K CETEBBIM TEXHOAOTUSIM, B KOTOPBIX IIPOMICXOAST PEBOAIOLIVIOHHBIE I3MEHEHVS B
CBsI3U C HACTYIIA€HMEM 3pbl VIHTepHeTa Belell 1 BHEAPEHEM HOBBIX CETEBBIX TeX-
HOAOTUIL.

XapakTepHble YepThI NOCTPOEHNS CTAaHAAPTAa Kyppukyayma CS2013

1). OcHOBY AQHHOTO KYpPMKYAYMa COCTaBASIET OIpeAeAeHye cBoaa 3HaHmit CS
BOK u pesyabraTtoB ob6yueHus (Learning outcomes), CBSI3aHHBIX C €r0 AMAQKTHYe-
ckumu epunnuamu. Apxurekrypa CS BOK mpeacTaBasier co001 4eThIpexypoBHe-
BYIO MIepapXUYECKYI0 CTPYKTYPY:

- Ha BepXHEM YpOBHE MepapXuM PaCIIOAOXKEHBbI IpeAMeTHble obAacTu (area -
disciplinary subfields) — 18 o6aacreir;

- IpeAMeTHbIE 00AACTY TIOAPA3AEASIIOTCS HA TEMaTUYeCKue MOAYAU (units) - 163
MOAYASI;

- MOAYAU B CBOIO OYepeAb IIOAPA3AEASIIOTCS Ha TeMbl (topics), pacKpbiBaolye
COAEP’KaHME MOAYAENL, U, KOTOPbIE, B CBOIO OY€PeAb, MOTYT pa3bMBAaTbCs Ha IOA-
TEMBI.

2) /13 obpema 3HaHUI IIPU ONMCAHUM MOAYA€IT BBIAEASIETCS CITIMCOK 00sI3aTeAD-
HBIX T€M T.e., COCTABASIOIIMX SIAPO. IIpearoskeHa ABYXYpOBHeBasi KOHCTPYKLMS
SIAPa, KOTOPOE 13 TEXHOAOTMYECKMX COOOpaXKeHMIT Pa3AeAsIeTCS Ha ABE YacTH - ABa
caos (tiers). O6bem siApa, U3MepEHHbBINN B AeKIIMOHHbIX yacax (lectures hours), co-
cTaBAsieT npuMepHo 300 AeKoHHbIX YacoB (300*4=1200 — 001MX YaCOB C y4eTOM
CaMOCTOSITEABHOV paboThl 00yYaloIMXCcst). B mepBblit cAOi SIApA BXOAUT CITMCOK
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6€30roBOPOYHO 00513aTEABHBIX TEM, AASL TEM BTOPOTO CAOSI AOITYCKAETCSI HEKOTO-
pasi BApMaTUBHOCTD B T€X CAyYasiX, KOTAQ AASI YHUBEPCUTETOB PEaAM3aLys IOAHOTO
CIIMCKA TEM SIAPA TIPEACTABASIETCSI HEBBITOAHUMOM 3apaveil. TeMbl MOAYA€IT MOT'YT
OTMeYaThCsI KaK MPUHAAAEXKAIVMIU K SIAPY UAM ObITH Temamu 110 Beibopy (Electives).

3) Pesyabrarer 06yueHus (B Bupe Learning outcomes) onpeAeAsioTcsi Ha YpOBHe
MOAYAeN 3HaHMi1. TakuM 00pasoM ¢ KaXKABIM MOAYAEM 3HAHMIT CBsI3aH HaOOp TeM U
HabopbI pe3yabTaTOB 00y4eHMs. Habopbl pe3yApTaToOB MOI'YyT OTHOCUTHCSI K [IEPBO-
My caomw sippa (Core-Tierl), ko BTopomy caoio (Core-Tierl) mau ObITh He CBsI3aH-
HBIMU C TeMaMUu siapa. Beero onpeaeaero 1111 pesyabraToB 00yueHus1, U3 HUX 562
OTHOCSITCSI K MOAYASIM SIApA.

4) C Ka>KAOI1 3aIMCBI0 pe3yAbTaTa 00yYeHUs SIBHO CBSI3bIBAETCS] YPOBEHDb KOTHMI-
TUBHOCTY MAM MacTepcTBa (level of mastery). Kaaccuduxaumm ypoBHeit KOTHUTUB-
HOCTU TIPEACTABASIET CODOI YIPOIIEHHYI0 MOAEAb KAACCUUKALM/TAKCOHOMUN
Bayma [71]. B CS2013 ncnoab3yeTcs TpexypoBHeBas IIKaAa OLEHKM YPOBHS Ma-
crepcrBa: Familiarity (3nakomctBo), Usage (VMcnoabzoBanue), Assessment (O1ieH-
Ka). VI3 mpuMepoB KCIIOAB30BAHMSI APYTUX AUAAKTUYECKUX TAPAMETPOB CAEAYET OT-
METUTDb 110YACOBOI 00beM (B AEKLIMOHHBIX Yacax) MaTepuaAa siapa (UCIIOAb3yeTCs
Ha YPOBHE MOAYA€l 3HaHMIT), a TAK)Ke IPU3HAKA HAAUYMS B MOAYA€ TeM II0 BBIOOpY.

Kak BMAHO 13 pacCMOTPEHHOIO BbIlle CITCKA TPEAMETHBIX 00AACTEN, B €ro CO-
ctaB BXoAUT ob6aacTb IAS: Information Assurance and Security (3amura nndop-
Mauuu 1 uHpOpMaLMOHHasE 6e30MaCHOCTbD), BKAIOYAIOIAsi OAVHHAALIATh MOAYAE,
ykasaHHBbIX B Ta0.9.3.

Tabauwa 9.3
O6aacTb 3HaHUN «3amuTa MHGoOpMaLy 1 MTHPOPMALIOHHAs O€30IIaCHOCTb»
Units MoayAu 3HaHUM
1. TAS/Foundational Concepts in Security IAS / OcHoBonoAaramwiye KOHLenuuu B 6es-
OITACHOCTH
2. IAS/Principles of Secure Design IAS / TlpuHumIel 6€3011aCHOTO MPOEKTUPOBa-
HUA
3. TAS/Defensive Programming IAS / 3amuTHOE MpOrpaMMupOBaHue
4. TAS/Threats and Attacks IAS / Yrposs! 1 ataku
5. IAS/Network Security IAS / CeteBas 6e30macHOCTb
6. IAS/Cryptography IAS / Kpunrorpadus
7. 1AS/Web Security IAS / Be6-6e3omacHocTb
8. IAS/Platform Security IAS / ITaaTdopmeHrHast 6€30MaCHOCTb
9. IAS/Security Policy and Governance IAS / TToanTrKa 6€30IaCHOCTY U YIIpaBA€HME
10. TAS/Digital Forensics IAS / LIudposast KpUMMHAAUCTHKA
11. IAS/Secure Software Engineering IAS / BesomacHast pa3paboTKa IIPOrpaMMHOIO
obecreyeHns
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Tak Kak 00AacTh MHGOPMALIMOHHOI 0€30MaCHOCTM MPEACTABASIETCS, IO Cylile-
CTBY, BCEIIPOHMKAIOII[EV], TO OAHOTO AQ’Ke OOABILIOTO IO 00beMY Kypca AASI TOATO-
TOBKM IPO(]ECCMOHAAOB COOTBETCTBYIOLIErO MPO(dUAS SBHO HEAOCTATOYHO. AAs
pelireHust aToit mpobaembl B CS2013 1CITOAB3YETCSI MEXaHM3M BKAIOUEHUS B APYTie
npeAMeTHbIE 00AACTV (Ha30BEM MX Bpe3KaMy) AMAAQKTUYECKUX eAVHUL] (MOAYA€T 1
TeM), HETOCPEACTBEHHO CBSI3aHHBIX C CEMAHTUKOI 3TUX TEM U B TO K€ BPEMSI C pe-
IIeH/EeM acCleKTOB B MHTepecaxX MHPpOPMaLMOHHON 6€30MacHOCTH.

Takve Bpe3ku BXOAAT B cocTaB elle 10 mpepmeTHbix ob6aacTteit. CocTaB Takux
Bpe30K B KoAnuecTBe 64 nokasaH B Ta0. 9.4, a pacmpepeaeHye Bpe3OK 10 IIpeAMeT-
HbIM 00AacTsM — B Tab. 9.5.

Tabauwa 9.4
Bpesku Vb B Apyrue obaacTu 3HaHMIt
1. AR/Memory System Organization and AR / ApxuTexTypa ¥ OpraHmM3alus CUCTEMHOM
Architecture aMsTu
2.  AR/Multiprocessing ~ and  Alternative| AR / MHOTroIpoueccopHble 1 aAbTepHATUBHbIE
Architectures apXUTEKTypa
3. HCI/Foundations HCI / OcHoBa
4. HCI/Human Factors and Security HCI / YeaoBeueckuit pakTop 1 6€30MacHOCTb
5.  IM/Information Management Concepts IM / KoHuenuuu ynpaBaeHus nHpopmaiyei
6. IM/Transaction Processing IM / O6paboTKa TpaH3aKLmi
7. IM/Distributed Databases IM / PacipepeAeHHbIe 6a3bl AQHHBIX
8. IS/Reasoning Under Uncertainty IS / Paccy>xpeHMe B yCAOBMAX HEOIPeAEeAeHHO-
cTH
9. NC/Introduction NC / Beeaenue
10. NC/Introduction NC / CeTeBble TpUAOYKEHUS
11. NC/Reliable Data Delivery NC / HapexxHast AOCTaBKa AQHHBIX
12. NC/Routing and Forwarding NC / MapuipyTusauus 1 epecblaka
13. NC/Local Area Networks NC / AokaabHble ceTU
14. NC/Resource Allocation NC / PacipepeaeHne pecypcoB
15. NC/Mobility NC / MobuABHOCTD
16. OS/Overview of OS OS / O630p OC
17. OS/OS Principles OS / Ipunaummer OC
18. OS/Concurrency OS / HesaBucumocTb
19. OS/Scheduling and Dispatch OS / TTaannpoBaHMe U pacChlAKa
20. OS/Memory Management OS / YnpaBAeHye naMsTbIO
21. OS/Security and Protection OS / bezonacHOCTb U 3aluTa
22. OS/Virtual Machines OS / BupTyaAbHble MallMHbI
23. OS/Device Management OS / YrpaBaeHue yCTpolicTBaMu
24. OS/File Systems OS / ®aitAoBbIe CUCTEMBI
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25.

OS/Real Time and Embedded Systems

OS / Cucrembl peaAbHOTO BpeMeH! 1 BCTpauBa-

€Mble CCTeMbI

26. OS/Fault Tolerance OS / OTKa30yCTONYMBOCTD

27. OS/System Performance Evaluation OS / OneHKa Npon3BOAUTEABHOCTH CUCTEM
28. PBD/Web Platforms PBD / Be6-niaaTdopmsr

29. PBD/Mobile Platforms PBD / Mo6uabHble maaT$hopMel

30. PBD/Industrial Platforms PBD / ITpoMmbliiAeHHbIe TAATHOPMbI

31.

PD/Parallelism Fundamentals

PD / OcHoBbI MapasAeAn3Ma

32.

PD/Parallel Decomposition

PD / PacnapaaaeauBaHue

33. PD/Communication and Coordination PD / CBsi3b 1 KOOpAMHALVS

34. PD/Parallel Architecture PD / ITapaaAeAbHbIe apXUTEKTYPbl

35. PD/Distributed Systems PD / PacnipepeAeHHbIe CYCTEMbI

36. PD/Cloud Computing PD / O6aauHble BBIYMCAEHMSI

37. PL/Object-Oriented Programming PL / O6beKTHO-OpMEHTMPOBAHHOE PO PAMMMU-
poBaHue

38. PL/Functional Programming PL / ®yHKI[MOHAABHOE ITPOrPAaMMIPOBaHE

39. PL/Basic Type Systems PL / CucTema 6a30BBIX TUIIOB

40.

PL/Language Translation and Execution

PL / TpaHcAsALMSA U MCTIOAHEHME SI3BIKOB

41. PL/Runtime Systems PL / CucteMbl peaAbHOTO BpeMeHM

42. PL/Static Analysis PL / Crarmyeckuit aHaAM3

43. PL/Concurrency and Parallelism PL / HesaBucumble u rmapaAAeAbHble BBIYMCAE-
HUS

44. PL/Type Systems PL / Cucremsl TUIIOB

45. SDF/Fundamental Programming Concepts | SDF / OcHOBHble IPMHLMIIBI ITPOrpaMMUPOBa-

HUA

46.

SDF/Development Methods

SDF / MeToab! pa3paboTku

47.

SE/Software Processes

SE / TTpoyjeccsl MporpaMMHOro obecrneyeHs

48.

SE/Software Project Management

SE / YnpaBaenne npoextamu I1O

49.

SE/Tools and Environments

SE / VIHCTpYMEHTBI U CpeAbl

50.

SE/Software Construction

SE / Koncrpyuposaunue I1O

51.

SE/Software Verification and Validation

SE / Bepuduxauus u ucnbitanus [10

52.

SE/Software Evolution

SE / Ouenxka ITO

53.

SE/Software Reliability

SE / Hapexxunocts [TO

54.

SF/Cross-Layer Communications

SF / MexxypoBHeBasi CBsI3b

55.

SF/Parallelism

SF / ITapaaaereanam

56.

SF/Resource Allocation and Scheduling

SF / PacripepeAeHMe ¥ TAQHMPOBAaHME PeCypcoB

57.

SF/Virtualization and Isolation

SF / Buptyaausanys u u30AsILus

58.

SF/Reliability through Redundancy

SF / HapexxHOCTD uepes 130bITOYHOCTD
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59. SP/Social Context SP / CounaAbHbI KOHTEKCT

60. SP/Analytical Tools SP / AHaAuTHYeCKMe MHCTPYMEHTbI

61. SP/Professional Ethics SP / TIpodeccuoHaAbHast 9THKA

62. SP/Intellectual Property SP / VIHTeAAeKTyaAbHasI COOCTBEHHOCTh

63. SP/Privacy and Civil Liberties SP / KoH)UAEHLMAABHOCTb U TIPaXKAAHCKUE

CBOOOABI

64. SP/Security Policies, Laws and Computer| SP / IToautnku 6€30macHOCTH, 3aKOHBI 1 KOM-

Crimes TIbIOTepHbIe PeCTYNAeHUS

Bpesku V1B B Apyrue obaacTu 3HaHMIt

Tabanua 9.5

O6AaCTV 3HAHUIL:

Bpesku b

AL - AATOpPUTMBI ¥ CAOXKHOCTD

AR - ApxuTexTypa 1 OpraHusanus

AR / ApxutexTypa 1 opraHusaLus CUCTEMHON
aMATI
AR / MHorompoleccopHasl U aAbTepHAaTUBHAS

apXUTEeKTypa

CN - BeruncanreabHas Hayka

DS - AucKpeTHble CTPYKTYypbl

GV - I'paduka u Bu3yaamsanus

HCI - YeaoBeKk-KOMIBIOTEPHOE B3alMOAEI-

CTBUE

HCI / OcHoBbl (cm)

HCI / YeaoBeueckuit pakTop 1 6€30MacHOCTD

IAS - O6ecneyenre nHpopmanumu u Hesomac-

HOCTb

IM - ViipaBaeHue nHdopmanyen

IM / Konuenuuu yrnpaBaeHust nHdopmariein
IM / O6paboTKa TpaH3aKLuil

IM / PacnipepeaeHHbIe 6a3bl AQHHBIX

IS - VIHTeAAeKTyaAbHbIE CUCTEMBI

IS / PaccyxaeHue B yCAOBMSAX HEOIPEAEACHHO-

CTun

NC - Cerb u cBs13b

NC / Beeaenne

NC / CereBble TpUAOKEHNS

NC / HapexHast AOCTaBKa AQHHBIX
NC / MapuipyTusauus 1 nepecbiaka
NC / AokaabHble ceTn

NC / PacnipepeaeHue pecypcos

NC / Mob6uAbHOCTD

OC - OnepaliOHHBIE CHCTEMBbI

OS / 0O630p OC
OS / Ipunuumner OC

OS / HesaBucumocTsp

174



Moodeap yugposvix HABLIKOB KLLOEpOE30NACHOCHY

OS / IlaanupoBaHMe U pacChlAKa

OS / YripaBAeHue naMsTbIO

OS / BesomacHOCTb U 3amuTa

OS / BupTyaAabHble MalllHbI

OS / YipaBAeHue yCTpoiCTBaMu

OS / ®arnaoBble CUCTEMBI

OS / CucreMbl peaAbHOTO BpeMEH! 1 BCTpauBa-
eMble CUCTEeMbI

OS / OTKa30yCTONIMBOCTD

OS / OneHKa IpOM3BOAUTEABHOCTY CUCTEM

PBD - INaardopmenHble pa3paboTKu

PBD / Be6-naardopmer
PBD / Mo6uabHbIe TAAT(HOPMBI

PBD / IpoMbliiAeHHbIe MTAAT(HOPMBI

PD - [TaparaeAbHBIe U pacIpeA€A€HHbIe BBIYNC-

AC€HUA

PD / PacmapaaaeAuBaHue

PD / CBsi3b 1 KOOpAMHALIVS

PD / ITapaaAeAbHbIe aQpXUTEKTYPbI
PD / PacnipepeAeHHbIe CHCTEMBI

PD / O6AauHble BBIUUCAEHYS

PL - fI3pIKu IpOrpaMMUPOBAHUS

PL / O6beKTHO-OpMEHTMPOBAHHOE IPOTPAMMMU-
poBaHue

PL / ®yHKIMOHAaABHOE ITPOrPAaMMIPOBaHE

PL / Cucrema 6a30BbIX TUIIOB

PL / TpaHCAALMSA U MCTIOAHEHME S3BIKOB

PL / CucteMbl peaAbHOTO BpeMeHM

PL / CraTtuyeckuii aHaAu3

PL / HesaBucumble 1 mapaAAeAbHbIE BBIUMCAE-
HUA

PL / Cucrtemsbl TUIIOB

SDF - OcHOBbI pa3paboTKy IporpaMMHOro obe-

CIIeYeHUA

SDF / OcHoOBHbIe IPMHLUIIBI IPOTPaMMUPOBa-
HUs

SDF / MeTopb! pazpaboTKu

SE - IlporpaMMHasi MH)KeHepust

SE / TIpowecchbl mporpaMMHOro obecreyeHus
SE / YnpaBaenne npoextamu [1O

SE / VIHCTpYMEHTBI U CpeAbl

SE / Koncrpyuposanue ITO

SE / Bepuduxauus u ucnsitanus [10

SE / Ouenxka ITO

SE / Hapexxuocts [TO
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SF - OcHoBbI cucTeM SF / MexypoBHeBas CBs3b

SF / TTapaaaeaeanam

SF / PacripepeAeHte 1 TAQHUPOBAHME PECYPCOB
SF / BupTyaAusanus u M30AsLMS

SF / HapeXHOCTb 4epes n30bITOYHOCTD

SP - Counaaptble mpobaemsl u mpodeccro- | SP/ CoLyaAbHbI KOHTEKCT
HaAbHasl MPaKTMKa SP / AHaAMTMYeCKMe MHCTPYMEHTBI

SP / ITpodeccroHaabHas 9TUKA

SP / VIHTeAAeKTyaAbHasI COOCTBEHHOCTD

SP / KoH(}UAEHLMAABHOCTD U TPAKAAHCKUE
CBODOADI

SP / TToAUTUKYM 6e30IacHOCTM, 3aKOHBI U KOM-

NIbIOTEPHbIE IIPECTYIIACHUS

B xauecTBe pe3loMe OTMETUM, YTO B TAABE PACCMOTPEHBI Ha3HAYEHIE U POAD KYp-
PUKYAYMHOTO ITIOAXOAQ B Pa3BUTUM MEXXAYHapoAHOI cucTembl VI T-o6pa3oBanusi, oc-
HOBHbI€ IIPVHLIMIIBI I COBPEMEHHOE COCTOSIHME KYPPUKYAYMHOM CTaHAQPTU3ALMMA.
ITpoaHaAM3MpOBaHbI ABa OCHOBHBIX pellleHMsI Ha YPOBHE MEXKAYHAPOAHBIX CTaHAAP-
TOB KYPPUKYAYMOB, IpEAHa3Hau€HHblE AASl TOATOTOBKU NPOGECCHOHAABHBIX Ka-
APOB 110 KubepbesomnacHocTy, a uMeHHo: Curriculum Guidelines for Post-Secondary
Degree Programs in Cybersecurity (CSEC2017) u Computer Science 2013 (CS2013).
BaskHeri1iert COCTaBASIIOLIEN AQHHBIX KYPPUKYAYMOB SIBASIFOTCSI CBOABI 3HAHUIT VAV
BOKSs. B paAbHer11IeM CBOABI 3HaHUI 000X KYPPUKYAYMOB OYAYT aHAAM3MPOBATh-
Cs1 Ha IPEAMET COOTBETCTBMSI COBPEMEHHBIM TPEOOBAHMSAM K 3HAHMSM U YMEHMSIM
HaBBIKOB K1Oep0Oe30MmacHOCTH.

OcobeHHOCTBIO MoAeAn 0OyueHus Ha ocHoBe CSEC2017 siBAsieTCS TO, UTO OHA
pa3paboTaHa Kak HAaACTpOVKa Hap 0a30BbIM MPOQUABHBIM 0Opa3oBaHMEM IO Ha-
MpaBA€HUSIM KOMIIBIOTMHIA. Takasi MOAEAb MMeeT IPOCTYI0 NMPEAMETHYIO Opra-
HU3aLMIO Y MOKET CAY>KUTb OCHOBOI AASI Pa3paboTKM y4eOHBIX IPOrpaMM Maru-
CTEPCKOTrO YPOBHS MAM MIPOrPaMM AOIIOAHUTEABHOIO 00pa3oBaHUs K BBICIIEMY Ha
AOTIOAHUTEABHYIO KBaAM(UKALIMIO.

Moaeab o0yuyennst CS2013 paccMaTpuBaeT MOATOTOBKY IO KOepOe30macHOCTH
BCTPOEHHYIO B ITPOL[eCC MproOpeTeHNst 6a30BbIX 3HAHMUI U B OOABILIEN CTEIIEHM ITOA-
XOAUT AASI pa3pabOTKy yueOHBIX IporpaMM OakaAaBpuaTa MAU CIIELVIAAUTETA IO
HaIlpaBAEHUIO KOMITbIOTEPHbIE HAYKU.
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10. AHaAU3 COOTBETCTBUA TPeOOBaHNII HABBIKOB KOep0e30-
NMAaCHOCTM C KOHTEHTOM Kyppukyayma CS2013 u copep>kaHuem
TEeXHOAOTMYEeCKOro 3MepeHus

B aaHHO paboTe pacCMaTpUBAIOTCS 11O CYLECTBY TPU TOUKM 3peHNsI Ha Knbep-
0€e30MacHOCTb:

BO-TIEPBBIX, KaK 00AACTb AESITEABHOCTM, KOTOPasi HAMU OINMCBHIBAETCS Ha SI3bIKe
HABBIKOB, POA€IT, AOAXKHOCTEN 1 T.1I. (rAaBa 7),

BO-BTOPBIX, KaK OOIIMpPHeNIIasi HayYHO-IPUKAAAHAsI 00AACTb 3HAHMIT M TEXHO-
AOTMI1, KOTOPasi IPEACTABASIETCSI B BUAE MOAEA€I BEPXHErO YPOBHS, T.€. apXUTEK-
TYPHBIX MOAEAEI AU TAKCOHOMMII (rAaBa 8),

B-TPeThMX, KaK 00AacTb 00pa30BaHNs, OPUMEHTHPOBAHHAS Ha IIOATOTOBKY IIPO-
(beccroHaABHBIX KaAPOB 110 K116ep6e30IacHOCTH, IPeACTaBAsIeMast TAKUMM CYLHO-
CTSIMU, KaK CTAHAQPTU30BaHHbIE Y4eOHO-MEeTOAMYECKYE MaTePUAADL MAU KYPPUKY-
AyMbI, 00pa3oBaTeAbHbIE IPOTPAMMBI, pe3yAbTaThl 00y4yeHus (outcomes).

B aToOl1 ccTeMe KaTeropuil HaBbIKM MEIOT HEOCITOPUMBbIV IPUOPUTET KaK FAaBHas
1leAb, KOTOPYIO TPeOYeTCsI AOCTUYD, @ UMEHHO, LIeAb IIOATOTOBKM C IIOMOLIBIO CHCTEMbI
obpa3oBaHKs BOCTpeOOBaHHBIX HABBIKOB. B AQaHHOI MeTOAMYECKOIT paboTe MmpeacTa-
BUTEASIMJ HaBBIKOB SIBASIIOTCSI CTAHAQPTBI UX OIIPEAEASIIOLINe, 8 UMEHHO, CTAHAAPThHI
SFIA 7. YtoObl oueHUTbh 3PPeKTUBHOCTD 00pa30BATEABHBIX TEXHOAOTUI AASI TTOA-
TOTOBKM BOCTPeOOBaHHBIX HaBBIKOB, CAEAYET IPOAHAAM3MPOBATh HACKOABKO IIOAHO
MeTOAMYECKVE MTHCTPYMEHTHI CICTEMBI 00pa3oBaHMsl (KYPPUKYAYMbI, PE3YABTATHI 00-
y4€eHMsI) COOTBETCTBYIOT IIOATOTOBKe TpeOyeMbIX HaBbIKOB. Takoil aHaAM3 IIO3BOAUT
TAKOKE ONPEAEAUTDb TPeOOBaHMSI K METOAMYECKMM MHCTPYMEHTaM CHUCTEMBI 00pas3o-
BaHUS AASI Pa3paboTKy y4eOHbBIX TPOrpaMM HEOOXOAMMOTo KayecTBa. OH CBOAUTCS K
CpaBHEHMIO HA CMBICAOBOM YPOBHE COAEP>KaHMsI HABBIKOB C pe3yAbTaTaMy 00y4YeHMsI
KYPPUKYAYMOB. IIpy 5TOM, AASI IOAHOTBI OLIEHKY PE3yABTaTOB CPAaBHEHMS 3TUX CYII-
HOCTell, aHaA3 OYAEM OCYILECTBASITb B KOHTEKCTE HEKOTOPOI MaKCUMAaAbHO TIOAHOM
ApXUTEKTYPHOM MOAEAM K1OepOe30MmacHOCTH, IIPEACTABASIOIIEN COBPEMEHHOE MPO-
CTPaHCTBO 3HAHUIT ¥ TEXHOAOTMIT AAST KOepOe30macHOCTH.

B paHHOI paboTe B KaueCcTBe TaKOM MOAEAU BbIOpaHa eBpOIeiicKas TaKCOHO-
musi knbepbesomacHoctu (A Proposal for a European Cybersecurity Taxonomy),
paccMOTpeHHasi B rAaBe 8. B moAb3y BbIOOpa 9TOI TaKCOHOMMM TIOCAY>KMAO TO, YTO
OHa SIBASIETCS HanboAee MO3AHEN pa3pabOTKONM U NPU ee CO3AQHUY YUYUTBIBAAVICH
paspaboTaHHble paHee apXUTEKTYPHbIE MOAEAU KIMOepOe30macHOCTY, a TaK)Xe OHa
IIPEACTABASIETCSI HANOOA€Ee TIOAHO IT0 OXBATy COBPEMEHHBIX TEXHOAOT I (TEXHOAO-
I'MYeCKOTo U3MePEHNs).

Kax ormeudaroch, eBporerickasi TaKCOHOMMSI OOAQCTM 3HAHUI M TEXHOAOTUI
VIMEET CAEAYIOIIVETPU IPOCTPAHCTBEHHBIX MI3MePEHMSI:

* O6AaCTM UCCAEAOBAHUIL 1 3HAHMI Pa3AMYHBIX ACIIEKTOB K110epOe30macHOCTH.
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BKAIOYasl YeAOBeYeCKIE, IIPABOBbIE, STMUECKYE U TEXHOAOTMYECKIEe 00AACTIL.

* CeKTOpaAbHOE M3MepeHe, OPMEHTVPOBAHHOE Ha Pa3AMYHbIe IIPOOAEMBI U 3a-
A4y K1b6epOe30IacHOCTY IPUMEHNTEABHO K KOHKPETHBIM OTPACAEBbIM CEKTOpaM,
KaK, HaIlpyMep, SHEPreTUIeCKOMY, TPAHCIIOPTHOMY VAU (PMHAHCOBOMY CEKTOPaM.

* TexHoAornyeckoe uaMepeHue, OXBaTbIBaKlee IPoOAEeMaTUKy K1bepbesomnac-
HOCTU AAS IIVIPOKOTO CIIEKTPA KAIOYEBDBIX TEXHOAOT I, UCIIOAb3YEMbIX B MIHTEpecax
PasAMYHBIX IPUAOXKEHUI Y OTPACAEBBIX CEKTOPOB.

[Tpexxpe yeM CpaBHMBATh HAaBBIKM U PE3YAbTATbl OOYUeHMsI B STOM IIPOCTPaH-
CTBe, IPUBEAEM IIOCAEAHEE K DOAee IParMaTUueCKOMY BHAY, & UMEHHO:

- 3aMKCUPYyeM OAVH U3 S9AEMEHTOB CEKTOPAABHOIO M3MepeHM s, HallpYMeD, BbI-
OGepeM AAST OTIPEAEAEHHOCTYU (PUHAHCOBBIN UAU ODAHKOBCKIUIT CEKTOP,

- AaAee MOA 00AACTBIO UCCAEAOBAHMI U 3HAHMI TAKCOHOMMM OYAeM paccMaTpu-
BaTbh IPEAMETHbIE 00AACTYU U AMAAKTUYECKME EAVHNLIBI CBOAOB 3HaHUII 06pa3oBa-
TeAbHOI cepbl (KYppUKYAYMOB),

- a TpeTbe M3MepeHNe — TeXHOAOIMYeCcKoe, BO3bMeM B IIOAHOM oObeMe, Kak
OIlpeAeAeHO B TAKCOHOMUM.

Takum 06pa3oM, CpaBHeHUe HaBLIKOB U Pe3yAbTaTOB 00OyueHMs] OyAeT IMpOBO-
AUTBCS B TUTIEPIIAOCKOCTY, KOTOPYIO MOYKHO Ha3BaTh «3HAHMS» - KTEXHOAOT UM,

Ha aT01 METOAMYECKOIT OCHOBE MPUCTYIUM K CPaBHUTEABHOMY aHAAM3Y HaBbl-
KOB U Pe3YABTAaTOB 00yueHMsI KYPPUKYAYMOB.

B raaBe 7 ompeaeAeH cocTas HaBbIKOB SFIA 7, MMeomux OTHOLIeHNe K POASIM,
CBSI3aHHBIX C AESITEABHOCTDIO CIIELIMAANCTOB B 06AacTy KubepbeszonacHocTu. Takoi
Ha0Op HaBBIKOB PAa3A€A€H Ha ABe IPYIIIBL:

- rpynmy A, B KOTOPYIO BKAIOUYEHbI HaBBIK, MMeEIOLI/e HEITOCPEACTBEHHOE OT-
HOIlIeHME K Knubepbe3onacHOCTH Kak K nmpodeccun u

- rpynmy B, cocTos1yo 13 COMyTCTBYOIIMX HABBIKOB, T.€. HABBIKOB, KOTOPbIE MC-
MOAB3YIOTCS TIPY BBIITOAHEHNUS 3aAa4 K10epOe30macHOCTH B IIPEAMETHO-OPUEeHTH-
POBaHHBIX KOHTEKCTAX Y UMEIOIIMX COOCTBEHHYIO CIielnduKy.

CAeAysl TIPEAAOSKEHHOMY TIOAXOAY, IIPOBEAEM AHAAU3 CTETEeHM COOTBETCTBMUS
BOK xyppukyayma CS2013 (Computer Science) Tpeb0oBaHMAM K 3HAHUAM U YMEHU-
SIM AASI HABBIKOB 13 Ipyni A u b, a Taxxe BbIACHUM B Kakoi1 cteneHu sToT BOK co-
OTBETCTBYET TEXHOAOTMYECKOMY M3MePEeHMIO IPOCTPAHCTBA KNOepOe30nacHOCTM.

AaHHas 3apada pa3OMBaeTCs Ha ABe TIOA3aAQUM — OAHA AASI HAaBBIKOB I'DYIIIIBI A,
APYTas — AASI HaBBIKOB Ipynmbl b.

AAst 00y4eHus BorpocaM KubepbesonacHoCTu B Kyppukyayme CS2013 BBepeHa
crienaabHasi npepMeTtHast obaactb (Knowlege area — man KA) «VudopmanyoH-
Hoe obecrnieueHye 1 MHQopMalLoHHas 6e3onacHocTb» (Information Assurance and
Security - IAS).

IAS xaK AOMeH — 3TO HabOp MOAyAeil 3HaHui1 (units), MpeAHa3HAYEHHDbIX AAS
M3y4YeHNsI MEXaHM3MOB YIIPaBA€HNS U IPOLIECCOB (He TOABKO TEXHUYECKMX), Kacaro-
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LIMXCsI BOIIPOCOB oOecrevyeHe 3amuTol nHGOpMaLun 1 MHGOPMALIMOHHBIX CUCTEM
MMOCPEACTBOM OOecreveHts] CepBUCOB KOHPUAEHLIMAABHOCTH, LIEAOCTHOCTU U AO-
CTYITHOCTH, & TaK)Xe o0ecrieueHus ayTeHTUUKaLMN.

OAHOJ 13 LIeHTPaAbHBIX KOHLenuuil B IAS sBAseTca KOHILeNUuMs rapaHTUU
(assurance) TOro, 4TO TEKyllMe U NPOIIAbIE TIPOLECCHI ¥ AQHHBIE SIBASIIOTCS A€N-
CTBUTEABHBIMY, 1 9TA FAPAHTMSI OCHOBAHA Ha IIPVIMEHEHN MEXaHM3MOB U CEPBHUCOB
MHGOPMALMOHHO 6€30MacCHOCTH.

Taxoke kak 1 B BOK Aro6oro kyppukyayma, B CS52013 BbipeasieTcs (momevaeTcs)
HA0OP AMAQKTUYECKIX EAVHILL, M3yYeHIe KOTOPBIX TPEAITOAATAETCS 00513aTeAbHBIM
AASL BCEX Y4eOHBIX TPOrpamMM, pa3pabaTbiBaeMbIX Ha OCHOBE AQHHOT'O KYPPUKYAYMA.
Takast yacTb KyppuKyayma HaspiBaetcs sapom (Core).

OTtanunreapHoit yeptort BOK CS2013 siBAsieTCS TO, YTO BCE €0 AUAAKTUYECKUE
eAVMHULBI (MOAYAUM U TeMbI) siApa pasaeAeHsl Ha ABa caosi: Core-Tierl u Core-Tier2.
IIpeanoAaraercs, YTo AMAAKTUYECKNE eAMHULIBI, BXoAsie B Core-Tierl AOAXHBI
OBbITb M3y4YeHbI B 00513aTEABHOM ITOPSIAKE TOAHOCTBIO, a AAsL Core-Tier2 pomyckaer-
Cs1 BO3MOYKHOCTbD ITPOITyCKa HEKOTOPOTO MaTePUaAQ, HO 00II1iT 00'beM ITPOIIAEHHOTO
MaTepyraAa AAsI 3TOTO CAOSI AOAXKeH ObITh He MeHee 80%. Bce ocTaabHBIE AVIAAKTIYE-
CKUe eAMHULIBI KyppPUKYAyMa cunTaioTcs saekTuBHbIMU (Elective), T.e. onmuyoHaAb-
HBIMM, @ IIO CYTU YK€AaeMbIMIU.

AomeH IAS cymecTBeHHO oTAMYaeTcs oT Apyrux pAoomeHoB (KA) xyppukyayma
CBO€I1 OpraHusalen, Tak Kak B OTAUYME OT APYTUX [IPEAMETHBIX obAacTeln (Aome-
HOB), IIPEACTABASIOLINX COO0JT MOHOAVTHBIE KAACTEPBI MOAYA€lT 3HaHUL, IAS nmeer
pacrpeAeAeHHYIO CTPYKTYPY. A uMeHHO, [AS cocTouT Kax Obl 13 ABYX KAQCCOB MO-
AYAEIL:

- OAHOVMMEHHOrO KOMIIAKTHOro Habopa 6a3oBbix MoayAeit (IAS), oxBarpiBao-
VX HayYHO-MEeTOAMYECKMe OCHOBBI MH(OPMALMOHHOI Oe3omacHocTy (6a30BbIi
KoMIOHeHT IAS). MyHIMaABHO HEOOXOAMMBIN 00bEM YacCOB, OIIPEAEASIEMBIN AASI
n3yuenusi marepuasa Core-Tierl u Tier2, cocraBasgeT 9 A€KIIMOHHBIX 4acoOB U B ye-
ThIpe pa3a 60Ablle 4acoB 061jero obbemMa yueOHOI Harpysku, a UMeHHO, 36 4acoB,
T.e Ha KQXKABIV Yac 3aHATHSI C IPENIOAABATEAEM CTYAEHTBI AOAXKHBI 3aTPaTUTh 3 yaca
BpeMeHM Ha CaMOCTOSITEABHYIO TPOPabOTKY MaTepraaa, u

- Habopa MOAYA€N1, paclipeA€A€HHBIX IO APYTUM IIPEAMETHBIM 00AacTsM. Takue
AEAETMpPOBaHHbIE B APYTMe 00AaCT MOAYAU B raaBe 9 ObIAM Ha3BaHbI Bpe3KaMMU.
Bcero B IAS onpepeaeHo 64 Bpe3Kky, KOTOpble BXOASIT B COCTaB MoOAyAei emte 10
MpeAMETHBIX 00AACTell, HAIPUMED, TaKMX, KaK, ONepaLiOHHbIE CHCTEMBI, KOMIIbIO-
TepHbIe CET, KOMIIBIOTEPHbIE APXUTEKTYPHI, TAATGOpPMeEHHOE TPOrpaMMUPOBaHIe
U T.IL

CocraB Takux Bpe3ok mokasaH B Tab. 9.4, a pacripepeAeHre Bpe30OK 110 TPEAMET-
HbIM oOAacTaM — B Tab. 9.5. Tlpu 5TOM MMHUMAABHO HEOOXOAUMBIIT 0ObEM 4aCcOB
AAS U3y4YeHNs MaTepraAa MoAyAell Bpe3ok, oTHocsmuxcs K Core-Tierl u Tier2, co-
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craBasieT 63,5 (32 u 31,5) YUMCTHIX AEKLIMOHHBIX 4acoB U 254 yaca obiiero oobema
y4eOHO Harpy3Ku.

TakvM 00pa3oM OTHOCUTEABHO HeOOABIION MO 00beMy 0a30BbII KOMIIOHEHT
IAS, copeprkaiumit B OCHOBHOM BBOAHBII MaTepuaa, pasBuBaeTcs B 10 Apyrux o6-
AQCTSIX C TIOMOLIBIO AEAETVPOBAHHBIX MOAYA€I, YIMTBIBAIOLIVIX IPEAMETHYIO OPMEH-
TALVIO ACIeKTOB MHPOPMALMOHHOM 0€30MaCHOCTH.

Kak 6p110 onpepeaeHo Bbile, aHaAn3 cooTseTcTBUs BOK Kyppukyayma CS2013
TpeOOBaHMSM K 3HAHMSM U YMEHMSIM AASI HaBBIKOB U3 rpynin A u b, 6yaeT BbINOA-
HSTBCSI OTAEABHO AASI K&XKAOI M3 STUX I'PYIII HaBBIKOB.

B cBolo ouepeab paspeaeHue obaactu IAS Ha ABa Kaacca MopyAeil (6a30Bblit
KOMITOHEHT IAS 1 Habop Bpe30K) MO3BOASIET KQXKAYIO 3aAa4y CPABHEHMSI AASI TPYIIIT
A n b pa3buth Ha MoA3aAQYM CPaBHEHMSI STUX I'PYIIIT HABBIKOB K&XKAOMY KAACCy MO-
Ayaeirt BOK o otpeapHOCTH.

CHauaAa IpoBeAeM CpaBHEHVE COOTBETCTBYUS HABBIKOB I'PYIIIEI A 1 pe3yAbTaTOB
00yu4eHMsT MOAYAeli 0a30BOro KoMIoHeHTa IAS.

Kax ormMeuaaoch B raaBe 9, 0a30BbliT KOMITOHEHT IAS BKkAtoyaeT 11 MoAyAei 3Ha-
Huil (Tab. 9.3). Kaskablit MOAYAD B KYPPUKYAYME AETAAU3VMPYETCS HA TEMbI/TIOATEMBI,
1 AAST KQXKAOTO MOAYASI OIIpeAeAsieTCss HabOop pe3yAbTaToB 00yueHus (outcomes),
KOTOpbI€ TTOAPA3AEASIOTCS Ha TPU KaTeropuy, B 3aBUCMMOCTH OT TOTO K KaKOM va-
CTV y4eOHOro MaTrepuasa OHM OTHOCATCS - K momeuyeHHoMy Kak Core-Tierl, Core-
Tier2 uau Elective.

TAD 10.1 onucbIBaeT COCTaB pe3yAbTaToB 00y4yeHus (outcomes) AASI MOAYA€N Oa-
3osoro KommnoHeHTa IAS. Bcero aast 11 MoayAaelt onpepeaeHo 34 pe3yabTaTa ypOBH:
Core-Tierl u Core-Tier2, a Takxxe 62 pesyabraTta ypoBH: Elective.

ITpu aTOM pe3yAbTaThl 00YyUEHUS pa3AEASIIOTCS Ha TPU YPOBHS MacTepCTBa:

[0] OsHakomuteabHbilt ypoBenb (Familiarity): cTyAeHT MOHMMAET CMBICA MOHSI-
TUI Y VX Ha3HaueHVe. DTOT YPOBEHb MACTEPCTBA OTHOCUTCS K OCO3HAHMUIO OCHOB
KOHLIEINLIMY, A He K O)KMAQHUIO A€TKOCTY ee npyMeHeHrs. OH AaeT OTBeT Ha BOIIPOC:
“Yro Bel 00 5TOM 3HaeTe?”

[1] YpoBeHnp ncroap3oBanus (Usage): CTYAEHT MOXeT MCIIOAb30BaTh MOHSTHE
MAY KOHLEMLMIO, HATIpUMep, B IMPOrPAMMHBIX PeIIeHNSIX, METOAUKE AOKa3aTeAb-
CTBa VAU aHaAM3a MpobAaembl. OH AaeT oTBeT Ha Bonpoc “UTo Bbl yMeeTe Aeaarb?”

[2] YpoBens ouenku (Evaluate): cTyaeHT criocobeH paccMOTpeThb MOHSTHE C He-
CKOABKMX TOYEK 3peHMsI U / MAM 000CHOBATb BBIOOP KOHKPETHOTO IOAXOAQ K pellle-
HUIO TOV AY MHOV IPOOAEMBI. DTOT YPOBEHb MaCTEPCTBA [TOAPA3yMeBaeT OOABIIIE,
yeM MCIIOAb30BaHMe KOHLIEMLMM; OH BKAIOYAeT B CeOsl CTOCOOHOCTD BhIOUPATh CO-
OTBETCTBYIOLUI ITOAXOA U3 aAbTepHaTuB. OH A2eT OTBET Ha BOIPOC: “3aueM BaM
910 AeaaTrb?”
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Tabauwa 10.1

CocraB outcomes AASI MOAYAel 6a30BOT0 KOMIIOHeHTa [AS

Units (MoaAyAu 3HaHMI1)

Learning outcomes:

IAS/Foundational Concepts in
Security (IAS / OcnoBonoaarawoiye

KOHLeNUUM B 6€30IacHOCTH)

Core-Tier1]

1. TIpoaHaAau3upoBaTb KOMIIPOMMCCHbIE peIlleHMsl II0
6aAaHCUPOBAHUI KAKOYEBBIX CBOICTB GesonacHocTy (KoH-
dupeHLMaABHOCTD, LleaocTHOCTD 11 AocTynHOCTD). [1]

2. OmnucaTb HOHSTUS PUCKA, YTPO3, YI3BUMOCTEN U BEK-
TOPOB aTakK (B TOM YMCA€ TO, YTO HET TAKOT'O ITOHSTHS, KaK
naeaAbHas 6e3omacHocTh). [0]

3. OObsCHUTD MOHATUS ayTeHTUPUKALMYM, aBTOpU3a-
LUK, KOHTPOASI pocTyra. [0]

4. OODBSICHUTD KOHLIEMLIUIO AOBepUst U HapexXHOCTH. [0]

5. Ormucarbh BakKHbIE STUYECKVE BOIIPOCHI, KOTOPbIE He-
00XOAMMO YYUTBIBATh NpY ODOecredeHny KOMIIbIOTEPHOII
6€30MacHOCTH, BKAKOYASI STUYECKIE BOTIPOCHI, CBA3AHHbIE C
UCIIPABAEHMEM VAU He MICIIPABAEHMEM YSI3BUMOCTEN U pac-

KPbITEM.

IAS/Principles of Secure Design (IAS
/ TIpyHUMIBL 6€30MaCHOTO POEKTUPO-

BaHU)

[Core-Tier1]

1. Ommcarh OPUHIMAI HAMMEHBIIUX TIPUBUAETUIT U US0-
ASIUVIM, TIPUMEHSIEMbII TIPU IPOEKTUPOBAHUY cUCTeMBL. [0]

2. Pe3oMMpoBaTh MPUHLMII OTKA30yCTONYMBOCTH 1 OT-
Kasa 1o ymoAuaHuo. [0]

3. O6CyAUTDb MMOCAEACTBUS MCIIOAB30BAHMSI OTKPBITOIO
MAU CEKPETHOTO MPOEKTUPOBAHUS AAsL GesomacHocTH. [0]

4. OODBACHUTD LIeAU CKBO3HOI 3allUThI AQHHBIX. [0]

5. O6CyaMTb TpeuMyIecTBa MHOTOCAOMHON 3alUThL.
(0]

6. AAS KaXAOrO aTama >KM3HEHHOIO LMKAA IIPOAYKTA
omucaTb, Kakyue acIeKThl 6e30MaCHOCTM CAEAYeT OLeHM-
BaTh.[0]

7. OmnucaTh CTOMMOCTb U KOMIIPOMUCCHI, CBSI3aHHbBIE C

BCTpaMBaHMEM CUCTEMbI 0€30MaCHOCTU B MIPOAYKT. [0]

[Core-Tier2]
8. OmucaTh KOHLENLUIO MMOCPEAHMYECTBA U MPUHLIMIT
ITOAHOTO rocpepHnyectsa. [0]

9. Ormnucatp CTAaHAQPTHbI€ KOMIIOHEHTbI onepaum?[ o

obecrieyeHnI0 6€30I1aCHOCTH 1 0OBACHUTE IIPEUMYLIeCTBA
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10. ¥X MCIIOAB30BaHMA BMECTO TOTO, YTOOBI 3aHOBO U30-
6peraTp 6azoBbie onepanuu. [0]

11. OOBSACHUTD KOHLEMINIO AOBEPEHHBIX BbIYMCAEHMUIT,
BKAIOYAsT AOBEPEHHYIO BBIYMCAUTEABHYIO 0asy 1 IOBepX-
HOCTb aTaKy, a TaKkKe NMPUHLUII MUHMMU3ALUM AOBEPEH-
HOJ BBIYMCAUTEAbHOI 6a3bl. [0]

12. O6CyAUTD Ba>KHOCTb YAOOCTBA MCIIOAB30BAHMSA MPU
MPOEKTUPOBAHUN MeXaHU3MOB Oe3omacHOCTH. [0]

13. Omucarp Bonpochl 6€30mMacHOCTH, KOTOPble BO3HMKA-
I0T Ha IPaHMULIAX MEXAY HECKOABKMMY KOMITOHeHTamu. [0]

14. OnpepeAUTb pasAMYHblE POAM NPOMUAAKTUYECKUX
MEXaHM3MOB ¥ MEXaHU3MOB OOHapy)KeHUsI/CHYDKEHNS

ypOBHsI moABep)KeHHOCTH. [0]

IAS/Defensive Programming (IAS /

3aluTHOE IPOrpaMMUPOBAHNE)

[Core-Tier1]

1. OO6DBsICHUTD, TOYEMY BAAUAALMS BXOAHBIX AQHHBIX U
caHuTapHasi 06paboTKa AQHHBIX HEOOXOAVMBI B YCAOBUIX
COCTSI3aTEABHOTO KOHTPOASI HaA KaHaAOM BBOAQ. [0]

2. OO6BSICHUTD, T0OYEMY CTOUT pa3pabaTpiBaTh IPOrpaM-
My Ha 0€301IaCHOM AAsI TMIIOB SI3BIKE, KaK Java, B OTAMYME
OT MOABEPKEHHOTO YsI3BUMOCTSIM $SI3bIKa [IPOrPaMMUPOBA-
Hust, Takoro Kak C/C++. [0]

3. KaaccupuumpoBaTb pacrnpoCTpaHeHHble —OMUOKU
HpOBepKI/I BXOAHBIX AQHHBIX UM IIMCATb KOppeKTHin[ KOA
[IPOBEPKM BXOAHBIX AQHHBIX. [1]

4. TIpOAEMOHCTPUPOBATH C MOMOLIBIO SI3bIKA IIPOrPAM-
MUPOBaHMsI BBICOKOTO YPOBHSI, KaK IIPEAOTBPATUTDb COCTO-
sIHVE TOHKU U KaK paboTarh C UCKAUeHueM. [1]

5. TIpoAeMOHCTpUPOBATh MAEHTUOUKALMIO U UBAIIHOE
obpaienne ¢ ommbdbkamu. [1]

[Core-Tier2]

6. TlpuBecTu mpuMepbl PUCKOB, CBSI3aHHBIX C Hempa-
BUABHBIM UCIIOAb3OBaHUEM UHTEP(ENCOB CO CTOPOHHUM
KOAOM, 1 OOBSICHUTE, KaK MIPABUABHO UCIIOAB30BATH CTO-
pouHui KoA.[0]

7. O6cyautb HEOOXOAMMOCTD OOHOBAEHUS MIPOrpaMM-
HOro 00ecrieueHns: AAsL MCIIPABAEHUsI YSI3BUMOCTeEN 0es3-
OIACHOCTH U YIIPABAECHMSI )KUSHEHHBIM LIUKAOM MUCIIPABAE-

Hus. [0]
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[Elective]

8. Ilepe4ncAUTD MpUMePhl IPSMBIX I KOCBEHHBIX IIOTO-
KoB unpopmauuu. [0]

9. OOBACHNUTD POAb CAyYaiHBIX YMCEA B OOecrevyeHun
6€e30I1aCHOCTH, @ He TOABKO B Kpurrrorpadum (Harpumep,
reHepalusl MapOA€i, PaHAOMM3VPOBAaHHBIE AATOPUTMBI
AASL TIPEAOTBPALLEHMST AATOPUTMUYECKMX aTaK TUITA «OTKa3
B 00cAyXuBaHUM»). [0]

10. O6DBACHUTD pa3AUYHbIE TUIIBI MEXaHM3MOB OOHapy-
JKEHUS M yCTpaHeHus OLMOOK py 06e33apaskuBaHMM AaH-
HbIX. [0]

11. IlpopeMOHCTpUpPOBaTh, KaK NMPOTrpaMMbl TECTUPY-
I0TCS Ha OMOKM 0O6pabOTKY BXOAHBIX AQHHBIX. [1]

12. VicnoAb30BaTh CTaTUYeCKUe U AMHAMUYECKUE UH-
CTPYMEHTBI AASI BbISIBA€HMSI cOO€B B IPOrpaMMUpOBa-
Huu. [1]

13. Onucarp, KaK apXMTEKTypa MaMsTU UCIOAB3YETCS

AASL 3aLIMTHI OT ATaK BO BpeMsl BbinmoaHeHus. [0]

IAS/Threats and Attacks (IAS / Yrpo-

3bI U aTaKU)

[Core-Tier2]

1. OmnwucaTb BEpOSATHBIE TUTIBI ATAK MPOTUB OTIPEAEAEH-
HoOI cuctembl. [0]

2.  O6CyAUTDb OrpaHMYeHNUs] Mep IPOTUBOAEICTBYSI Bpe-
aoxocHomy ITO (Hanpumep, 0OHApY)KeHMeE [0 CUTHATYpPaM,
oBeAeHuYecKoe obHapykeHue). [0]

3. BbLIBUTH CAyvau aTak COLMAABHON WHXKEHEPUU U
aTakK TUIIA «OTKa3 B 00CcAyXuBaHUM». [0]

4. O6CYAUTD, KaK MOXXHO MAEHTU(GUUMPOBATD U CMSII-

YUTb ATAKU TUIA «OTKa3 B 00CAyXMBaHUM». [0]

[Elective]

5. Omnwmcarp puCKM AASI KOH(PMAEHLMAABHOCTU U aHO-
HUMHOCTH B YaCTO MCIIOAB3YEMbIX IPUAOKeHUsIX. [0]

6. OOCYyAUTb KOHLIENMLMM TAlHBIX KaHAAOB U ApYyTrue

MIPOLIEAYPbI YTeUYKU AaHHBIX. [0]

IAS/Network Security (IAS / CereBas

6e30MmacHOCTbD)

[Core-Tier2]
1. Onumure pasAMYHbIE KATErOPUM CETEBBIX YIPO3 U

arax. [0]

2. Onuumre apXUTEKTYPY AAS KpunTorpabun nyoany
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HBIX 1 YaCTHBIX KAIOYEN U KaK MHPPACTPYKTYpa IyOANYHBIX
katouent (PKI) nopaepkuBaeT ceteByro 6e30macHoOCTb. (0]

3. Onuumre AOCTOMHCTBA U OTPAHUYEHUS] TEXHOAOTUN
6€e30I1aCHOCTY Ha KQXXKAOM yYPOBHe ceTeBoro creka. [0]

4. OrmpepaeAuTb COOTBETCTBYIOLIMII(M€) 3alUTHBIN(bIE)
mexaHusM(pl) 1 ero(ux) OrpaHuMyYeHust C YYE€TOM CETEBOIl

yrpossi. [0]

[Elective]

5. OO6cyauTb CBOVCTBa 6E30MACHOCTM M OrPaHUIEHMS
APYIMX IPOBOAHBIX ceTelt. [0]

6. OrnpeaeAuTb AOTIOAHUTEABHBIE YIPO3BI, C KOTOPbIMU
CTAAKMBAIOTCS OecripoBopHBIe ceTu. [0]

7. Omnucarb yrpo3bl, OT KOTOPBIX MOXKHO U HEAB3sI 3aLLM-
TUTb NPU UCTIOAb30BaHMsI 3aLIMIEHHBIX KAHAAOB CBsA3MU. [0]

8. O6o06murTe 3aMTY OT CeTeBOI LeH3Yphl. [0]

9. Cxema cetu AAs OesomacHocTH. [0]

IAS/Cryptography (IAS / Kpunrorpa-
Pus)

[Core-Tier2]

1. OmuimuTe Ha3HayeHMe KpUITOrpaduu U Mepeuncan-
T€ CIIOCOOBI €€ MCIIOAB30BaHMsI IIPU Ilepepade AaHHBIX. [0]

2. OrmpepeAnTe CAeAyIOlMie TePMUHBL: MNP, KPUITO-
aHaAM3, KpUNTOrpaduyeCcKuil aATOPUTM U KPUIITOAOTHS U
ONMILNTE ABa OCHOBHBIX MeTOAA (1mdpa) AAst mpeobpaso-
BaHUsI 0OBIYHOTO TeKCTa B 1 poBaHHbIit. [0]

3. O6cyauTb 3HAUEHME IIPOCTHIX YMCeA B KpUrTorpadum
M OOBSICHUTb UX VCIIOAb30BaHME B KpUITOrpadmieckmx
aaropurmax. [0]

4. OO6BsaCHUTD, KaK NHPPACTPYKTYPA OTKPBITHIX KAIOUEN
MoAAEpXXMBaeT LdpoBYI0 MOANUCH U 1(POBaHUe, a TaK-

e 00CyAUTD orpaHnyennst/ysisBumoctu. [0]

[Elective]

5. Vcnoap3oBarb Kpunrorpaduyeckue IPUMUTUBBL U
OIMCcaTh X OCHOBHbIE CBOVCTBA. [0]

6. llAaAroCTpMpOBaTh TO, KaK U3MePATb SHTPOMMIO U KaK
reHepUpOoBaTh KPUNITOTPaUUECKYI0 CAYHaTHOCTb. [1]

7. VICHOAB30BaTh MPUMUTUBBI C OTKPBITBIM KAIOYOM U

VX IpUAOXKeHUsI. [1]
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8. OOBsICHUTD, KaK pabOTAIOT IPOTOKOABI OOMEHA KAKO-
YaMM 1 KaK OHU TepIsT Heyaaydy. [0]

9. O6cyautp xpunrorpaduyeckue MPOTOKOABL U UX
cBoricTBa. [0]

10. Onmcath peaAbHble NPUAOXKEHUsI KpuUnrTorpapude-
CKUX IPUMUTUBOB U IPOTOKOAOB. [0]

11. O600mmuTh OnpepeAeHus: 6€30MaCHOCTH, CBsI3aHHbIE
C aTakaMu Ha KpUnrorpaduyeckue NPUMUTUBBI, BKAKOYAs
3AOYMBIIIAEHHUKA, BO3MOXKHOCTH U LieAn. [0]

12. TIpMeHUTb COOTBETCTBYIOLYYE M3BECTHBIE KPUIITO-
rpadguyeckie METOABI AASI AAHHOTO cLeHapust. [1]

13. OLeHUTh OMACHOCTH, CBsI3aHHBIE C M300peTeHueM
COOCTBEeHHBIX Kpunrorpaduueckux MeTopoB. [0]

14. Onucatb KBaHTOBYIO KpUNTOrpaduio U BAUSHUE
KBaHTOBBIX BBIYMCAEHUIT HA KPUNITOrpaduyecKe aATOpUT-

Mmbl. [0]

IAS/Web Security (IAS / Beb6-

6€e30MacHOCTD)

[Elective]

1. Omucarp MopeAb OesomacHocTH Opaysepa, BKAIO-
4yasi OAHODOAHbIE IOAMTUMKM U MOAEAM YIpo3 B Beb-
6esonacHocTu. (0]

2. O6CyAMTDb KOHLENLMIO BeO-ceaHCcoB, Oe30macHble Ka-
HAABI CBsI3Y, Takue Kak TLS, a Takke BaXHOCTb Oe3omac-
HBIX CepPTUPUKATOB, ayTeHTUPUKALMY, BKAIOYAS EAVHYIO
perucrpauuio, Takywo kak OAuth 1 SAML. [0]

3. Ormucarh paclpoCTpaHeHHble TUIbI YSI3BUMOCTEN U
aTaK B BeO-MPUAOKEHMSIX, & TAK)Ke CIIOCOObI 3alUThI OT
Hux. [0]

4. VIcnoAb30BaTh B IPUAOKEHUY BO3MOXKHOCTY 0becre-

yeHst 6e30IIaCHOCT CO CTOPOHBI KAMEHTA. [1]

IAS/Platform Security (IAS / Tlaart-

dbopmenHast 6e30MacHOCTB)

[Elective]

1. TlosicHUTH TOHSATHE L[EAOCTHOCTU KOAQ U KOAOBOU
MOATIICH, a TaKKe 00AacThb ero npumenenus. [0]

2. O6CyAMTb KOHLEILMIO KOPHSI AOBEpUSl U IIPOLIECC
6esomacHoi1 3arpysku. [0]

3. OmucaTh MeXaHM3M YAQAEHHON aTTeCTALMU L[eAOCT-
HOCTU cucTeMbl. [0]

4. O606wuTh LeAU U KAIOYeBble npumuTuBbl TPM. [0]

5. OrmpeaeAnTb yrpo3bl HOAKAIOUEHNA NeprdepUitHbIX
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YCTPOIJICTB K yCTpOiicTBYy. [0]

6. OmnpeaeanTb GpuUsMUECKre HATAAEHVS I MEPDI IIPOTU-
BoaeitcTBu. [0]

7. BbIABUTD aTaky Ha ammaparHble NAAT(GOPMBI, He Ipu-
HapAexamue TTK. [0]

8. OO6CyAUTb KOHLEMLUIO Y BAKHOCTb AOBEPUTEABHOIO

nyTu. [0]

IAS/Security Policy and Governance
(IAS / TloAuTuka 6e30macHOCTU U

yIipaBAeHue)

[Elective]

1. Omumcarp KOHLEMUUI KOH(PUAEHUMAABHOCTH, BKAIO-
Yyasi AMMHYI0 KOH(MAEHIIMAABHYIO MHPOPMALIIO, BO3MOXK-
Hble HapyILIeHUs HEeNPUKOCHOBEHHOCTM YACTHOM >KU3HU
C TOMOIIbI0 MEXaHM3MOB obecrevyeHnsi 0e30MmacHOCTU U
ONMIINTE, KAK MEXaHU3MBI 3aLIMTHI YACTHO >KM3HU BCTY-
MaioT B KOHAMKT C MexaHu3MaMu obecrieyeHnst besormac-
Hoctu. [0]

2. Omnucarb, KaK 3A0YMBIIIA€HHIK MOXXET PACKPBITD Ce-
KpeT, B3aMMOAENCTBYs ¢ 623011 AaHHBIX. [0]

3. OObBsICHUTD, KaK YCTAaHOBUTb IIOAUTUKY PE3€PBHOIO
KOTIMPOBAHUS AQHHBIX MAU MOAUTUKY OOHOBAEHMSI Tapo-
Aeit. [0]

4. O6CyAUTD, KaK YCTAHOBUTD IOAUTYKY PACKPBITHS MH-
¢dbopmauny o HapyureHun. [0]

5. Omnmcarb MOCAEACTBUSA NMOAUTUKY COXPAHEHUS AQH-
HbIX. [0]

6. OrmpeaeAuTb PUCKY, CBsI3aHHbIE C UCIIOAb30BAHUEM
AyTCOPCUHIOBOTO MPOMU3BOACTBA. [0]

7. OIpeAeAUTb PUCKM M IIPEMMYIeCTBA ayTCOPCUHIA

AAST «00AaKa». [0]

IAS/Digital Forensics (IAS / Ludpo-

Basg KpI/IMI/lHaAI/[CTI/IKa)

[Elective]

1. Omucars, 4To Takoe UudpoBoOe paccaeAOBaAHME, UCTOY-
HUKY 1M(POBBIX AOKA3aTEABCTB U OTPAHUYEHUST KPUMMHA-
AUCTUKHA. [0]

2. O0OBsACHNTD, KaK pa3paboTarh IporpaMMHoOe obecre-
YeHUe AASL IOAAEPKKM KPUMUHAAUCTUKMA. [0]

3. Onucarp 0prUANIECKe TPEOOBAHMS K UCIIOAb30BAHUIO
KOH(UCKOBaHHBIX AaHHBIX. [0]

4. Onucarb MpoLECC U3DITUS AOKA3ATEABCTB C MOMEHTA

YCTaHOBA€HMS TPeOOBAHNS AO PaCIopsDKeHne AaHHbIMIL [0]
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5. Onucarp, KaK OCYIIeCTBASIETCSI COOp AQHHBIX M KaK
MPaBUABHO XPAHUTCS OPUTMHAA U CYA€OHO-MeAMLMHCKAs
xomus. [0]

6. TTpoBecTr cOOp AQHHBIX Ha KECTKOM AMCKe. [1]

7. Onucarb OTBETCTBEHHOCTb AULIA IIPU Adue ITOKa3aHMil
B KayeCTBe CYAeOHO-MeAULIMHCKOrO aKcrepTa. [0]

8. BOCCTaHOBUTH AQHHBIE 10 3aAQHHOMY IIOMCKOBOMY
TepMIUHY 13 OTOOPa’KeHHOI1 CUCTeMBL. [1]

9. BocCTaHOBUTD MCTOPUM MPUAOKEHMS U3 apTedaKToB
npuAoKeHust. [1]

10. BocCTaHOBUTD MCTOPUM IIPOCMOTPA Beb-CTpaHuLy U3
Beb-apredaxTos. [1]

11. 3aXBaTUTh U MHTEPIPETUPOBATD CeTeBOI TpaduK. [1]

12. O6¢cyaAnTDs IPOOAEMBI, CBS3aHHBIE C KPUMUHAAUCTH-
KOJ1 MOOMABHBIX YCTPOUCTB. [0]

13. TlpoBeputh cucremy (ceTh, KOMIIBIOTED VAU IIPUAO-
JKEeHYe) Ha HaAM4ye BPEAOHOCHBIX IIPOTPAMM MAM BPEAO-
HOCHOIT AeSITeAPHOCTI.[1]

14. TIpuMeHATDb CpeACTBa KPUMMHAAUCTUKY AASL paccAe-
AOBaHUsI HapyleHu 6e3onacHocTu. [1]

15. OnpeAeAnTb aHTUKPUMMHAAUCTIYECKIIEe MeTOABL (0]

IAS/Secure Software Engineering (IAS
/ BesomacHast pa3paboTka IpoOrpamm-

HOro obecreyeHus)

[Elective]

1. Omnucarb Tpe6oBaHus K MHTErpaLyy 6e30MacHOCTI B XKI3-
HEHHBIIT LKA pa3paboTKu nporpaMmMHoro obecrevenust. [0]

2. IlpumeHaTp KoHuenuuyu [IpyHLMIIOB NIpoeKTUpoBa-
HUS 3QLMTHBIX MeXaHM3MOB, [[pMHLMIIOB MTPOrpaMMHOIO
obecnieuenust Besomacuoctu  u INpuHuunos 6esonacHoro
MPOEKTUPOBAHMsI B IPOEKTe padpaboTKy MPOrpaMMHOIO
obecreyenus. [1]

3. Paspaborarp crenmdukaumm AAsl paspaboTKu mpo-
rpaMMHOrO ofecrieyeHrsl, IOAHOCTBIO OIIPEAEASIOLIIe
(dYHKIMOHAABHBIE TPEOOBAHNSI, U OIPEAEASIET MPEATIOAA-
raemble IyTY BBIMOAHEHMSL. [1]

4. Omucarb Aydlliye IPAKTUKYM PaspabOTKM MPOrpamMm-
HOrO ofecreveHust AASL MUHMMUBALMU YS3BUMOCTEN B
KOAe nporpammupoBanusi. [0]

5. TIpoBecTu MpoBEPKY 1 OLeHKY 0e30IacHOCTH (cTaTu-

YECKYIO 1 AVHAMUYECKYI0) IPOrPaMMHOTIO NPUAOKeHusL. [1]
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B paccmaTpuBaeMoM cAayuyae cpaBHEHMe HaBBIKOB IPYIIIBI A ¢ pe3yAbTaTaMu 00-
y4YeHMsT MOAYA€i 6a30BOro KOMITIOHeHTa IAS CBOAUTCS K CPaBHUTEABHOMY aHAAU3Y
Ha CMBICAOBOM YPOBHE ABYX TaOAMLI:

- TabAMLbI 7.1, ONIpEAEAsIIolIell COCTAB, OMMUCAHNE AESTEAPHOCTU U TpeboBaHU
K 3HAHUSIM U YMEHUSIM AASI HABBIKOB TPYIIIBI A, 1

- TabAMubI 10.1 — onmpeaeAsIolIei COCTaB Pe3yAbTaTOB 00yuYeHMs AAsL 6a30BOTO
KoMmrtoHeHTa [AS.

Pe3yAbpTaT CpaBHUTEABPHOTO aHaAU3a MpeAcTaBAeH B TabAuLe 10.2. Kaskpomy Ha-
BbIKYy rpymnmbl A (Tabauia 7.1) conocraBasieTcst Habop MoayAelt AoomeHa IAS, pe-
3yABTaThbl 00y4YeHMsI KOTOPBIX BOLIAY B IIOKPBITHE YMEHMIT/3HAHMIT, OTHOCSIIIUXCS K
HaBBIKY.

AAST K&XXAOTO 3aA€ICTBOBAHHOTO MOAYASI YKa3aHa €ro IPUHAAAEXHOCTD K OAHOI
u3 kareropuit Core Tier-1, Core Tier-2, Elective.
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Tabauwna 10.2

CooTBeTcTBME HABBIKOB IPYNIbI A ¥ MOAYAel pooMeHa IAS

HasBbiku

Moayau 6asoBoro kommnoHeHra IAS

Moayau Bpe3ok IAS

1. Viudpopmarm-
OHHas1 0€30I1aCHOCTh
(Information security)
SCTY

IAS/OcHoBomnoAararoie KOHLEMLUI
B 6esomnacHoctu (Core Tier-1)

IAS/TloanTuka
ynpasaenue (Elective)

IAS/Iudposas
(Elective)

Oe3omacHOCT U

KPUMMHMHAAUCTUKA

[AS/Yrpossr u araku (Core Tier-2)
IAS/BesomacHasi paspaboTka Ipo-

rpammHoro obecrieueHust (Elective)

SF/PacripepereHrie M IAQHU-
posanue pecypcos (Core Tier-1)
SP/AHaAuTHYecKue  MHCTpY-
menTsl (Core Tier-1)
SP/TTpodeccronaabHast 3TUKA
(Core Tier-1)
SP/KouduaeHLUMaABHOCTD U
rpaxpaHckue cBoboabr (Core
Tier-1)

SP/TloauTuku 6€30MmacHoCTH,
3aKOHBI U KOMITBIOTEPHBIE IIpe-

crynaenus (Elective)

2.  HWudopmayu-
OHHOe 00ecrieyeHue
(Information assurance)
INAS

IAS/OcHoBomnoAararolie KOHLEMLUI
B 6esonacuoctu (Core Tier-1)

IAS/Yrposs! u araku (Elective)

IAS/3amutHOe mporpaMmupoBaHue
(Core Tier 2)
IAS/TToAuTuKa  6e30macHOCTU U

ympaBaenue (Elective)

SDF/MeTtopbt
(Core Tier-1)

SE/Bepubukauns M UCHbITA-
nus ITO (Core Tier 2, Elective)

IM/Konuemniumu

paspaboTku

yIpaBA€HVSI
nHpopmanueit  (Core Tier-1,
Core Tier-2)

SP/KoH(duaeHLMAABHOCTD U

rpaxaaHckue cBoboabt (Core
Tier-1)
3. TexHuxka 6e3- IAS/OcHoBomnoaarawouiue xouuenuuu | SE/YpaBaeHue  mpoekTaMu

omacHoctH (Safety

engineering) SFEN

B 6esonacuoctu (Core Tier-1)
IAS/TIpyHimMIIBL 06€30I1aCHOTO IMPOEK-
tuposanust (Corel, Core Tier-2)
IAS/3amuTHOE mporpaMMMUpOBaHUe
(Core Tier-2, Elective)
IAS/Be3onacHass paspaborka mpo-
rpammHoro obecnieuenus (Elective)
IAS/TIaatpopmeHHass 6e30MacHOCTD

(Elective)

1O (Core Tier-2)
SE/9Boamwuus ITO (Core Tier-
2)
SE/Bepudukauns M uUCHbITA-
nus ITO (Core Tier 2, Elective)
OS/Ouenka MPOU3BOAUTEAD-
Hoctu cucteM (Elective)
SDF/OcHoBHbIE

nporpammupoBatusi (Core Tier-1)

TIPVHLIVIIBI

IAS/Yrposst u ataku (Core Tier-2) SDF/MeToabt paspaborku
(Core Tier-1)
4. YmpaBaeHue A0- IAS/Tloautuka  GesomacHoctu  u| PD/O6AauHble  BBIYUCAEHUSI
CTYIHOCTbIO ynpaBaenue (Elective) (Elective)
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(Availability
management) AVMT

PD/OcHoBbr
(Core Tier-1)

OS/Tpunuure: OC (Core Tier-1)

OS/be3onacHoCTh U 3aluTa
(Core Tier-2)

OS/OueHka NPOU3BOAUTEAD-

apaAAeAr3aMa

noctu cucteM (Elective)
SF/TTapaaaeansm (Core Tier-1)
SF/PacnipepeaeHre U TAQHU-
posanue pecypcos (Core Tier-1)
SE/Bepuduxanusi m ucnbiTa-
nus ITO (Core Tier 2)

5. VYmpaBaeHue 6e3-
OIMacHOCTbIO (Security

administration) SCAD

TIAS/OcHoBomnoAaraliie KOHLEMLUN
B 6esomacHocTu (Core Tier-1)
IAS/TToanTuka

ympaBaenue (Elective)

6e30macHOCT U

IAS/Yrposs! u araku (Elective)

IAS/Iudposas KPUMMMHAAVCTHKA
(Elective)

IAS/Yrposst u araku (Core Tier-2,
Elective)

IAS/CeteBast 6esomacHocts (Core
Tier-2, Elective)

IAS/Iudposas KPVIMUHAAUCTHUKA
(Elective)

OS/YnpaBaeHne yCTpOIICTBa-
mu (Elective)

PBD/MobuabHble TAAT(HOPMBI
(Elective)

SP/TloauTuxu 6€30MacHOCTH,
3aKOHBI U KOMIIBIOTEPHBIE IIpe-

crynaenns (Elective)

6. OueHka 0es-
onacHocTu (Safety

assessment) SFAS

IAS/OcHoBoroAararoliie KOHLENUN B
6esomacHoctu (Core Tier-1)
IAS/OcHoBoroaararoiie KOHLENUN B
6esonacHoctu (Core Tier-1)

IAS/ TToauTrKa 6€30MaCHOCTH U YIIpaB-
Aenne (Elective)
[IAS/Be3omnacHas

paspaborka  mpo-

rpammHoro obecrieueHust (Elective)

SE/Bepudukanuss m ucnsita-
nus ITO (Core Tier 2, Elective)
SE/Tlponeccsl mporpaMMHOro

obecrnieyenus (Core Tier-1)

SE/HapexHocts T1O  (Core
Tier-1)

SE/YnpaBAaeHne  ImpoeKTaMu
1O (Core Tier-2)
SE/VIHCTpYMEHTBI U CpeABbl

(Core Tier-2)
SF/HapexxHoCTh 4epe3 m30bI-

touHoctb (Core Tier-2)
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OS/OueHka NPOU3BOAUTEAD-
Hoctu cucteM (Elective)

SDF/OcHoBHbIE
nporpammupoBanus (Core Tier-
1)

SDF/MeTtopbt
(Core Tier-1)

NIPUHLUUIIBI

paspaborku

7. Lludposas kpu-
muHaaucruka (Digital
forensics) DGFS

TIAS/OcHoBomnoAarawliie KOHLEMLUN
B 6esonacuoctu (Core Tier-1)
IAS/TToanTuka

ympaBaenue (Elective)

OesomacHOCTU U

IAS/Yrposst u araku (Core Tier-2,

Elective)

SP/Tloautuxu 6€30MacHoOCTH,
3aKOHBI U KOMIIBIOTEPHBIE Mpe-
crynaenns (Elective)

IM/KoHuenuuy  yrnpaBAeHUs
nupopmarnuernt (Core Tier-1)

AR/ApxurekTypa 1 opraHmsa-

IAS/Ludposas KpUMUHAAUCTUKA | ust cuctemHoir mamsitu (Core
(Elective) Tier-2)

IAS/Be6-6esomacuoctsb (Elective) NC/Bpepenue (Core Tier-1)
IAS/CereBass  6esomacuoctp (Core| NC/CereBble MPUAOXKEHMSI
Tier-2, Elective) SE/Bepudukauns M UCHBITA-

IAS/Kpunrtorpagpus (Core Tier-2, | uusa ITO (Elective)
Elective) SE/VIHCTpYyMEHTBI U  CpeAbl
[AS/BesonacHast paspaborka mpo- | (Core Tier-2)
rpammHoro obecnieyenus (Elective) PL/Crarnyueckui aHaAU3
(Elective)
8. TectupoBanue IAS/OcHoBomnoaaramwne KoHuenuuu | SE/VIHCTpyMEHTBI M CpeABI

Ha [POHUKHOBEHNE
(Penetration testing)
PENT

B 6esomacHoctu (Core Tier-1)
[IAS/Tloantuka  Ge3omacHoCTM U

ynpaBaeHue (Elective)
IAS/Yrpossr u araxu (Elective)
IAS/BesomacHasi paspaboTka Ipo-

rpammHoro obecrneyeHust (Elective)

(Core Tier-2)
SE/Bepudukanust m ucnsita-
nus ITO (Core Tier 2, Elective)
SF/PacnipepeaeHne U TAQHU-

posanue pecypcos (Core Tier-1)

9. VYmpasae-
Hue nHpopmanu-
eit (Information

governance) IRMG

IAS/OcHoBomoAararoIie KOHLEMUA
B 6esomacHoctu (Core Tier-1)
TAS/TToautuka

ynpasaenue (Elective)

6e30omacHOCT U

co0-
Tier-1,

SP/VIHTeAAeKTyaAbHas
crBeHHocTe  (Core
Elective)

IM/KoHuenumy  yrnpaBA€HUs
nudopmanuerr (Core Tier-1,

Core Tier-2)

10. YmpaBaeHue He-

NTPepPhIBHOCTHIO

IAS/OcHoBomnoAararoiye KOHLEMLUI

B 6esonacuoctu (Core Tier-1)

SE/Bepudukauns M UCHBITA-

nust ITO (Core Tier 2, Elective)
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(Continuity IAS/TTpuHuume! 6e3omnacHoro npoekTu- | IAS/ITpunuumsr  6e30macHOro
management) COPL poBanust (Core Tier-1, Core Tier-2) npoexkTupoBanusi (Core Tier-1,
Core Tier-2)

ITo uToram cpaBHeHMsI TpeOOBaHMIT K HaBbIKaM IPYIIbl A C pe3yAbTaTaMu 00-
yueHMsI MOAYAei AoMeHa IAS MOXKHO CAeAQTb CAEAYIOLME BBIBOABL:

1. B moKpeITMM HaBBIKOB OBIAM 33A€ICTBOBAHBI BCE MOAYAM 0a30BOr0 KOMIIO-

HeHTa AooMeHa IAS,

2. VI3 obiero uncaa MOAYA€ll Bpe30K 3aAeiiCTBOBAHbI AMIIB 35 Moayaeit (40%),

3. Bo Bcex HaBbIKaX MPUCYTCTBYIOT 3HaHMsI/yMEeHMsI, He TIOKPBITbIE pe3yAbTaTa-
Mu 00y4yeHust Mopyaei IAS,

4. Cpeau MOAYA€ll Bpe30K, BOIIEAIINX B IIOKPBITYE HABBIKOB I'PYIIIbI A, OOAb-
IIMHCTBO AUIIb YACTUYHO BXOAST B IIOKPBITHE: AULLD HEKOTOPbIE PE3YABTATHI
00y4eHMsT 13 3TUX MOAYA€I OKa3aAMCh BOCTPEOOBAHHBIMMI.

Pe3yAbTaT COMOCTaBAEHMsI HaBBIKOB IPYIIBI A C COCTaBOM CYIJHOCTENl TeX-
HOAOTMYECKOT0 u3MepeHus npepctaBaeH B Tabauue 10.3. Takum obpasom, us 24
TEXHOAOTUI TEXHOAOTMYECKOTO M3MepeHus (cM. Tabauly 8.3), 3aAeiiCTBOBAaHHBIMMU
0Ka3aAMCh AUIIB 2: 3amura KpUTHiecKon nudppactpykTypsl u VHpopmMaLioHHbIe
CUCTEMBI.

OCHOBHBIM BBIBOAOM 13 9TOTO CAEAYET TO, YTO B KYPPUKYAYME HE AOCTA€eT MOAY-
Aell 3HaHMI, PaCCMaTPUBAIOLINX BOMPOCH MH(OPMALIMOHHO O€30IacCHOCTH, CBSI-
3aHHbIe C COBPEMEHHBIM IIAPKOM TEXHOAOTUII (B IEPBYIO OYEPEAb B3PBIBHBIX), HE
CMOTPSI KPUTUIECKM BRKHYIO POAb KIOepOe30IacHOCTY AAST KQXKAOV 13 TEXHOAOT U
AQHHOTO U3MepeHus (CAeAYeT 3aMeTUTD, YTO U3 24 TEXHOAOTUI TEXHOAOTMIECKOTO
M3MepEeHUs B AAHHOI paboTe MpoOAeMbl KubepOe30macHOCTH He aHAAU3UPOBAAUCH
AASI CAEAYIOLIVX IISITY HAIIPaBAEHUIL: 3aluTa 00IeCTBEHHBIX MECT; YCTOMIMBOCTD K
CTVIXUITHBIM O€ACTBMSIM U KPU3MCHOE YIIpaBAeHMe; bopp0a ¢ MpecTymHOCTbIO U Tep-
popusmom; ITorpaHnyHas 1 BHeLIHsIs1 6€30MacHOCTb; AOKaAbHbIE / LIMPOKME 30HbI
0030pa 1 HAOAIOAEHMST).

Tabauna 10.3

CoOTBETCTBME HABBIKOB IPYIIIBI A M TEXHOAOTMYECKOTO U3MEPEHUS

Hagpiku TeXHOAOTUYECKOE U3MepeHe

VndopmaimonHas 6e30macHOCTb 3alrmTa KpUTUYeCKoi NHPPACTPYKTYpPbI

(Information security) SCTY

VHdopmaLmoHHoe obecrieyeHne 3aiura KpUTUIeCKoil MHPaCTPyKTypbl

(Information assurance) INAS

Texuuka 6esonacHocty (Safety 3aiura KpUTUIeCcKoil MHGPaCcTPyKTypbl

engineering) SFEN
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YnpasaeHue poctynHocTsio (Availability

management) AVMT

VndopmaLoHHbIe CYCTEMbI

YnpaBaeHue 6e3omacHoCTbIO (Security

administration) SCAD

3aura KpUTUIeCcKoil MHPacTpyKTypbl

Ouenka 6e3omnacHocty (Safety

assessment) SFAS

3aiura KpUTUIecKoit MHGPacTpyKTypbl

Lndposas xpummnHaauctuka (Digital
forensics) DGFS

3aiuTa KpUTUIeCcKoil MHPaCcTPyKTypbl

TECTI/IPOBaHI/Ie Ha IPOHMKHOBEHNE

(Penetration testing) PENT

3aiuTa KpUTU4IeCcKoil MHGPaCTPyKTypbl

Ynpasaenue uudopmanuei (Information

governance) IRMG

VndopmaLoHHbIe CYCTEMbBL

anaBAel-me HEIIPEepPbIBHOCTbIO

(Continuity management) COPL

3alrmTa KpUTUYeCKoi MHPPACTPYKTYPhI

IToAOOHBINT CPAaBHUTEABHBIN aHAAU3 OBIA IIPOBEAEH M AAS HAaBBIKOB Ipymbl b.

Ero P€3YADbTAThI IIPEACTABAEHDI B Ta6A]/ILIe 10.4, T'A€ Ka’KAOMY HaBbIKY CTaBATCA B

COOTBETCTBIE TEXHOAOTMYECKOE U3MepeHMe 1 MOAYAU pooMeHa IAS CS2013 (moayAn

6a30BOro KOMIIOHEHTA U MOAYAU BpeSKI/I).

Habop MoayAelt 3HaHUIT AASI K&KAOTO OTAEABHOTO HaBbIKa Ipymibl b paspeaén

Ha cooTBeTcTBYylomme Kareropun: Core Tier-1, Core Tier-2, Elective.

Tabauwa 10.4

CooTBeTCcTBMe HaBbIKOB IpynIbl b 1 Moayaeir poomena IAS

Hagppixu rpynnsi b TexHOAOTrMYECKIIE Moayanu 3nanuit IAS CS2013
U3MepeHust
1. KopnoparuBHblit VHdpopmaLoHHbIe Core 1:
VT-MeHeA)XMeHT CIUCTEMbI IAS/OcHoBomnoAaramlIe KOHLenuu B 6es-
(Enterprise IT OIAaCHOCTU
governance) GOVN SP/VIHTeAAeKTyaAbHasl COOCTBEHHOCTD
SP/KoH(}MAEHLIMAABHOCTD U TPaXXAAHCKUE
CcBO6OOABI
Core 2:
SP/TTpodeccronaabHast STUKA
Elective:
SP/VIHTeAAeKTyaAbHasl COOCTBEHHOCTD
SP/TToAnTyKM 6€301aCHOCTH, 3aKOHBI U KOM-
TIBIOTEPHBIE MTPECTYIAEHMS
2. UT-meHepXMeHT VHpopmaLoHHbIe Core 1:
(IT management) ITMG | cucTembl IAS/OcHoBoroAararIie KOHIELUN B
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6e30MmacHOCTI
Core 2:

IM/KoHuenumy yrnpaBaeHust nHdopmarimen

3. ApxwurekTypa
MIPeATIPUSITUS U OM3Heca
(Enterprise and business
architecture) STPL

VHpopmaLoHHbIe

CHUCTEMbI

Core 2:

SP/TTpodeccroHaabHast aTUKA

4. YmpaBaenue 6us-

3aumTa KpUTUIeCcKon

Core 1:

architecture) ARCH

Hec-puckamu (Business | mHpacTpyKTypbI IAS/OcHoBomnoAaraole KoHLenmun B 6es-
risk management) OIaCHOCTU
BURM
5. ApxurexTypa MudbopmarnoHHbie Core 1:
peutenuit (Solution CUCTEeMBI IAS/TIpyHuMIBl 6€30HaCHOr0 MPOEKTUPOBA-

HUS
Core 2:
IAS/TIpuHiMnBl 0€30MacHOro0 MPOEKTUPOBa-
HUS
IM/Konuenuuu ynpaBaeHus nHdopmarmen
SE/9Boatorus 1O

6. YmpaBAeHIUe AQHHbI-
mu (Data management)
DATM

Boabime AQHHbIE

Core 1:
IAS/OcHoBormoAarawye KoHLenyuu B 6es-
OIaCHOCTU

IM/Konuenuuu ynpaBaeHus nHdopmarmen

7. YnpaBaeHne
npoextamu (Project

management) PRMG

VIHpopMaLIOHHbIE

CUCTEMBbI

Core 1:

IAS/OcHoBonoAaramlye KOHLEenuuu B 6es-
OIAaCHOCTHU

IAS/TIpyHuMIBl 6€30MaCHOr0 MPOEKTUPOBA-
HUs

SDF/OcHoBHBIE TPUHLMIIBI TPOrPAaMMUPOBa-
HUs

SP/AnaAuTnyecKyie MHCTPYMEHTbI

SP/TTpodeccronaabHas STUKA

Core 2:

IM/KoHuernuuy yrnpaBaeHus nHdopmarei

PD/Cs#3p u KoOpAMHALMS

SE/Ynpasaenne npoexramu 1O

Elective:

SE/YnpaBaeunne npoexramu [10
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8. Ompepeaenne u
yIpaBaeHue TpeboBa-
Husimu (Requirements
definition and
management) REQM

OmnepanoHHble cu-

CTeMBbI

Core 1:

SE/TTpo1jeccsl IporpaMMHOro obecrnedeH s
SE/Haaexuoctp [TO

Core 2:

SE/VIHCTPYMEHTBI U CpeAbI

9. PasBuTue opranu-
3aLMIOHHBIX BO3MOX-
Hocreit (Organisational
capability development)
OCDV

He ompeaeaeno

Core 1:

IAS/OcHoBomnoAaramIye KOHLenuuu B 6es-
OIMaCHOCTU

SP/AnaAuTnyeckyie MHCTPYMEHTbI

SP/TTpodeccroHaabHas TUKA

10. Paspaborka u pe-
AAM3aLMS OpraHM3aLu
(Organisation design
and implementation)
ORDI

He ompeaeaeno

Core 1:

IAS/OcHoBonoAaramIe KOHLenuuu B 6es-
OIMaCHOCTU

SP/AnaAuTndecKyie MHCTPYMEHTBI

SP/TTpodeccroHaAbHas TUKA

11. VYnpasaenue MHudbopmaroHHbre Core 1:
PasBUTHUEM CUCTEM CUCTEMBI IAS/OcHoBormoAaramwIye KOHLENmu B 6es-
(Systems development OTaCHOCTHU
management) DLMG IAS/TIpuHuMIBl 06€30IacHOr0 MPOEKTUPOBA-
HUS
SE/TIpouecce! mporpaMMHOro obecreyeHmst
SE/Haaexuoctp [TO
Core 2:
PL/Cucrembl 6a30BbIX TUIIOB
SE/VIHCTpYMEHTBI U CpeAbl
SE/9Boatorus 1O
12. TlpoextupoBaHue | VIHbopmalmMoHHbIe Core 1:
cucreM (Systems design) | cuctemsr SDF/OcHOBHBIE TIPUHLMIIBI IPOrPAMMUPOBA-

DESN

VHTepHer Belen,
BCTPOEHHbIE CUCTEMBI,
pacmpocTpaHsieMble

CUCTEMbI

HUS
SE/TIpowecchl IpOrpaMMHOTO obecIieyeHnst
SF/ITapaaaeAusm
Core 2:

AR/Opranusauus ypoBHs acceMbaepa
AR/ApxuTeKTypa 1 opraHmsalys CUCTEMHONI

MaMATU

OS/HesaBucumocTsb

OS/TIaanupoBaHMe U pacChlAKa

OS/YrpaBAeHye TaMsITHIO
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OS/be30omnacHOCTb U 3aluTa

PL/Cuctembl 6a30BBIX TUIIOB

SE/BupTtyaAusanus u U30AsILUS

Elective:

AR/MHOromnpoLeccopHbie 1 aAbT€pPHATUBHbBIE
APXUTEKTYPbI

OS/OueHKa MPOU3BOAUTEABHOCTHU CUCTEM

PD/ITapasAeAbHble apXUTEKTYPBbI

PD/PacnpeaeAeHHbIEe CHCTEMBI

PL/CucTeMbl peaAbHOTO BpeMeH!

SWDN

VHTepHer Belien,
BCTPOEHHbIE CUCTEMBI,
pacrnpocTpaHseMble
CUCTEMBI

OmnepanoHHble cu-

CTEeMbI

SE/KoHcTpyuposanue [TO
13. Paspaborka MNudbopmarnyonHbie Core 1:
1O (Software design) CUCTEMBI IAS/OcHoBomoAarawIye KOHLEnuu B 6es-

OIaCHOCTU

IAS/TIpuHuMnbl 6€301acHOr0 MPOEKTUPOBA-
HUA

IAS/3amuTHOE MpOrpaMMupOBaHue

PD/OcHoBbI mapasseAnsma

PD/PacnapaaseAnBaHue

PD/CB#3b 1 KOOpAMHALIMS

PD/ITaparAeAbHbIe apXUTEKTYPBI

PL/O6beKTHO-OpUEHTUPOBAHHOE  IIPOrpaM-
MUpOBaHMe

PL/®yHKLUMOHAABHOE ITPOrPaMMUPOBaHME

PL/Cucrembl 6a30BbIX TUIIOB

SDF/OcHoBHBIE IPUHLIMIIBI TPOrPAMMUPOBA-
HUS

SDF/Mertoabl pazpaborku

SE/TTpoLjeccsl IporpaMMHOro o0ecrnedeHns

SE/Hapexuocts [TO

SF/MexypoBHeBas CBs3b

SE/ITapaaaeausm

Core 2:

IAS/TIpuHuMIBl 6€301acHOr0 MPOEKTUPOBa-
HUA

AR/Opranusauusi ypoBHs acceMbaepa

AR/ApxnTeKTypa 1 opraHusalus CUCTEMHOM

IIaMATN
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OS/HesaBucumocTb

OS/TIaanupoBaHMe U pacChlAKa

OS/YpaBAeHue NaMsTHIO

OS/be30omacHoCTb U 3aluTa

PL/O6beKTHO-OpUEHTUPOBAHHOE  TIPOrpaM-
MUpOBaHMe

PL/TpaHCASALMSA 1 ICIOAHEHNE SI3BIKOB

SE/VIHCTpYMEHTBI U CpeAbl

SE/Koncrpymuposanue I1TO

SE/2Boaronust [TO

Elective:

AR/MHoromnpoleccopHble I aAbTepPHATUBHbIE
APXUTEKTYPbI

PD/ITaparAeAbHbIe apXUTEKTYPEI

PD/PacnipeaeAeHHbIE CHCTEMBI

PL/CucTembl peaAbHOTO BpeMeH!

PL/HesaBucumble 1 mapaAA€AbHbIE BBIYMCAE-
HUs

SE/Konctpyuposanue I1TO

IAS/BesonacHast paspaborka MpOrpaMMHOro

obecrnieyeHust

14. TIporpammupo-
BaHue/paspaborka [TO
(Programming/software
development) PROG

NudbopmarnonHbie
CUCTEMBI

VHTepHer Belen,
BCTPOEHHbIE CUCTEMBI,
pacmpocTpaHsiemMble
CUCTEMbI

OrnepannonHble cu-

CTEeMbI

Core 1:

IAS/OcHoBonoAaramle KOHLeNuuu B 6es-
OITACHOCTH

IAS/TIpuHuMnbl 6€301aCHOr0 MPOEKTUPOBA-
HUA

IAS/3amuTHOE MpOrpaMMupOBaHue

PD/OcHoBbI mapasaseAnsma

PD/PacnapaaseAuBaHue

PD/Css3b u KOOpAMHALIUSA

PD/ITaparaeAbHbIe apXUTEKTYPBI

PL/O6beKTHO-OpUEHTUPOBAHHOE  IIPOrpaM-
MUpOBaHMe

PL/®yHKUMOHAABHOE TPOrPAaMMMPOBaHe

PL/Cucrembl 6a30BbIX TUIIOB

SDF/OcHoBHBIE MPUHLMIIBI TPOrPAaMMIUPOBa-

HUA

SDF/Meroap! pazpaboTku
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SE/TIpoieccsl IpOrpaMMHOIO obecrieyeH s

SE/Hapexuocts [TO

SF/MexxypoBHeBasi CBSI3b

SF/ITapaaaeansm

Core 2:

AR/Opranusauust ypoBHs accembaepa

AR/ApxuTeKkTypa 1 opraHu3sanysi CUCTEMHON
namsatu OS/HesaBucumoctb

OS/TIaanupoBaHMe U pacChlAKa

OS/VYpaBAeHue NaMsTHIO

OS/be3omnacHoCTb U 3aluTa

PL/O6beKTHO-OpMEHTUPOBAHHOE  ITIPOrpaM-
MUpOBaHMe

PL/TpaHcAsILA M UICTIOAHEHNE SI3BIKOB

SE/VIHCTpPYMEHTBI U CpeAbL

SE/Koncrpyuposanue I1O

SE/9BoAtorus ITO

Elective:

AR/MHoOromnpoleccopHble I aAbTepPHATVBHbBIE
APXUTEKTYPbI

PD/ITaparAeAbHbIe apXUTEKTYPBI

PD/PacnipeaeAeHHbIE CHCTEMBI

PL/CucTempl peaAbHOTO BpeMeH!

PL/HesaBucumble 1 mapaAAeAbHbBIE BBIYMCAE-
HUS

PL/Cuctemsl TUIIOB

SE/Kouctpyuposanue ITO

IAS/Be3omnacHas paspaboTka MpOrpaMMHOIO

obecreyeHus

15. Paspaborka
CHUCTEM PEaABHOTO
BpeMeHU / BCTPOEHHBIX
cucreMm (Real-time/
embedded systems
development) RESD

VHTepHerT Beueit,
BCTPOEHHBIE CUICTEMBI,
pacmpocTpaHseMble
CUCTEMBI

OmnepayoHHbIEe CU-
CTeMbI

MHudbopmarmonHbre

CUCTEMbI

Core 1:

IAS/OcHoBormoAarawmpye KoHuenyuu B 6es-
OIaCHOCTU

IAS/TIpuHuMnBl 6€30MaCHOr0 MPOEKTUPOBA-
HUS

IAS/3amuTHOE MporpaMMupoOBaHue

0S/0630p OC

OS/TIpunuumner OC

PD/OcHoBbI mapasaeAnamMa
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PD/PacnapaaseAuBaHue

PD/CB#3p u KOOpAMHALIMS

PD/TTaparAeAbHbIe apXUTEKTYPBI

SDF/OcHOBHbIE TPUHLIMIIBI TPOrPAMMUPOBA-
HUSA

SDF/Mertoab! paspaborku

SE/TTpoLjeccsl IporpaMMHOro obecrneyeHms

SF/MexypoBHeBasi CBs13b

SF/PacripepeAeHrie ¥ TAQHMPOBaHUE pecyp-
coB

Core 2:

AR/ApxuTeKkTypa 1 opraHusanysi CUCTEMHON
namsatu OS/HesaBucumoctb

OS/TIaanupoBaHMe U pacChlAKa

OS/VYrpaBAeHye NaMsTHIO

PL/O6BbeKTHO-OPMEHTUPOBAHHOE — IIPOrpaM-
MIUpOBaHMe

PL/Cuctembl 6a30BBIX TUIIOB

SE/VIHCTpYMEHTBI 1 CpeAbl

Elective:

OS/Cucremsl peaAbHOr0 BpeMeHM U BCTpau-
BaeMble CHICTEMBI

PD/ITaparAeAbHbIe apXUTEKTYPBI

PD/PacnipepaeAeHHbIE CHCTEMBI

PL/CucTeMbl peaAbHOTO BpeMeHU

PL/HesaBucumble 1 mapaAAeAbHbIE BBIYVICAE-
HUSA

IAS/Be3omnacHas paspaboTka MpOrpaMMHOIO

obecreyeHus

16. Paspaborka 6a3
AanHbIx (Database
design) DBDS

Boabiiue AQHHbIE

Core 1:

IAS/TIpuHuMIBl 0€30IacHOr0 NMPOEKTUPOBA-
HUS

SDF/OcHOBHbIE IPUHLIMIIBI IPOrPAMMUPOBA-
HUS

SDF/Mertoab! paspaborku

SF/PacripepeaeHye ¥ TAQHMPOBAHME pecyp-

COB

Elective:
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IM/PacripepeaeHHbie 6a3bl AQHHBIX

OS/BupTyasbHble MallMHbI

17. TlpoexTupoBaHue
ceteit (Network design)
NTDS

VInTepHer Belyeit,
BCTPOEHHbBIE CUCTEMBI,
pacrpocTpaHsieMble
CUCTEMBI

ITpomsbiiiaenusie [oT
Y CUCTEMBI YIIPaBAEHUS
(nanpumep, SCADA
u kubeppusneckue
cuctemsl - CPS)

ArnmapaTHble TEXHO-
Aorvu (RFID, yurbl,

AQTYUKU, CETU U T.A.)

Core 1:

IAS/OcHoBoIoOAarawye KoHuenyuu B 6es-
OIAaCHOCTHU

NC/BBeaenue

NC/CeteBbie npuAO>KeHNs

Core 2:

IAS/CeteBas 6e3omacHOCTD

NC/HapexxHast AOCTaBKa AQHHBIX

NC/MapupyTusauus 1 nepecbiAka

NC/AokaabHble ceTn

NC/PacnpeaereHne pecypcoB

NC/MobuabHOCTD

SF/HapeXHOCTb Yepes 130bITOYHOCTD

Elective:

IAS/CeteBas 6e30MacHOCTb

18. TectupoBanue
(Testing) TEST

OmnepanoHHble cu-
CTeMBI
VHdpopmaLoHHbIe

CUCTEMBI

Core 1:

IAS/OcHoBomnoAaramlie KOHLenuu B 6es-
OMACHOCTHU

SDF/OcHOBHbIE IPMHLIMIIBI IPOrPAMMUPOBA-
HUST

SDF/Mertoab! pazpaborku

Core 2:

PD/CB#3b u KOOpAMHALIUS

SE/Bepuduxkanus u ucnerranus 110

Elective:

PD/CB#3p u KOOpAMHALIMS

SE/Bepuduxauus u ucnsiranus 110

19. Cospauue nHdpop-
MAlMIOHHOTO KOHTEHTA
( Information content
authoring) INCA

He ompeaeaeno

Core 1:

SP/CounaAbHbIN KOHTEKCT
SP/AHaAuTHYeCcKre MHCTPYMEHTbI
SP/TIpodeccroHarpHast aTHKa

SP/VIHTeAAeKTyaAbHasl COOCTBEHHOCTD

20. TIlpoexTupoBanue
TIOAb30BATEABCKOTO

nurepderica (User

experience design) HCEV

YeAOBEKO-MaIIVHHBIN

unTepdeirc (HMI)

Core 1:
HCI/OcHoBbr
SDF/OcHoBHbIe MPUHLMIIBI TPOrPAaMMUPOBa-

HUA
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21. Ou1eHka MOAb- YeAaoBeKO-MalIVHHBIN Core 1:
30BaTEAbCKOTO OIIbI- unTepdeirc (HMI) HCI/OcHoBbr
ta (User experience
evaluation) USEV
22. CucreMmHas VHTepHerT Beleit, Core 1:
MHTerpauus 1 coopka BCTPOEHHBIE CUICTEMBI, 0S/0630p OC
(Systems integration and | pacripocTpaHsiemble OS/TIpunuummer OC
build) SINT CUCTEMBI PD/OcHoBbI mapasAeAnsMa

OrnepanyoHHble Ch-
CTeMbI
VHpopmaLioHHbIe

CUCTEMbI

PD/PacnapaaaeauBaHue

PD/CB#3b 1 KOOpAMHALIMS

PD/ITapasAeAbHbIe apXUTEKTYPBI

SDF/OcHoBHBIE MPUHLMIIBI TPOrPaMMUPOBa-
HUS

SDF/MeTtoab! pazpaboTku

SE/TTpoLjeccs! porpaMMHOro obecrnedeHs

SF/MexypoBHeBasi CBsI3b

SF/ITapaaaeAusm

Core 2:

AR/Opranusauusi ypoBHs acceMbaepa

OS/HesaBucumocTb

OS/TTaanupoBaHMe U pacChlAKa

OS/VYrpaBAeHue NaMsTHIO

PD/Cs#3p u KOOpAMHALIUS

PL/O6beKTHO-OpMEHTUPOBAHHOE ITIPOrpaM-
MUpOBaHMe

PL/Cucrembl 6a30BbIX TUIIOB

PL/TpaHCASILIMS U UICTIOAHEHNE SI3BIKOB

Elective:

PD/ITaparAeAbHbIe apXUTEKTYPBI

PL/CucTeMbl peaAbHOTO BpeMeHU

PL/HesaBucumble 1 mapaAAeAbHBIE BBIYMCAE-

HUA

23. IlpoexTupona-
HYe 000pYAOBaHMS
(Hardware design)
HWDE

ArnmapaTtHble TeXHO-
Aorvuu (RFID, yurbl,

AQTYMKU, CETU U T.A.)

Core 1:

IAS/OcHoBonoAaramlIye KOHLenuuu B 6es-
OIMaCHOCTU

IAS/TIpuHuMIBI 6€30MacHOr0 MPOEKTUPOBA-
HUSA

Core 2:
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SE/VIHCTPYMEHTBI U CpeAbl

24. YcraHoska/
CHSITHE CUCTEM
(Systems installation
/ decommissioning)
HSIN

OnepayyoHHble CU-
CTEeMBI

VHpopmaLioHHbIe
CUCTEMBI

AnmapaTHble TeXHO-
Aoruu (RFID, yurebl,

AQTYUKU, CETU U T.A.)

Core 1:

0OS/0630p OC

SDF/OcHOBHbIE TPMHLIMIIBI TPOrPAMMUPOBA-
HUS

SDF/Mertoab! pazpaborku

SE/TTpo1jeccsl MporpaMMHOro obecrnedeH s

SF/MexxypoBHeBasi CBSI3b

SF/ITapaaaeAusm

Core 2:

AR/Opranusanusi ypoBHs acceMbaepa

OS/HesaBucrumocTb

OS/TIaanupoBaHMe U pacChlAKa

OS/VYrpaBAeHne NaMsATHIO

OS/BbesonacHOCTb U 3aluTa

PL/Cuctembl 6a30BbIX TUIIOB

SE/VIHCTPYMEHTBI U CpeAbI

SF/HapeXHOCTb Yepes 130bITOYHOCTD

Elective:

0OS/OTKa30yCTONYMBOCTD

25. Ilopaeprkka npu-
Aoxennit (Application
support) ASUP

VHpopmaLioHHbIe

CHUCTEMbI

Core 1:

IAS/OcHoBonoAaramlIe KOHLenuuu B 6es-
OTAaCHOCTHU

IAS/TIpuHuMIBl 6€30IacHOr0 MPOEKTUPOBA-
HUS

[AS/3amuTHOE MporpaMMupoBaHue

NC/BBepeHue

NC/CeteBble TpMAOKeHNUs

SDF/OcHoBHBIE MPYHLMIIBI TPOrPAaMMUPOBa-
HUS

SDF/Mertoab! pazapaboTku

Core 2:

NC/HaaexxHas AoCTaBKa AQHHBIX

NC/MapupyTusauys u nepecblAka

NC/AokaabHble ceTn

NC/PacnpeaeaeHue pecypcos

NC/MobuabHOCTD

SE/Koncrpymuposanue I1O
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Elective:

OS/OueHKa MPOU3BOAUTEABHOCTHU CUCTEM

26. UT-

nHdpactpykrypa (IT
infrastructure) ITOP

VudpopmaioHHbie
CUCTEMBI

AnmnapaTHbie TEXHO-
Aroruu (RFID, ywuribl,
AQTYMKHU, CETU U T.A.)

O6aaxo, Edge 1 Bup-

TyaAu3aLus

Core 1:

IAS/OcHoBoIoOAarawye KoHuenyuu B 6es-
OITAaCHOCTHU

IAS/TIpuHuMIBl 6€30HaCHOr0 MPOEKTUPOBA-
HUSA

Elective:

OS/BupTyaAbHble MallVHBI

OS/OneHKa MPOUM3BOAUTEABHOCTY CUCTEM

PD/O6AayHble BEIYMCAEHMSI

PL/CucTeMbl peaAbHOTO BpeMeH!

IAS/CerteBas 6e30macHOCTh

27. AAMuHU-
cTpupoBaHue 6a3
aannpix (Database
administration) DBAD

BoAbime paHHbIE

Core 1:

SDF/OcHOBHbIE IPUHLUIIBI TPOrPAMMUPOBA-
HUA

SF/PacripepeaeHyie ¥ TIAQHMPOBAHME pecyp-
coB

Elective:

IM/PacnipepeaerHbie 6a3bl AAHHBIX

28. YnpaBaeHue
xpaHeHueM (Storage

management) STMG

Boabliinie poaHHbIE

Core 1:

IAS/OcHoBonoAaramlIe KOHLenuuu B 6es-
OIMaCHOCTU

IAS/TTpuHiMEl 6€30MacHOr0 POEKTUPOBa-
HUSA

SF/PacripepeAeHre M TTAQHMPOBaHME pecyp-

COB
29. Tlopaepxxka ceTn VHTepHer Beweis, Core 1:
(Network support) BCTPOEHHbBIE CUCTEMBI, NC/BBepenne
NTAS pacrnpocTpaHseMble NC/CerteBble NpUAOKEHNA
CUCTEMBI SDF/OcHoBHBIE TPYHLMIIBI TPOrPAMMUPOBA-

ITpombruaeHHbie [0T
Y CUCTEMBI YIIPaBAEHVST
(nanpumep, SCADA
u Kubepdusuyeckue
cuctemsl - CPS)

AnmapaTHble TEXHOAO-

ruu (RFID, yurbl,

HUS
Core 2:
IAS / CeTeBas 6e30macHOCTb
NC/HaaexxHas AoCcTaBKa AQHHBIX
NC/MapuipyTusauys u nepecbIAka

NC/AokaAbHbie ceTu

NC/PacnipeaeaeHne pecypcos
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AQTYMKU, CETU U T.A.)

NC/Mo6UABHOCTD
SF/HapexHOCTb yepe3 u36bITOYHOCTD
Elective:

IAS/CeteBas 6e301macHOCTb

30. VYmpaBaenue
npo6aemamu (Problem

management) PBMG

He onpeaeaeno

Core 1:

IAS/OcHoBomoAarawue KoHuenyuu B 6es-
OIaCHOCTU

IAS/TIpuHuMnbl 6€301aCHOr0 MPOEKTUPOBA-
HUA

0OS/0630p OC

OS/TIpunuumner OC

SP/TTpodeccroHaabHast aTUKA

Core 2:

IAS/TIpuHuMIBl 0€30IacHOr0 MPOEKTUPOBA-

HUA

31. Ympasaenue

nHimpeTamu (Incident

He onpeaeaeHo

Core 1:

SP/CounaAbHbIN KOHTEKCT

o6bextamu (Facilities

management) DCMA

management) USUP SP/AHaAuTHYeCcKMe MHCTPYMEHTBI
SP/TTpodeccronaabHast aTUKA
Core 2:
OS/HesaBucumocTpb
32. VmpaBaeHue He onpeaeaeHno Core 2:

SF/BupTtyaAusanus u M30ASALMS

33. VYmpaBaeHue
kadectBoM (Quality
management) QUMG

He onpeaeaeno

Core 1:

IAS/OcHoBonoAaramIe KOHLenuuu B 6es-
OITACHOCTU

Core 2:

SP/TTpodeccroHaabHas TUKA

34. O630p coorBeT-
crBus (Conformance
review) CORE

He ompeaeaeno

Core 1:

IAS/OcHoBonoAaramIye KOHLenuuu B 6es-
OIACHOCTU

SP/VIHTeAAeKTyaAbHasl COOCTBEHHOCTD

SP/KoH(}UAEHLMAABHOCTD U TPAXKAAHCKUE
CBOOOABI

Core 2:

PD/CB#3p u KOOpAMHALUS

Elective:
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OS/CucteMbl peaAbHOTO BPeMeHU U BCTpau-
BaeMble CHCTEMbI

PD/CB#3p u KOOpAMHALIMS

SE/Bepuduxaunsa u ucnbitanus [10

SP/VIHTeAAeKTyaAbHasl COOCTBEHHOCTD

SP/TIoAnTUKM 6€30IaCHOCTH, 3aKOHBI ¥ KOM-

TIbIOTEPHDbIE ITPECTYIIACHN

35. CopcuHr
(Sourcing) SORC

He onpeaeaeHno

Core 1:

SP/CounaAbHbIN KOHTEKCT
SP/AHaAuTHMYeCKVIE MHCTPYMEHTBI
SP/TTpodeccronaabHast sTUKA
SP/VIHTeAAeKTyaAbHasl COOCTBEHHOCTD
SP/KoH}p1AeHMAABHOCTD 11 IPaXKAQHCKIE CBOOOABI
Elective:

SP/VIHTeAAeKTyaAbHAsI COOCTBEHHOCTD
SP/TToAnTyKM 6€301MacCHOCTH, 3aKOHBI U KOM-

TNbIOTEPHDbIE NTPECTYIIACHN

36. YmpaBaeHue 1o-
craBiukamu (Supplier

management) SUPP

He ompeaeaeno

Core 1:
IAS/OcHoBomnoAaramIye KOHLenuuu B 6es-

OIMAaCHOCTU

37. Koncyaprayusa
creruaaucra (Specialist
advice) TECH

He onpeaeaeHo

Core 1:

IAS/OcHoBormoAaraolye KOHLenuu B 6es-
OITaCHOCTU

SP/AHaAuTHYeCKYIe MHCTPYMEHTBI

SP/TTpodeccroHasbHast 3TUKA

38. VYmpaBaenue
sHaHusimu (Knowledge

management) KNOW

He onpeaeaeHo

Core 1:

IAS / OcHoBoONOAaramIe KOHLeNuu B 6es-
OIMAaCHOCTU

SP/CounaAbHbI KOHTEKCT

SP/AHaAuTHYeCKMe MHCTPYMEHTBI

SP/TTpodeccroHaabHast aTUKA

39. Crparernye-

CKO€ ITAQHVPOBaHMe

He onpeaeaeHno

Core 1:

SP/AnaAuTndecKkyie MHCTPYMEHTbI

(Strategic planning) Core 2:
ITSP SP/TIpodeccroHaapHast aTHKa
40. YnpasaeHue He onpeaeaeno Core 1:

akTuBamu (Asset

management) ASMG

SP/VIHTeAAeKTyaAbHAsI COOCTBEHHOCTD
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Pe3yAbTaThl CONOCTAaBAEHNS HABbIKOB IPYHIbl b 11 MoayAeit poomeHa IAS:

1. B mokpeITUM HaBBIKOB Ipynibl b ObIAM 3aA€ICTBOBaHBI 6 MOAYA€il 6a30BOro
KoMITOHeHTa 13 11,

2. Bce mopyan Bpesku pomeHa IAS Bouiau B MOKpBITHE, 32 UCKAIOYEHMEM He-
KOTOpBIX MoayAeit Kateropuu Elective (IM/O6pa6otka Tpansakuui u IS/Paccyxae-
HUE B YCAOBUSIX HEOIIPEAEAEHHOCTH),

3. TToKpbITBIMU MOAYASMU KYPPUKYAYMA OKa3aAUCh AMLIb 40% HaBBIKOB IpymIibl b.

Takym 06pa3oM, MOKHO CAEAATb BBIBOA O TOM, UTO PE3YABTATOB OOY4YeHMs MO-
AYA€V 3HaHUIA, TPEACTaBAEHHBIX AASI AoOMeHa [AS, okazaA0Ch HEAOCTATOUHO AASI 00-
AAQHMS YMEHUSIMM/3HaHMSIMY HAaBBIKOB IPyIIbl b, oTHOCsmMXCs K Kubepbesonac-
HOCTM.

Yro KacaeTcs: TEXHOAOTMUYECKOTO M3MePEHNS AASL HaBBIKOB Ipynnsl b, Aas Hero
OKa3aAlCh 3aAEVICTBOBAHBI TOABKO 9 TeXHOAOTUM U3 24, a UMEHHO:

1) BoAbliue pAaHHbIE;

2) Obaaunble, kpaeBble TexHoAoruM (Edge) 1 BupTyaausanus;

3) 3amura kputnyeckoi nudpactpykrypst (CIP);

4) AnmapatHbie TexHoAoruu (RFID, uumbl, AaTunKu, CETU U T.A.);

5) YearoBeko-maumuHbi naTepderic (HMI);

6) ITpombiuirennsie [0T u cuctemsl ynpaBaenus (Hanpumep, SCADA u knbep-
¢dusmyeckue cucremsr - CPS);

7) lndopmaumoHHbIe CUCTEMBI;

8) VIHTepHeT Bellieil, BCTpOEHHbIE CUCTEMBI, PACIIPOCTPaHsIeMbIe CYICTEMBI;

9) OnepaloHHbIE CUCTEMBI;

Aast 14 HaBbikoB rpymisl b (13 40) He YAQAOCH HA/ITH COOTBETCTBYIOIETO KAHAU-
AQTa M3 TEXHOAOTMYECKOTO M3MEPEHMSI.

[Tepea TeM, Kak MOABECTU UTOrM, HEOOXOAMMO HATIOMHUTB, YTO KYPPUKYAYM
CS2013 npepHa3HayeH AASL pa3paboTKM IporpaMM O0akaAaBpuara 110 HallpaBAEHMUIO
KoMmbioTepHble Hayku (Computer Science), n 60Aee mUpPOKasi U LieAeHAIPaBAE€HHAS
MMOATOTOBKA MO K1Oep0e30macHOCTU MOXeT ObITh MepeHeceHa Ha CIlelMaAUu3UpO-
BaHHbBIE IIPOrPAMMBbl MarucTepPCKoro oopa3oBaHusl.

3aKAIOUUTEABHBIMY BBIBOAAMU MPOAEAAHHOIO BBILIE AETAABHOTO CPAaBHUTEAB-
HOTO aHaAM3a TPeOOBaHMIT K 3HAHUSIM AASI BBIAEAEHHBIX HAaBBIKOB K1Oepbe3omnacHo-
ctu SFIA 7 u pesyabratram o0yueHust ooaactu [AS kyppukyayma CS2013 sBastroTcs:

1. KyppukyayMm oxBaTbiBaeT OTHOCUTEABHO HEOOABLIYI0 YacCTb TEXHOAOTUYE-
CKOT'O MI3MEPEHMS, B CBSI3U C UeM AASI IOAHOLIEHHOM TIOATOTOBKY CIELVAAMCTOB I10
K116ep0e30MmacHOCTY TPEOYIOTCS AOITIOAHUTEABHBIE MOAYAY, B KOTOPBIX PacCMaTpy-
BaAMCh ObI TPOOAEMBI K1OEpOe30MmacHOCTH, OTHOCHILINE K IIMPOKOMY CIEKTPY CO-
BpeMmeHHbIX VT (B mepByio ouepeAb K TaK Ha3bIBa€MbIM B3PbIBHBIM TEXHOAOTMSIM);

2. KyppuKyAyM HEAOCTAaTOUHO IIOAHO MOKPBIBAET TPeOOBaHNS K 3HAHUSAM U YMe-
HVSIM HaBBIKOB IPYIIIBI A, IMEIOILIVX HEIIOCPEACTBEHHOE OTHOIIEHNE K AeSITEABHO-
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CTU 10 KnbepHe3omnacHoOCTH;

3. KyppuKyAyM HEAOCTATOYHO ITOAHO IIOKPBIBAET TPeOOBAHMS K 3HAHUSIM U yMe-
HUSIM HaBBIKOB IPYIIIbI b (COMyTCTBYIOIMX A€STEABHOCTH IO KOepOe30maHCcoCTn):
60% TpeboBaHU (3HAHMIT/YMEHWIT) HABBIKOB, OTHOCSIMMCS K 0€30IaCHOCTH, OKa-
3aAMCh HEOXBAYEHHBIMU;

4. B 11eAOM KYpPUKYAYM MOAXOAMUT B KadecTBe 0a30BOro Kypca 6akaraBpCKOM
IIPOrpaMMbl, B CAy4Yae €ro pacCIIMpeHUs] AOMIOAHUTEABHBIMU MOAYASIMU C yYETOM
CAEAQHHBIX BBILIE BHIBOAOB.
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11. AHaAU3 COOTBETCTBUA TPeOOBaHNI HABBIKOB KOep0e30-
NMAaCHOCTM € KOHTeHTOM Kyppukyayma CSEC2017 u copep>kaHu-
€M T€XHOAOTMYECKOro U3MepeHUsI

B raaBe 7 MbI onpepeAaraM cocTaB HaBbIKOB SFIA 7, uMeromyx oTHOIIeHKe K po-
ASIM, CBSI3aHHBIM C AESITEABHOCTBIO CITEIIMAAUCTOB B 00AaCTU KbepOe30macHOCTH.

IToaOOHO TIpeABIAYlLEeil IAaBe, IPOBEAEM aHAAU3 CTeneHu cooTBeTcTBUs BOK
CybSec2017 (Cyber Security) Tpe60BaHMAM K 3HAaHUSIM U YMEHMSIM AASL HABBIKOB 13
rpynm A u b. Kpome Toro onpeaeAnM, B KaKOl CTeIIeHM AQHHBIN KYPPUKYAYM COOT-
BETCTBYET TEXHOAOTMYECKOMY M3MEPEHUIO IIPOCTPAHCTBA K1OepOe30macHOCTI.

AAsI IPOCTOTBHI pa30ObeM Hallly 3aAa4y Ha ABE ITOA3aAQYM OTHOCUTEABHO TaOAML]
Aub.

Becb KyppuKyAyM MOCBSIII[E€H ONMMCAHUIO 3HAHMI, KOTOPBIMU AOA’KEH OBAAAETH
oOyyvaroomumiics AAS paboTsl B 00AaCT K1Oep0Oe30macHOCTI.

OcHOBHOIT 00beM MPOQECCHOHAAPHBIX 3HaHMIT B KYPPUKYAYMe paspeAeH Ha 8
npeaAMeTHBIX obAacTeit (areas):

* DBesonacHocTb paHHbIX (Data Security);

* Besomnacuocts I1O (Software Security);

* DbBesomacHocTp komnoHeHToB (Component Security);

* bBesonacHocts cBssu (Connection Security);

* CucremHas 6e3omacHocTb (System Security);

* DBesonacHocTb yearoBeka (Human Security);

* OprauusaguonHas 6ezonacHocts (Organizational Security);

» CouuaabHas 6e3onmacHocTb (Societal Security).

Kaxkpast 00AacTb MOAPa3AEAsIETCS HA MOAYAH, CPEAY KOTOPBIX BBIAEASIIOTCS 0051-
3aTeAbHble AASI U3y4eHUs, Ha3biBaeMble ocHoBamu (Essentials). VimeHHO ¢ MoAyAsi-
MM-OCHOBAaMU CBSI3bIBAIOTCSI PE3yAbTAThl 00yueHus nAu outcomes. Becero Ha 8 06-
Aacreit IpuxoAuTcs 44 ocHoB u 144 pe3yAbTaTOB 00yUYeHMSI.

ITpoBeaeM aHaAM3 COOTBETCTBMS HABBIKOB I'PYIIIbI A U Pe3yAbTaTOB O0y4YeHMs,
IpUBeAeHHbIX B KyppukyayMme Cyber Security 2017. PeayabTaThl aHaAM3a IIPEACTaB-
Aenbl B Tabauue 11.1. TabAauija ycTpoeHa CAeAYOLIMM 00pa3oM: mepBasi KOAOHKa —
9TO HaBBIKM TaOAULBI A, T.€. 3TO HABBIKU, MEIOLI[VIe HETTOCPEACTBEHHOE OTHOLIEHE
K npodeccun no nHPOpMaLMOHHOI Oe30macHOCTU. Bropas KoAOHKa — 3TO COBO-
KYITHOCTb 3HaHUi (outcomes), KOTOPBIMU AOAJKEH 00AAAATh TOT, KTO MMEET STOT
HaBBIK.

Beibop outcomes mMpouM3BOAMACS Ha OCHOBe ypOBHeN Kaaccuduxanuu ¢ppeim-
Bopka SFIA 7.
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Tabanma 11.1

AHaAU3 COOTBETCTBMS HABBIKOB T'PpYIIIbL An PE3YABTATOB O6Y‘{eHI/I${, IIPpUBEAEH-

HbIX B Kyppukyayme Cyber Security 2017

HasBbIiku

Yposenb/O6aacTe 3Hanmii/Essentials/Outcomes

1. VindopmaunonHast 6e30MacHOCTb
(Information security) SCTY

Yposens 3

Be3onacHOCTh AAHHBIX

ITudpoBasi KpUMUHAAMCTUKA

*  Onuuure, 9T0 Takoe LUUPPOBOE PACCAEAOBAHUE, CTOY-
HUKM LM(POBBIX AOKA3aTEAbCTB U OTPAHMYEHVs] CyAeOHOI
SKCIIEPTU3bI

* CpaBHuMTE U IPOTUBOIOCTABbTE PA3AMYHbIE MHCTPYMEH-
ThI CYA€OHOI 9KCIIEPTU3bI

YpoBenb 4, 5

Be3onacHOCTDh YeAOBeKa

OCBeAOMAEHHOCTD U TIOHUMaHue

* OOcyauTe BaXHOCTb K1OepOe30macHOCTH, O0yuyeHMs
[IOAB30BaTeAel KnbepOe30mnacHOCTH, 8 TAK)KEe OCBEAOMAEHHO-
CTH 0 KUbEp-ysA3BUMOCTSIX U YIPO3ax

YpoBensb 6

BesonacHOCTh NPOrpaMMHOTO ObecrnedeHns

DyHAAMEHTAAbHbIE IPUHLUIIBI IPOEKTIPOBAHYSE; Hall-
MeHbIlUe NPUBMAET UM, OTKPbITHIN AU3aiH 1 aGCTpaKusa

*  O6cypuTe IIOCAEACTBMUS UCIIOAB30BAHMSI OTKPBITOIO AU-
3ailHa MAM CEKPETHOCTU AM3aiTHA AAsL obecriedeHust Gesomac-
HOCTHU

* Tlepeuricanre TpU NpUHLMUIIA O€30TIACHOCTH.

e Omnuumre, MOYEMy K@KADBI MPUHLMII BaXEH AASL Oe3-
OIaCHOCTU

*  OmnpepeanTe HEOOXOAUMBII IPUHLMIL IPOEKTUPOBAHUS

3amura KOMIIOHEHTOB

IMpuHuMnbI 6€30MaCHOrO NMPOEKTUPOBAHUS KOMIIOHEH-
TOB

* Tlepeunicanre apredakTbl MPOEKTUPOBAHMSI KOMIIOHEH-
TOB, KOTOPbIe MOI'YT OTPe6OBATD 3aLLMTHI

* TIpuBeAUTE IPUMEPHI HECKOABKUX TIPUHLUIIOB IIPOEKTU-
poBaHMsI 6€30MaCHBIX KOMIIOHEHTOB U OOBSICHUTE, KaK KaK-
ABIVT M3 HUX 3al1IIAeT 6€30MacHOCTh KOMIIOHEHTOB

CucremHas 6e30MacHOCTb

IToAnTuka 6€30macHOCTI
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*  O6cyanTe BaXXHOCTD IOAUTHUKY 6€30I1aCHOCTH

OpranusaguonHasi 6e30mMacHOCTb

VYnpaBaeHue puckamu

e OmumuTe yrpaBAeHNe PUCKAaMM 1 €0 POAb B OPTaHU-
3aun

*  OnumTe MOMYASIPHBIE METOAOAOTMY, UCITOAb3YEMbIE
B OTPACAU AASI YIIPABAEHMSI PUCKAMU

Yposens 7

OpranusaguonHasi 6e30mMacHOCTb

VYnpaBAeHue U NOAUTHUKA

*  O6cyanTe BaXKHOCTD, IPEMMYLIECTBA U KeAaeMble pe-
3YABTAThI YIIPaBA€HMsI KNOepbe30macHOCTBIO U TO, KaK Ta-
Kasi IporpaMma OyAeT peaAn3oBaHa

* OnuumMre NOAUTUKY MHPOPMALMOHHON Oe30macHo-
CTU U ee POAb B YCIIEIIHO MpOorpaMMe MHPpOPMALMOHHOI
6e3omacHOCT

e OnuuMTe OCHOBHbIE TUIIbI TOAUTUKU UH(OPMALIMOH-
HOV 0€30I1aCHOCTY 1 OCHOBHbIE KOMIIOHEHTbBI KaXKAOI U3
HUX

Crparerus u nAaHUpOBaHUe

* OObsCHUTE CTPATErM4eCKOe OPraHM3aALUOHHOE IAa-
HUpOBaHMe KUGep6He3omacHOCTH U ero CBsA3b ¢ obuieopra-

Hu3auuoHHbIM 1 VI T-cTpaTrernyeckuM naaHMpoBaHUeM

2. VndopmaunoHHoe obecreueHue

(Information assurance) INAS

YpoBensb 5

CucremHas 6e30mMacHOCTb

IToauTuka 6esonmacHocTu

*  O6cyanTe BOXXHOCTD TIOAUTHUKY 6€3011aCHOCTH

*  OODsCcHUTE B3aMOCBsI3b MEXAY I'DYIIION 0€30macHo-
cTu, KOHUTypaLMen CUCTEMBI U IPOLieAYPaMI TIOAAEePIKa-
HUs1 6€30MIaCHOCTH CUCTEMBI

OpraHusanyoHHast 6€30MacHOCTD

YnpaBAeHue pucKamMu

*  OnuiumTe yIpaBA€HME PUCKAMU U €0 POAb B OPTaHM-
3auun

CucremHas 6e30MacHOCTb

TecTupoBaHue

° OHV[H.II/ITC, 4YTO TaKO€ TeCT HAa IPOHVKHOBEHVIE 1

210




Moderp yugpoBvix HABLIKOB KILOEpOE30NACHOCHY

HO‘{eMY OH LI€HEH

*  O6cyanTe, KaK AOKYMEHTUPOBATDH TECT, KOTOPBIN 00-
HAPY>XKUBAET ySI3BUMOCTb

*  O6cyanTe BOXXHOCTD IPOBEPKM TPeOOBaHMIT

Yposens 6

OpraHusanuoHHasi 6€30MacHOCTD

YnpaBAeHue U TOAUTUKA

e Onuunre NOAUTUKY MHPOPMALMOHHON 0Oe30macHo-
CTU U €e POADb B YCIIEIIHON IporpaMMe MHQPOPMALMOHHO
6€30macHOCTU

. OHMIIH/[Te OCHOBHbBIE TUIIBI IOAUTUKU I/[HCl)OpMaLH/IOH—
HOV 6€30MaCHOCTU U OCHOBHbIE KOMIIOHEHTBI KaXKAOM U3
HUX

*  OODsACHUTE, YTO HEOOXOAUMO AASI PasdpabOTKU, OCy-
LIECTBAEHUSI U TOAAEP)KaHUsL 9PPEKTUBHON TTOAUTUKU U
C KaKMMM MOCAEACTBUSIMY MOXKET CTOAKHYTbCS OpraHu3a-
LM, €CAM OHA STOI'O HE CAEAAEeT

YpoBenb 7

OpranusanuoHHas: 6e30mMacHOCTD

Crparerusi u NAaHUPOBaHUeE

* OOBsicHUTE CTpaTernyeckoe OPraHM3alMIOHHOE IIAQ-
HUpOBaHue KnbepOe3onacHOCTH U ero CBsi3b ¢ o0iieopra-
Hu3auuoHHbIM 1 VI T-cTparernuekum naaHMpoBaHueM

*  OmpepeAnTe KAIOUYEBbIE OPraHN3ALMIOHHbIE 3a1IHTEpe-
COBaHHbBIE CTOPOHBI U X POAU

* Omuiunre OCHOBHBIE KOMIIOHEHTHI ITAQHMPOBAHMUS

BHEAPEHUA CUCTEMbI KI/I6ep6630HaCHOCTI/I

3. Texuuka 6ezomnacHocTu (Safety

engineering) SFEN

Yposensb 4

BesonacHOCTh MPOrpaMMHOIO obecnedyeHus

CraTu4yeckuii, AMHAMUYECKUII aHAAU3

* OOBsACHUTE PpA3HUIY MEXAY CTAaTUYECKUM U AU-
HaMMY€CKUM aHAAU30M

* O6cypaute mpo6AeMy, KOTOPYH0 He MO>KET BbI-
SBUTHh CTAaTUYECKUII aHAAU3

* O6cypaute mpobGaeMy, KOTOPYH0 He MO>KET BbI-
SIBUTHh AUHAMUYE€CKUIl aHAAU3

3amuTa KOMIIOHEHTOB

lIn>xeHepHbIT aHAAU3
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*  OObsicHUTE PAZHULY MEXAY CTATUYECKUM U AHAMMU-
YeCK!M aHAAM30M B IIPOrPaMMHOM obecriedeHnu obpaTHo-
IO IIPOEKTUPOBAHUS

CucremHasi 6€30MacHOCTb

AOKyMeHTHpOBaHue

* O6cyauTE BaOKHOCTb AOKYMEHTUPOBAHMUS MPaBUAb-
HOJI YCTAaHOBKM ¥ KOHUI'ypaLMy CUCTEMBI

* YMeTb mucaTb AOKYMEHTALMIO [0 XOCTaM U CeTEBbIM
BTOP>KEHMSIM

*  BbITh B COCTOSHUM OOBICHUTD IIOCAEACTBUS AASL O€3-
OTIACHOCTM HESICHOM MAM HEIIOAHOI AOKyMeHTauuu pabo-
ThI CUCTEMBbI

YpoBenb 5

BesonacHoOCTb CBsA3U

CucreMbl, apXUTEeKTypa, MOAEAU U CTAHAAPTBI.

* O6cyanTe HEOOXOAMMOCTD OOLIMX MOAEAEN M apXu-
TEKTYP AAS OIIMICAHUSA CUCTEM

* [TlepeuncanTe HECKOABKO CTAHAQPTOB, OIIPEAEASIOLINX
MOAEAM, COCTOSILIVE 13 CUCTEM KOMIIOHEHTOB 11 MHTEPdert-
COB

OpraHusanuoHHasi 6e30MacHOCTH

3aKOoHBI, 3TUKA U COOAIOAEHIE

e Omuiunre, NMOYEMY OSTUYECKME KOAEKCHI IOBEAEHMS
B&KHBI AASI CIIELIMAAMCTOB II0 KMOepOesomacHOCT! U UX
OpraHM3aLuin

YpoBensb 6

OpranusanuoHHasi 6e30MacHOCTD

YnpaBAeHne pucKaMu

*  OmuiuTe yrnpaBA€HNe PUCKaMM U €T0 POAb B OPTaHU-
3aLuUu

*  OmmiyTe METOABI YIIPAaBAEHUS PUICKAMMU AASI BBISIBAe-
HUs U Ipuoputusanuy GakTopoB pucKa AASL MHPpoOpMaLy-
OHHBIX aKT/BOB, @ TAK)Ke CIIOCOOBI OLJeHKU PUCKa

*  OmuiuTe MONyAsIPHbIE METOAOAOT UM, UCTIOAb3yeMble
B OTPACAU AASI YIIPABA€HMsI pUCKaMU

YnpaBAeHNe U TOAUTHUKA

e Onuunre NOAUTUKY MHPOPMALMOHHON 0e30macHo-

CTU U €€ POAD B YCIIELIIHOJ TporpaMme MHGOPMALMOHHOM

212




Moderp yugpoBvix HABLIKOB KILOEpOE30NACHOCHY

6e3omacHOCTHU

*  OODsACHUTE, YTO HEOOXOAUMO AASI PadpabOTKU, OCy-
LIECTBAEHUSI U TOAAEP)KaHUsL 9PPEKTUBHON TOAUTUKU U
C KaKMMM OCAEACTBYSIMU MOXKET CTOAKHYTBCSI OpraHm3a-
LIMSI, €CAM OHA STOI'O HE CAEAAEeT

Crparerusi u NAaHUPOBaHUeE

* OObsicHUTE CTpaTernyeckoe OPraHM3alLMIOHHOE IIAQ-
HUpOBaHMe K1ubepbe3omacHOCTI 1 ero CBs3b ¢ 0bueopra-
HUBAUMOHHBIM 1 VI T-cTparernyeckum nmAaHMpOBaHUEM

3aKOHBI, 3TUKA U COOAIOAEHIE

e Onuunre, NOYEMY STUYECKME KOAEKCHI ITOBEAEHUS

Ba’XHbI AAA CIIEMAAUCTOB IIO KM6€p6€30HaCHOCT]/I n ux

OpraHusauuin
4. YnpaBAeHMe AOCTYNHOCTBIO Yposens 4
(Availability management) AVMT Cucremnas 6e30macHOCTb

LIeAOCTHBIN MOAXOA,

*  OODsCHUTE, YTO MOAPA3YMEBAETCS MOA KOHDUAEHLIN-
AABHOCTbIO, LIEAOCTHOCTBIO U AOCTYITHOCTBIO

YnpaBAeHne AOCTYNIOM

*  Onuunre Gpr3nIeCcKoe U AOTMIECKOE YIIPABAEHUE AO-
CTYIIOM, CPAaBHUTE Y IPOTUBOIIOCTABbTE UX

*  YKaXuTe pasAnuMsi aBTOPU3ALUU U ayTEHTUDUKALINN.

BoccranoBAeHue

*  OODsCHUTE, YTO TAKOE YCTONYMBOCTD, U OIPEAEAUTE
CpeAy, B KOTOPOI1 OHa Ba>kHa

* OO6cyAnTEe OCHOBBI IAQHA ABAPMITHOTO BOCCTAHOBAE-
HUSA

*  OO®psicHUTE, OYEMY pe3epBHbIe KOIIUY IIPEACTABASIIOT
MOTEHLMAABHYIO YTPO3y 0€30I1aCHOCTI

YpoBens 5, 6

3amura KOMIIOHEHTOB

Va3BUMOCTU KOMIIOHEHTOB CUCTEMbI

*  OObsicHUTE, KaK 0€30MaCHOCTh KOMIIOHEHTOB CUCTE-
MBI MOXKET IIOBAMSATH Ha 0€30IaCHOCTb CUCTEMbI

INpuHUNBI 6€30MaCHOr0 NMPOEKTUPOBAHUS KOMIIO-
HEHTOB

* Ilepeuncanure apTedakTbl HPOEKTUPOBAHMUSA KOMIIO-

HEHTOB, KOTOPbIE MOT'YT HOTpe6OBaTI> 3alNTBI
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* TlpuBeauTe nprMepbl HECKOABKMX IPUHIIUIIOB MPOEK-
TUPOBaHMs 0€30ITaCHBIX KOMIIOHEHTOB U OOBSCHUTE, KaK
KaOKADII M3 HUX 3alyiaeT 6e30[MacHOCTb KOMIIOHEHTOB

lln>KeHepHbIT aHAAU3

*  OODBACHNUTE pasHULY MEXAY CTaTUYECKVM Y AMHAMU-
YeCKMM QHAA30M B IIPOrPaMMHOM 0becredeHny 00paTHo-
IO NPOEeKTYPOBAHMS

e Omnuumre MeTOAUKY OOpaTHOIO MPOEKTUPOBAHMS
(YHKIIMOHAABHBIX BO3MOKHOCTEI MHTEIPAABHONM CXEMBI

* OpraHusanyoHHas 6€30IacHOCTb

e Crparerus u NAQHMpOBaHKe

* Onuuure OCHOBHBIE KOMIIOHEHTBI ITAAHMPOBAHUS

BHEADEHUsI CUCTeMbI Kubephe30nacHoCTH

5. VmpaBaeHue 0€30MaCHOCTbIO

(Security administration) SCAD

Yposenb 3

Be30omacHOCTb AQHHBIX

IludpoBas KpUMMHAAKCTUKA

e Onuuure, 4TO Takoe UU(PPOBOE PaCCAEAOBAHUE, UC-
TOYHMKU LU(PPOBBIX AOKA3aTEABCTB U OIPAaHNYEHUSI CYA€E0-
HOVI 9KCIIEPTU3BL

» CpaBHUTe U NMPOTUBOIIOCTABBTE Pa3AMYHBIE UHCTPY-
MEHTBI CYA€OHOI SKCIIePTU3BI

Yposens 4

Cucremnasi 6€30MacHOCTb

IToanTuka 6e3omacHoCTHI

*  OObsCHUTE BAKHOCTD IOAUTUKY O€30IIaCHOCTIU.

*  OODsACHNUTE B3aIMOCBSI3b MEXAY I'DYIIION Oe30macHo-
CTU, KOHPUTYpaLeNt CUCTEMBI U IPOLIEAYPAMMU [TOAAEPIKA-
Hust 0€30ITaCHOCTY CUCTEMbI

Yposens 5

BesonacHOCTh MPOrpaMMHOro o0ecrneyeHns

Tpe6GoBaHusi 0e30MacHOCTI M POAb, KOTOPYH) OHU
UI'PAIOT B AM3aliHe

*  OO6pbsAcHUTE, TOYeMy TpeOOBaHMA 6€30MaCHOCTU BaXK-
HBIL.

*  OmnpepeaunTte 001IM€ BEKTOPBI aTAKU

* Onuuure BaKHOCTb HATMCaHMsl 0E30MacHbIX U Ha
AEXHBIX IIPOrPaMM

CucremHasi 6€30MacHOCTb
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LIeAOCTHBIN MOAXOA

*  OODBsACHUTE, YTO TaKOE MIOAUTHKA OE30MACHOCTU U ee
POAD B 3aLIMTE AAHHBIX U PECYPCOB

IToauTuka 6e3omacHOCTH

*  OODsCHUTE B3aMOCBsI3b MEXAY I'DYIIION 0€30macHo-
cTu, KOHUTypaLMen CUCTEMBI U IPOLIeAYPaMI TIOAAEepPIKa-
HUs1 6€30MIaCHOCTH CUCTEMBI

YpoBenb 6

OpraHusannoHHasi 0€30MacHOCTD

VnpaBAeHue 1 MOAUTHUKA

° OH]/[IIH/[Te OCHOBHbI€ TUIIbI IIOAUTUKN I/[HCl)OpMaLU/IOH—
HOJI 0€30I1aCHOCTY M OCHOBHbIE KOMIIOHEHTBI KaXKAOI U3
HUX

CrpaTerus u nAaHupoBaHue

* OODbsCHUTE CTpATErnvyecKoe OPraHM3aLIOHHOE IAa-
HUpOBaHue KnbepOe30macHOCTH 1 ero CBsI3b ¢ oblieopra-
HUBALMOHHBIM 1 VI T-cTpaTernyeckum MAaHMpOBaHueM

° OHMIIH/[Te OCHOBHbI€ KOMIIOHEHTbI HAaHVIpOBaHI/Iﬂ

BHEAPEHNA CUCTEMbI KI/I6€p6eSOHaCHOCTI/I

6. Ouenka 6e3onacHocTu (Safety Yposens 5, 6
assessment) SFAS Be3onacHOCTh MPOrpaMMHOro O0ecrneyeHus

CraTu4eckuii, AVHaMU4eCKUii aHaAU3

*  OObsCHUTE PAZHULY MEXKAY CTATUYECKUM U AMHAMMU-
YeCKUM aHAAU30M

* O6cyanure mpobaeMy, KOTOPYIO He MOXXET BBISBUTH
CTAaTUYECKUI aHAAU3.

*  O6cyanTe mpobAeMy, KOTOPYIO HE MOXET BBISIBUTD AU-

HaMUYeCKUI aHaAU3

7. lludposas KpUMUHAAMCTIKA Yposenb 4
(Digital forensics) DGFS Be3onmacHOCTB AQHHBIX

LudpoBasa KpuMMHAAUCTHKA

e Omnuunre, YTO Takoe LUUPPOBOE PaCCAEAOBaHME, VIC-
TOYHUKY LUPPOBBIX AOKa3aTEALCTB U OTPAaHUYEHMS CYyA€0-
HOI1 9KCIIePTU3BI

* CpaBHUTE U NPOTUBOIIOCTABbTE PA3ANYHbIE MHCTPY-
MEHTbI CyA€OHOI SKCIIepTU3BI

ConnaapHas 6e30mMacHOCTD

Kub6epnpecrynHocrp
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e OnuiunTe METOABI PACCAEAOBAHMS KaK BHYTPEHHMUX,
TaK U MEXXAYHAPOAHBIX IIPECTYIIAEHUI

*  OODbsCcHUTE, [T0YEMY COXPaHEHMEe LeMOYKY LinpPOBBIX
AOKa3aTEABCTB HEOOXOAMMO AASI TIPECAEAOBaHUs Kubep-
MPECTYIHUKOB

Kub6ep-npaso

*  OnuiuyMTe KOHCTUTYLMOHHBIE OCHOBBI K1bep-TpaBa

Kub6epnoauruka

* O606umuTe HALVOHAABHYIO T'OCYAAPCTBEHHYIO MOAM-
TUKY B 00AaCTM K116epOe30IacHOCTY B OTHOIIEHUH 3alljy-
TBI KOHPMAEHLIMAABHO MHQOPMALIMY U 3aIUThI KPUTHYeE-
CKO¥ MHGPACTPYKTYPBI

YpoBens 5, 6

OpraHusanuoHHasi 6e30mMacHOCTh

3aKoHBI, 3TUKA U COOAIOAEHIE

e Omnuumre, MOYEMy ISTUYECKME KOAEKCBHI IIOBEAEHMS
B&KHBI AASI CIIELIMAAMCTOB II0 KMOepOe3omacHOCT! U UX
OpraHusauuin

* OmnpepeAnTe BasKHbIE HAlMIOHAABHBIE Y MEXXAYHAPOA-
HbI€ 3aKOHbI, Kacaluecs KubepbesonacHocTu

*  OOBsicHUTE, KaK OpraHu3aLuu A0OMBAIOTCs COOAIOAE-
HUSI HALIMIOHAABHBIX U MEXXAYHAPOAHBIX 3aKOHOB U IIPABUA,
a TAK)Ke KOHKPETHBIX OTPACAEBBIX CTAHAAPTOB

CrpaTerus u nAaHUpOBaHue

* OObsCHUTE CTpATernvyecKoe OPraHM3aLIOHHOE IAa-
HUpOBaHMe KnbepOe30macHOCTH 1 ero CBsi3b ¢ obiieopra-
HusaunoHHbIM U VI T-cTpaTeruyeckum NAaHUPOBaHUEM

CouunaAsbHas 6€30MacHOCTb

KondupeHmarAbHOCTD

e Onuumre KOHLENUMI0 KOH(PUAEHLIMAABHOCTH, BKAKO-
4asi 00LIeCTBEHHOE OIPEAEAEHE TOT0, YTO MIPEACTABASIET
co0011 MmepcoHaAbHasT YacTHasi UHQPpOPMALMSI, U KOMIIPO-
MIUCCBI MEXAY MHAUBYAYAABHOI KOHGYAEHLMAABHOCTBIO 1

6€30IacHOCThIO

8. TecTupoBaHMe Ha IPOHMKHOBE-

Hue (Penetration testing) PENT

Yposenb 4

be3onmacHOCTb AQHHBIX
OcCHOBHbIE TIOHATHSA KpUITTOrpadun

*  OnmiumnTe CAeAyIOLIMEe TEPMUHBL: MNP, KPUITOA-
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HaAM3, KpUNTOrpapuuecKuil aATOPUTM U KPUIITOAOTMS, a
TAK)Ke OIMILITE ABa OCHOBHBIX MeTOAA (g pbl) npeobpa-
30BaHMsI OTKPBITOTO TEKCTA B 3aIM(pPOBAHHBIN

*  OObscHUTE, KaK MHPPACTPYKTYPa OTKPBITHIX KAIOYE
MoAAepXXMBaeT LnpoBYI NOANUCDH U MdpoBaHue, 1 06-
cyaute orpaHudeHusi/yssumoctu. OOCyAUTE OMACHOCTD
n300peTeHNs COOCTBEHHBIX KPUNTOrpadUyeCKMX METOAOB

1JeAOCTHOCTD AQHHBIX U ayTeHTU(DUKALVS

*  OODbsACHUTE MOHATUA ayTEeHTUPUKALYM, aBTOPU3ALIUY,
KOHTPOASI AOCTYTIA 1 LIEAOCTHOCTY AQHHBIX

* OObsiCHUTE pasAUYHBIE METOABI ayTeHTUUKALUK U
UX CUABHBIE U CAQOble CTOPOHBI

*  OObsicHUTE pa3AMYHbIE BO3MOJKHbIE aTaKM Ha ITAPOAUL.

BesonacHocTb cBA3N

ATaknu Ha cOepAVHeHUs

* OObscHUTE, KaK aTaKU HA COEAMHEHUS MOXKHO MO-
HUMaTh B TEPMMHAX aTak Ha MHTePQeChl IPOrpaMMHBIX
KOMIIOHEHTOB

TpaHCMUCCUOHHBIE aTAKN

*  OODsCHUTE, KaK aTaKV Ha [IepeAaqy YaCTO PEAAUSYIOT-
€S KaK aTaKy Ha KOMIIOHEHTBI, IIPEAOCTABASIOINE YCAYTY
peTpaHCASILIMY MHPpOpMaLK

CucremHasi 6e30MacHOCTb

TecTupoBanue

*  Omnuinre, 4YTO TaKOe TECT HA IPOHUMKHOBEHNUE U IIO-
YeMy OH LieHeH

*  O6cyanTe, KaK AOKYMEHTUPOBATDH TECT, KOTOPBII 00-
Hapy>XUBaeT ysI3BUMOCTb

BesomacHocTb yeAoBeKa

VYnpaBaeHne upeHTuduKanyen

*  OODsACHUTE pa3HULY MEXAY MAEHTUMKALIME, ayTeH-
TudUKaLVeil 1 aBTOpU3aLieil AOCTYIIa AIOAEN 1 YCTPOICTB

* IlpoaeMOHCTpUpYIiTE OOlee IOHMMaHME aTaK KOH-
TPOASI AOCTYIIA ¥ M€P IO VX CMAT'YE€HUIO

Yposensb 5, 6

Be3onacHOCTh MPOrpaMMHOrO0 o0ecreydyeHnst

Hacrpoiika, ucnpaBaeHnue

*  OOpbsicHUTE HEOOXOAMMOCTD TECTUPOBAHNUS IIPO-
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rpaMMHOrO obecrieyeHus: NOCcAe 0OHOBAEHMsI, HO AO pac-
NPOCTPaHEHMsI TIaTya

OpranusaguoHHast 6e30MacHOCTb

CrpaTerus u mAaHUpOBaHUe

¢ OObACHUTE CTPAaTETMYECKOE OPraHM3ALMIOHHOE TAa-
HUpOBaHue K1b6epHe3onacHOCT! U ero CBsA3b ¢ obuieopra-

HM3aLUVMOHHbIM U MT—CTpaTeFI/I‘{ECKI/IM TNAAHVPDOBaHMEM

9. VmpaBaenue undpopmauyen

(Information governance) IRMG

Yposenb 4
Be3onmacHOCTb AQHHBIX

IJeAocTHOCTD AQHHBIX U ayTeHTUdUKaLI

*  OObsiCHUTE OHATHS ayTeHTU(UKALMY, aBTOPU3ALIUIL,
KOHTPOASI AOCTYTIA 1 LIEAOCTHOCTM AQHHBIX

YposeHb 5

CucremHasi 6€30MacHOCTb

VYnpaBaeHue pAocTrynom

* Omnuumre GDU3NIECKOE U AOTMYECKOE YIIPABAECHME AO-
CTYIIOM, CPABHUTE U IPOTUBOIIOCTABbTE UX

BesonacHocTb YeAoBeKa

ConpaAbHas NoBeAeHYecKasi KOHGUAEHIINAaABHOCTD
u 6e30MacHOCTb

*  Onuiunrte KOHLENMU KOMIPOMUCCOB U PUCKOB KOH-
(OUAEHLIMAABHOCTY B COLMAABHOM KOHTEKCTE, KOHTPOAD
M OCBEAOMAEHHOCTb O COTAQCUM HA IEPEAaYy AAHHBIX,
MOHUTOPMHI AMYHOV MH(POPMALUK, PETYASITOPHbIE MEpBI
3aIMTHl U POOAEMBI TIOAAEP>KAHMSI COLIMAAbHOI KOHbU-
AEHLIMAABHOCTY

Yposens 6

OpraHusannoHHast 0€30NMacHOCTD

YnpaBAeHue ¥ TOAUTUKA

*  O6cyanTe BXHOCTD, IPEMMYLIECTBA U KeAaeMble pe-
3YABTAThl YIIpaBA€HMs K11OepOe30macHOCThIO 1 TO, KaK Ta-
Kasi IporpaMma OyAeT peaAn3oBaHa

Ku6epnoantuka

* O606uKTe HALVOHAABHYIO TOCYAAPCTBEHHYIO MOAM-
TUKY B 00AaCTM K11OepOe30acHOCTY B OTHOLIEHNUH 3alljy-
ThbI KOH(PUAEHLIMAABHON MHGOPMALY U 3AIUTHI KPUTHYE-

CKOV1 MHGPACTPYKTYPBI

YpoBensb 7
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OprasnsaguoHHasi 6e30MacHOCTb

Crparerus u NnAQHUPOBaHUe

* OObsICHUTE CTPATErMYECKOE OPraHM3aLUOHHOE IIAA-
HUpOBaHue KnbepOe30macHOCTH 1 ero CBsI3b ¢ obiieopra-
HU3aUMOHHBIM U M T-cTpaTernyecKuM MAaHUpOBAHUEM

° OHMIIH/[Te OCHOBHbI€ KOMIIOHEHTBI HAaHI/IpOBaHI/Iﬂ
BHEAPEHVISI CUCTEMbI K1bepOe30macHoCTI

3aKOoHBI, 3TUKA U COOAIOAEHUE

* OmnpepeAnTe BaKHbIE HALJVIOHAABHBIE Y MEXKAYHAPOA-
Hble 3aKOHBI, Kacawuuecs KubepbesonacHocTn

*  OObsicHUTE, KaK OPraHM3aLUU AOOUBAIOTCS COOAIOAE-
HISI HALIMIOHAABHBIX I MEXKAYHAPOAHBIX 3aKOHOB U [IPABUA,
a TaK)Xe KOHKPETHBIX OTPACAEBBIX CTAHAAPTOB

CounasbHas 6€3011aCHOCTh

Kub6ep-npaso

*  OnuuuMTe KOHCTUTYLMOHHBIE OCHOBBI KUbep-Tpasa.

*  O60061MTE 3aKOHBI, PeryAupyolye KOHGUAEHIIMAAB-

HOCTb B MHTEPHETE.

10. YnpaBAeHue HeNnpepbIBHOCTBIO Yposens 5, 6
(Continuity management) COPL Cucremnas 6e30macHOCTb

TecTupoBaHue

*  O6cyanTe, KaK AOKYMEHTUPOBATDH TECT, KOTOPBII 00-
Hapy>XUBaeT YsI3BUMOCTb

*  O6cyAnTEe BOXXHOCTD IPOBEPKY TPEOOBAHMIA

BoccranoBaeHue

*  OODsACHUTE, YTO TAKOE YCTONUMBOCTD, U ONIPEAEAUTE
CpeAy, B KOTOPOI1 OHa Ba>kKHa

* OO6cyanTe OCHOBBI IAQHA aBApPUITHOIO BOCCTAHOBAE-
HUSA

OprannsanuoHHas 6e30MacHOCTb

YnpaBAeHue pucKaMu

*  OmnuiunTe yrnpaBA€HMe PUCKAMU U €0 POAb B OpTaHU-
3auun

*  OmnuiynTe METOABI YIIPABAEHUS PUCKAMMU AASI BBISIBAE-
HUS 1 npuopuTH3auyu GpakTopoB pucka AAsl MHpopMaLm-
OHHBIX aKTHBOB, & TAK)XX€e CIIOCOODI OLEHKM PUCKa

*  Onuuure TNOMMyAsIpHbIE ME€TOAOAOI'MY, UCIIOAb3yEeMbI€

B OTPACAU AASI YIIPABAEHMSI PUCKaMM
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VYnpaBaeHue u noAuTuka

*  Onuiunte OCHOBHbBIE TUITBI IOAUTUKY MHPOPMALIMOH-
HOJ 6€30IMaCHOCTM U OCHOBHbIE KOMIIOHEHTBI KaXKAO! U3
HUX

*  OODsCHUTE, YTO HEOOXOAUMO AASI Pas3pabOTKU, OCy-
LIECTBAEHUSI U TOAAEPXKaHUsT 3PPEKTUBHON MOAUTUKU U
C KaKMMM OCAEACTBUSIMU MOXKET CTOAKHYTbCSI OpraHu3a-
LIMSI, €CAM OHA 3TOI'O HE CAEAAeT

Crparerusi u NAaHUPOBaHUeE

* OObBsicCHUTE CTpaTerMyeckoe OPraHM3aLMOHHOE IIAQ-

HUpOBaHMe K1ubepbe3onacHOCTH U ero CBA3b C 00Olieopra-

HIM3aLUVOHHbIM U MT—CTPaTeI‘I/I‘{ECKI/IM TNAAHVPOBaHUEM

PaccMoTpeHHast Bblllle TADAMLA TO3BOASIET CAEAATh CAEAYIOLe BBIBOABL:

1. O6bem 3HaHUIL, ONpeAeAeHHbIN B KyppukyAyme CS2017, B LleAOM AOCTATo-
4eH, YTOOBI ITOKPBITh OCHOBHbIE IIOTPEOHOCTY B 3HAHMSIX HABBIKM I'PYIIIBI A.

2. BOABIIVMHCTBO HaBBIKOB I'PYIIIBI A CBsI3aHBI C 0€30I1aCHOCTBIO OPraHM3aLMY,
6€30IMaCHOCTbBIO CBA3M U 0€30MACHOCThIO AAHHBIX.

3. Ecau paccMaTpuBaTh 0OpaTHOE COOTHOILEHNE: KOAUYECTBO MOAYAET/
Essentials, BocTpe60oBaHHbBIX HaBbIKaMy I'PYIIIBL A, K 001[eMY KOAUYECTBY MOAY-
Aell, TO OHO COCTaBAsIeT 68% 3HaHMIL

4. BoAbliasi 4aCTb HAaBBIKOB, HEIIOCPEACTBEHHO CBsI3aHBIX C MH(POPMALIIOHHO
0€30IaCHOCTbIO, MOT'YT ObITb OTHECEHBI TOABKO K TEXHOAOTMYECKOMY M3MePEHUIO
“3amura Kputnyeckon nHppactpykrypsi (CIP)”.

AHaAOFI/I‘{HO, HpOBeAeM AHAAN3 COOTBETCTBUA HABBIKOB prHHbI bu peSYAbTa-
TOB 00y4eHUs, IPEACTABAEHHBIX B KyppuKyAyme. Kpome Toro, onpeaeanm aaen-
€HTbI TEXHOAOTNYECKOI' O I/I3MepeHI/IH, KOTOprM COOTBeTCTBYIOT AQHHbI€ HABbIKU
(Tabanua 11.2).

TabAMLa YCTPOEHA CAEAYIOIUM 00Pa30M: IepPBasi KOAOHKA — 5TO HABbIKU
TabAMLBI B, T.e. HABBIKM, KOCBEHHO OTHOCsAIIMECS chepe KubepOe3onacHOCTH.
Bropast KOAOHKa — 9TO TEXHOAOTMYECKOE U3MepeHIe, K KOTOPOMY IIPUHAAAEXKUT
AQHHBII HaBBIK. TpeThsi KOAOHKA — 3TO COBOKYITHOCTD 3HaHMI1 (outcomes), KOTO-
PBIMU AOAYKEH 00AAAATH YEAOBEK, MMEIOIINIT STOT HaBbIK.
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Tabanma 11.2

Ta6AI/IL[a COOTBETCTBM HABBIKOB I'DYIIIIbI bc pe3yAbTaTaMUu O6Y‘1€HI/IH Kyppu-

KYAyMa

HasBbIk

TexHoAoruueckoe

u3mMepeHue

O0AacTp 3HaHuii/essentials/outcomes

1. Kopnoparus-
et I'T-meHepA> XMeHT
(Enterprise IT
governance) GOVN

VIHpopMaLIOHHbIE CH-

CTEeMBbI

OprannsanyoHHast 6€30MacHOCTb

3aKOHBI, 3TUKa U COOAIOAEHUE

* OmnpepeAnTe Ba)KHbIe HALMOHAAbHbBIE U
MEXAYHApPOAHbIE 3aKOHBI, Kacarolyecst Kubep-
6e3omacHOCTH

*  OObsCcHUTE, KaK OpraHu3aLy A0OMBAOT-
€51 COOAIOAEHMST HALMOHAABHBIX I MEXXAYHAPOA-
HBIX 3aKOHOB M IIPaBUA, & TAKXX€ KOHKPETHBIX

OTPACAEBbIX CTAHAAPTOB

CTPaTeI‘Mﬂ U MAAHUpOBaHUe

e OO6bsAcHUTE CTpAaTErMYecKoe OpraHu3sa-
LIMOHHOE TAaHMPOBaHMe Kubep6esonacHOCTU
M €ero CBsA3b C oOLeopraHmM3ayuoHHbpM 1 VT-
CTpaTeruyecKuM MAAHUPOBAHUEM

*  OnpepeAnTe KAIOUEBbIE OPraHU3alMOHHbIE

3aMTHTE€PpEeCOBAHHbIE€ CTOPOHDBI I X POAU

2.  WUT-meHep>XMeHT
(IT management) ITMG

VIHpopMaLoHHbIE CH-

CTEeMBbI

OprannsannoHHast 6€30MacHOCTb
Crparerusi 1 NAaHUpOBaHUe
*  OmnpepeAnTe KAIOUEBbIe OpPraHU3aLMIOHHbIE

3aMHTepeCOBaHHbI€ CTOPOHDI U X POAU.

3. ApxutexTypa
MIPeATIPUSITUS U OM3Heca
(Enterprise and business
architecture) STPL

VHpopMaLIOHHbIE CH-

CTE€MbI

OpranusanuoHHas 6€30MacHOCTh
CrpaTterus u nNAaHUpOBaHUe
* OObBsICHUTE CTpaTerMyecKkoe OpraHusa-
LIMOHHOE TAQHMPOBaHUe KubepbesonacHOCTU
M €ero CBsA3b C oOLeopranm3ayuoHHpM 1 VT-
CTpaTernyecKuM IMAQHMPOBaHUEM

*  OmnpepeAnTe KAIOUEBbIE OPTaHM3ALIOHHbIE

3aTHTE€PpEeCOBAHHbIE CTOPOHDBI I X POAU

4. VYmpaBaeHue 6us-
Hec-puckamu (Business
risk management)
BURM

3aumTa  KpUTUYECKON

MHQPACTPYKTYPbI

OpranusanuoHHasi 6e30MacHOCTb
YnpaBAeHNe pyucKaMu
* OmnumuTe ypaBAeHNe PUCKaMI 1 eT0 POAD

B OpraHusauumn

*  OnunmuTe METOABI YIIPAaBACHUS PUCKAMU
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AASL BBISIBAGHUS M TIpuopuTH3anuy ($HakTopoB
pucKa AAST MHGOPMALVIOHHBIX aKTYBOB, a TAKOKe
CIIoCcoObI OLIEHKN prCKa

e OmumyTe MOMyAsSIpHBIE METOAOAOTUM, UC-
MOAb3YyeMble B OTPACAU AASL YIIPABACHMS PUCKa-

MU

5.

ApxurekTypa

peruennit (Solution
architecture) ARCH

VIHpopMaLIOHHbIE CH-

CTEMbI

BesonacHocts mporpamMmmHoOro o6ecmneuve-
HUA

(I)yHAameHTaAbeIe l'[p]/l]-l]."/[l'lbl HPOeKTM-
pOBaHMs; HAUMEHbIIUE NPUBUAETUU, OT-
KPBITBII AM3ailH 1 a0CTPpaKLus

*  OmnpepeAnTe HEOOXOAUMBIN IPUHLIATIL IIPO-
€KTUPOBAHNUS

Be3omacHOCTb CBsA3U

Cucrembl, apXUTEKTypa, MOAEAU U CTaH-
AapThI

* O6cypanTe HEOOXOAMMOCTD OOIMX MOAE-
A1 VI QPXUTEKTYP AASL OIIVICAHUSI CUCTEM

* bBe30macHOCTh MPOrpaMMHOrO obecreye-
HUS

* chHAaMeHTaAbeIe HPI/IHL[]/IHI)I HpOeKTI/I-
pPOBaHUs; HAaUMEHbIME TNPUBUAETUU, OTKPbI-
TBIV AM3AIH 1 abCTpaKLMst

*  OnpepeAnTe HEOOXOAUMBIN MIPUHLIAIIL IIPO-
€KTUPOBAHNUS

Be3omacHOCTb CBsI3U

Cucrembl, apXUTEKTypa, MOAEAU U CTaH-
AapThI

* O6cyanTe HEOOXOAMMOCTD OOIIMX MOAE-

Aell V1 apXUTEKTYP AASL ONMCAHUS CUCTEM

6.

VYnpaBaenue

AanubivMu (Data

management) DATM

Boabime paHHbIE

bBe3onmacHOCTbh AQHHBIX

LIeAOCTHOCTD AQHHBIX U ayTeHTUUKaLIA

* OObscCHUTe IOHATUA ayTeHTUMKALNH,
aBTOPM3aLMY, KOHTPOASI AOCTYIIA U LIEAOCTHO-
CTU AQHHBIX

CkBO3Has1 6e30macHas CBiA3b

*  OOBsICHNUTE LIeAV CKBO3HOI 3alIIThI AHHBIX

CrupaHue AQHHbBIX
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* OnuumMre pasAMYHbBIE METOABI CTUPAHM
AQHHBIX

Cucremnas 6e30macHOCTb

LleAOCTHBIN MOAXOA,

* OODbsCHUTE, YTO IIOAPA3YMEBAETCS IIOA
KOH(MAEHIIMAABHOCTBIO, LIEAOCTHOCTBIO U AO-
CTYITHOCTBIO

*  OObBsICHUTE, YTO TAKOE MOAUTHKA Ge3omac-
HOCTU U €€ POAD B 3alUTe AQHHBIX M PECYPCOB

VnpaBaeHue AOCTYnom

* Onuumre ¢usnyeckoe U  AOTrMUECKOe
yIIpaBA€HUE AOCTYIIOM, CPaBHUTE U IPOTUBO-
MOCTaBbTe X

*  YKa)XUTe pa3AnuMs aBTOPU3ALMM U ayTeH-
TudUKauUn

ConmaAbHas 6e30MacHOCTb

Ku6ep-npaso

e OmumuTe MeXAyHapOAHbIEe 3aKOHBI O 3a-

VITe AQHHBIX VI BSAOME KOMITbIOTEPOB

7.

VYiipaBaeHue

npoextamu (Project

management) PRMG

VHbopmaLMoHHbIe CU-

CTeMBbI

OpraHnsanyoHHast 6€30MacHOCTb

YnpaBaeHue puckamMu

* OmumnTe METOABI YIpPaBAEHMs PUCKaMMU
AASL BBISIBAGHUS M TIpuopuUTHM3aLuy (HaKkTOpOB
pUCKa AASI MHGOPMALIMOHHBIX AKTMBOB, 4 TAKXKe
CIIoCo0bI OLIEHKN PUCKa

* OO6cyauTe BapMaHTbI CTPATeruy, MUCIOAb-
3yeMble AASI A€YeHUS PUCKA, U OYAbTE TOTOBBI
BBIOpATb U3 HUX, KOTAQ BaM OyA€T MpeAOoCTaB-
A€Ha CIpaBoYHas MH$opMaLms

CrpaTerus u nAaHupoBaHue

*  OmumyTe OCHOBHBIE KOMITOHEHTBI IIAQHM-
pOBaHUsI BHEADEHUS CUCTeMBI Kubepbesomac-

HOCTU

8.

OmnpepeaeHre u

yIpaBAeHue TpeboBa-

Husimu (Requirements

definition and

management) REQM

lndopmaLoHHble cu-
ctempl/OnepanioHHbIE

CUCTEMBbI

OpranusanuoHHasi 6e30MacHOCTDb
VYnpaBAeHue U NOAUTHKA
*  OODsCHUTE, YTO HEOOXOAMMO AASI paspa-

6OTKM, OCYIIECTBAEHUS U TMOAAEP)KaHUsS a¢-

(beKT]/[BHO]V/I IIOAUTUKU U C KAKMMU ITIOCAEACTBU
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* sSMU MOXET CTOAKHYTbCSI OpraHusauus,
€CAI OHA 9TOTO HE CAEAAET

3aKOHbI, 3TUKA U COOAIOAEHIIE

*  OOpsicHUTE, KaK OpraHusaLuy A0OMBAIOT-
Cs1 COBAIOAEHMST HALMOHAABHBIX U MEXKAYHAPOA-
HbIX 3aKOHOB U HpaBI/IA, a TakKXxe KOHerTHbIX

OTPACAEBbBIX CTAHAAPTOB

9. PasBurtue opra-
HU3ALMOHHBIX BO3MOX-
Hocrteit (Organisational
capability development)
OCDV

OpraHusanuoHHas1 6e30IMacHOCTD
Crparerus u nAaHuUpoOBaHNe

* OOBbsicHUTE CTpaTerMyeckoe OpraHu3a-
LIIOHHOE IAAHMPOBaHUe KubepOe3omacHOCTI
U €ero cBsi3b ¢ obueopranusaumonseiM u UT-

CTpaTern4eCKyM IMAaHVPOBaHVIEM

10. Paspaborka u pe-

(Organizational design
and implementation)
ORDI

aAM3alysa OpraHusauum:

Be3omacHOCTh MPOrpaMMHOrO obGecmeye-
HUA

dyHpaMeHTaAbHbIE NPUHIMIIBI MPOEKTU-
pOBaHUs; HalMeHbIIUe IPUBHUAETUM, OT-
KPBITBII AM3ailH U a0CTpaKuus

* O6cyauTE TOCAEACTBUS MCIOAb30BAHMS
OTKPBITOTO AM3aliHA AU CEKPETHOCTHU AM3aliHA
AAST 0OecriedeHust 6e30macHOCTU

e TlepeuucAaure Tpu mpUHLUIEA OE30IACHO-
CTU

*  OmnpepeAnte HEOOXOAMMBIN MTPUHLIAII ITPO-
eKTUPOBaHUA

OpraHusanuoHHas 6€30MacHOCTh

CrpaTterus u NAaHUpOBaHUe

e OObsicHUTE CTpaTernyecKoe OpraHusa-
LIMOHHOE TAAHMPOBaHUe KubepbesonacHOCTU
U €ero CBsA3b C oOljeopraHmsayuoHHpM u VT-

CTPpATErnM4eCKVM ITAAHVIPOBAaHVIEM

11. YnpasaeHue
pasBUTHEM CUCTEM
(Systems development

management) DLMG

VHpopmaLoHHbIe C1i-

CTEeMBbI

Besonacuoctp mporpamMmmHoro o6ecmneue-
HUsA

Hacrpoiika, ucnpaBaeHnue

* O6cypure HEOOXOAUMOCTH OOHOBAEHMSI
MIPOrPpaMMHOTO O0eCredeHNst AAST YCTPAHEHMSI.
YSA3BUMOCTEI CUCTEMBI 6€30IacHOCTI

*  OObBsCHNUTE BaKHOCTD TPABMABHOI Ha-
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CTPOVIKY IPOrPaMMHOTO obecIeyeHnst

12. TlpoexTupoBaHue
cucreM (Systems design)
DESN

VHpopMaLOHHbIE CH-

CTEeMbI

3amuTa KOMIIOHEHTOB

Va3BUMOCTY KOMIIOHEHTOB CHCTEMbI

* OObsicHuTe, Kak 0e30MacHOCTb KOMIIO-
HEHTOB CUCTEMbI MOXKET IIOBAUATH Ha Oesormac-
HOCTb CUCTEMBbI

*  Onuumre CocooOsl noAyyeHus nHdopma-
1K 0 GPYHKIMOHAABHOCTY KOMIIOHEHTA C Orpa-
HUYEHHOI MH(}OpMaLMell O ero MpoeKTUPOoBa-
HUU U peaAu3aLum

Ipunyuner 6e30MaCHOr0 NPOEKTUPOBa-
HUSI KOMIIOHEHTOB

» Ilepeuncaure apredakTbl NPOEKTUPOBA-
HUSI KOMIIOHEHTOB, KOTOpble MOIYT IMOTpebo-
BaTh 3aLUThI

lln>KeHepHbIi aHAAUS

e IlepeuncAuTe NPUYUHBI IEPEIPOEKTUPO-
BaHMA KOMIIOHEHTa

OpraHusanuoHHas1 6€30mMacHOCTh

Crparerusi u NAaHUPOBaHUeE

* OOpsicHUTE CTparernyeckoe OpraHusa-
LIMOHHOE TMAAHMPOBaHUe KubepbOesonacHOCTU
1 ero CBsA3b C obujeopraHusayuoHHeiM u MT-

CTpaTEern4€CKUM ITAAHVMPpOBaHVIEM

13. Paspaborka
ITO (Software design)
SWDN

OHepaLl]/IOHHbIe CucTe-

MbI

Be3omacHOCTh MpOrpaMMHOrO oGecmeue-
HUsA

dyHpaMeHTaAbHbIE NPUHLUIbI IPOEKTHU-
pOBaHus; HaUMEHbIIVE IPUBUAETUY, OT-
KPBITBII AM3aiiH 1 a0CTpaKyms

*  OmnpepeAnTe HEOOXOAMMBII IPUHLIAII IIPO-
€KTUPOBAHMSI

Tpeb6oBaHus 6€30MaCHOCTY U POAB, KOTO-
PYIO OHU UTPAIOT B AU3aliHe

*  Onuunre BaXHOCTh HanucaHusi Gesormac-
HBIX I HAAE>XKHDBIX nporpaMM

Hacrpoiika, ucnpaBaeHue

* O6cypute HEOOXOAUMOCTb OOHOBAEHMSI

MPOrPaMMHOIO 0becreyeHnst AAsl yCTPaHeHMsI
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*  ys3BUMOCTEI CUCTEMbI 0€30IIaCHOCTI

* OODsCHUTE BAKHOCTb MHPAaBUABHON Ha-
CTPOJVKY IIPOrPaMMHOI0 obecreyeHus

3amuTa KOMIIOHEHTOB

lIn>KeHepHbIT aHAAU3

e TlepeuncanuTte NpUYMHBI IEPENPOEKTUPO-

BaHMA KOMIIOHEHTa

14. TIporpammupo-
BaHue/ paspaborka 1O
(Programming/software
development) PROG

Onepaumox—u—[b{e cucTe-

MbI

BesonacHOCTh mMporpamMMHOro obecmneve-
HUSA

TpeGoBaHus 6€30MaCHOCTH U POAB, KOTO-
PYIO OHU UI'PAIOT B AU3aliHe

*  OO6pbscHUTE, TOUeMy TpeboBaHMs Oe3omac-
HOCTU Ba>KHBI

*  OnuumMre BaKHOCTb HamucaHus Oesomac-
HBIX 11 HAAEKHBIX [IPOrpaMM

Hacrpoiika, ucnpasaenue

* O6cypute HEOOXOAMMOCTb OOHOBAEHMS
[IPOrpaMMHOrO ObecIieyeHnst AAsl YCTPaHEeHNUsI
YA3BUMOCTEI CUCTEMBI 6€30MacHOCTI

* OObsICHUTE BAKHOCTb MPAaBUABHON Ha-
CTPOVIKY IIPOTrPAMMHOIr0 0becreyeHus

3amuTa KOMIIOHEHTOB

TecTupoBaHue 6€30MaCHOCTH

* IlepeuncauTe HECKOABKO METOAOB IIPO-
BEPKU CBOJCTB 6€30MacHOCTY KOMITIOHEHTa

lIn>xeHepHbIl aHAAN3

» IlepeurcauTe NMPUYMHBI IEPENPOEKTUPO-
BaHUsI KOMIIOHEHTA

CucremHast 6e30MacHOCTb

TecTupoBanue

*  O6cyAnTe BOXXHOCTD IIPOBEPKYM TPeOOBAHMI

AOKyMeHTUpOBaHNe

* O6cyanuTe BOXHOCTb AOKYMEHTMPOBAHMS
MIPaBUABHOJ YCTAHOBKU U KOHQUIypaLuu CU-
CTEeMbI

* DBBITb B COCTOSHUM OODBSICHUTD ITOCAEA-
CTBUS AASL 0€30IIACHOCTY HESICHOV VAV HEIOA-

HOV AOKYMEHTaLUM pabOTbl CUCTEMBI
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15. Paspaborka
CHUCTEM PEaAbBHOTO
BpeMeHU / BCTPOEHHBIX
cucrem (Real-time/
embedded systems
development) RESD

IoT
U CHUCTEMBI YIIPaBAEHMS
(nanpumep, SCADA wu
Knbepusuueckne
crembl - CPS);

Hp OMBIIIA€HHbIE

cu-

besomacHOCTp MpOrpaMMHOro obGecmeue-
HUA

dyHpAaMeHTaAbHbIE NPUHIUIBI MPOEKTU-
pOBaHUs; HaUMEHbIIUE IPUBUAETUM, OT-
KPBITBII AU3aiiH U a6CTpaKus

e O6cyauTE TOCAEACTBUS MCHOAB30BAHMS
OTKPBITOT'O AM3aliHa VAV CEKPETHOCTHU AM3aiiHa
AASL OOecrieyeHuss 6e30macHOCTU

TpeGoBaHus 6€30MaCHOCTU U POAb, KOTO-
PYIO OHU UT'PAIOT B AM3aliHe

e OnummuTe BaXXKHOCTb HaMMUCaHus Oesorac-
HBIX M HAAEXKHBIX IPOrpaMm

3amura KOMIIOHEHTOB

IMpunyunbl (0e30MacHOro NpPOEKTUPOBA-
HUSI KOMIIOHEHTOB

* [Ilepeuncante apredakTbl IPOEKTUPOBA-
HUSI KOMIIOHEHTOB, KOTOpble MOIYT IMOTpebo-
BaTh 3aLUTHI

* Onummnre HECKOABKO IIPMEMOB 3alINUThI
KOHCTPYKTUBHBIX 9AE€MEHTOB WHTEIPAaAbHON
CcXeMbl

be3onmacHOCTb CBA3M

Cucrembl, apXUTeKTypa, MOAEAN U CTaH-
AQpThbI

e TlepeuucAnTe HECKOABKO CTQHAAPTOB,
OTIPEAEASIIOLIMX MOAEAY, COCTOSIIIVE U3 CUCTEM

KOMITOHEHTOB 1 MHTEP(DENICOB

16. Paspaborka 6a3
AanHbIx (Database
design) DBDS

Boabliine poaHHbIE

Be3onacHOCTb AQHHBIX

IleAOCTHOCTD AQHHBIX M ayTeHTUDUKALMA

*  OObsiCHUTE MOHATHS AyTeHTUDUKALUY aB-
TOPU3ALMM, KOHTPOASI AOCTYIIA U LIEAOCTHOCTU
AQHHBIX

BesonacHocTh mporpamMMHOro oGecmneve-
HUA

Bonpoce! ocymecTBAeHUsT

*  OO6bscHUTE, TOYeMy HEOOXOAMMA TIPOBEP-
Ka BXOAHBIX AQHHDIX U Ae3UHDEKLVS] AQHHBIX

CucremHasi 6€30MaCHOCTb
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LIeAOCTHBIN MOAXOA
*  OObsCcHUTE, YTO TaKOE MTOAUTUKA Oe3ormac-
HOCTM U €€ POAb B 3alINTE AQHHBIX U PeCYypPCOB
Be3onacHOCTh YeAOBeKa
KondupeHnmaAbHOCTD M 6Ge30MacHOCTb
NMEePCOHAABHBIX AQHHBIX
*  OO6cyauUTe BaKHOCTb 3alLMThI KOHPMAEH-
LIMaABHBIX TEPCOHAABHBIX AQHHBIX (SPD) 1 Anu-
Hoit nHpopmanyn (PII)
CouuaApbHasi 6€30MacHOCTD
Ku6ep-npaso
*  Onuummre MeXAYHapOAHbIe 3aKOHBI O 3a-

UTe AQHHBIX Y1 BSAOME KOMITIbBIOTEPOB

17. TlpoexTupoBaHue
ceteit (Network design)
NTDS

VuTepHer Bellen,
BCTPOEHHbIE  CUCTEMBIL,
pacrmpocTpaHseMble CU-

CTEMBI;

Be3onmacHOCTbh AQHHBIX

CkBoO3Has Oe3omacHasi CBA3b

* OObsICHUTE 1IeAU CKBO3HONM 3alUThl AQH-
HBIX

BesomacHOCTD CBsA3U

Cucrembl, apXUTEKTypa, MOAEAU U CTAH-
AapThI

e Onuummre MOAEAb CUCTEMBI, COCTOSLIYIO
113 KOMIIOHEHTOB U UHTEP(ENICOB AASI COEAVHE-
HUMN.

* Omuunre KOMIIOHEHTb U MHTEpPdeco
MIPEAOCTABASIEMOTO CETEBOTO CTAHAAPTA

ATaKu Ha COepAMHEeHMsT

* OObsACHUTE, KaK aTaKuM Ha COEAVHEHMS
MO>KHO MOHMMATh B TEPMMHAX aTaK Ha MHTep-
(eitChl MPOrpaMMHBIX KOMIIOHEHTOB

TpaHCMUCCUOHHDBIE aTAaKN

* OObscHUTEe, MOYEMY aTaKy Ha Iepepady
4acTO MOXKHO pPacCMaTpUBATh KaK aTaku Ha
MTOAKAIOYEHME K CETEBbIM KOMITOHeHTaM (pusu-
YeCKUM VAU POrPAMMHBIM)

BesomacHOCTh YeAOBeKa

ConmnaAbHas moBepeHYeCKass KOH(PUAEH-
LaABHOCTD U 6€30IMacHOCTh

*  O6cyanTe BOXKHOCTD KOH(PMAEHLMAABHO-
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CTy 1 6€30MaCHOCTY COLIMAABHBIX CeTel
ConmaApHas 6e30mMacHOCTD
Kub6ep-npaso
* O606uMTe 3aKOHBI, PEryAUPYIOIe KOH-

Cl)]/IAeHL[I/IaAbHOCTb B IHTEpHETE

18. TectupoBanue BesonacHocTh mporpaMMHOro ob6ecmneue-
(Testing) TEST HUA

dTuka, 0co6eHHO B o6aacTu paszpabor-
KM, TECTUPOBAHUSI M PAaCKPBITUA YA3BU-
mMocTen

* O6cyauTe sTMYECKME BONPOCHI MpPU pac-
KPBITUM YSI3BUMOCTEN

*  O6CyAMTE STUKY TIIATEABHOTO TECTUPOBA-

H15I, 0COOEHHO B YTAOBBIX CAYYAsIX

3amura KOMIIOHEHTOB

TecTupoBaHue 6€30MaCHOCTH

* CpaBHUTe MOAYABHOE U CHCTEMHOE TeCTHU-
poBaHue

* [IlepeuncauTe HECKOABKO METOAOB IIpO-
BEPKU CBOJCTB 6€30MacCHOCTY KOMITIOHEHTa

CucremHas 6e30mMacHOCTb

TecTupoBanue

*  Omnumure, 4TO TaKOe TECT HA IPOHUKHOBE-
HUe U TI0YeMY OH LieHeH

*  OO6cyanTe, KaK AOKYMEHTUPOBATH TECT, KO-
TOPBIII OOHAPYKUBAET ysA3BMMOCTD

* O6cyanTe BaXKHOCTb MPOBEPKM TpeboBa-

HUN
19. Cospanue undop- Be3omacHOCTb AQHHBIX
MaLMIOHHOTO KOHTEHTa IleAOCTHOCTDb AQHHBIX M ayTeHTUDUKALVS
(Information content * OObsCHUTE TIOHATMA ayTeHTUdUKALNH,
authoring) INCA ABTOPU3ALMY, KOHTPOASL AOCTYIA U LIEAOCTHO-

CTU AQHHBIX

CucremHast 6€30aCHOCTb
AOKyMeHTUpOBaHue

* DBbITh B COCTOSAHUM OODBSACHUTH ITOCAEA-

CTBUA AAA 6€e30IacHOCTY HESICHOM VAU HETIOA-

HOJ AOKYMEHTaLM pabOTbl CUCTEMBI
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20. IlpoexTuposaHue
MIOAB30BATEABCKOTO
nHTepderica (User
experience design)
HCEV

YeA0BeKO-MaIIMHHbBIN

unTepdeirc (HMI)

Be3omacHOCTb CBA3U

Cucrembl, apXUTEKTypa, MOAEAN U CTAH-
AapThI

* IlepeuncAuTe HECKOABKO CTaHAQPTOB,
OTIPEAEASIIOLIX MOAEAU, COCTOSIIVE U3 CUCTEM
KOMIIOHEHTOB U MHTepdeiicoB

* Omuunre KOMIIOHEHTb U MHTEPdech
MIPEAOCTaBASIEMOTO CETEBOTO CTAHAAPTA

Be3omacHOCTh MPOrpaMMHOroO oGecmeye-
HUA

dyHpaMeHTaAbHbIe NPUHIUIBI MPOEKTU-
pOBaHus; HaMEHbIINE IPUBUAETUM, OT-
KPBITBIIi AM3aiiH U a0CTpaKuus

* O6cyauTe TOCAEACTBUS MCIOAb30BAHMS
OTKPBITOI'O AU3aITHA UAU CEKPETHOCTU AU3AITHA
AAST 0becrieveHst 6€30MacHOCTI

Tpe6oBaHusA 6€30IMaCHOCTU U POAb, KOTO-
PYIO OHU UTPAIOT B AM3aliHe

*  Onuiunre KOHUEMLUIO KOHPUAEHLMAABHO-

CTY, BKAIOYAasI ANMHYIO ]/IHCbOpMaLU/IlO

21. OueHKa IMOAb-
30BaT€AbCKOTO OIIbI-
ta (User experience

evaluation) USEV

YeAroBeKO-MalIVHHbINI
unrepdeirc (HMI)

BesonacHocTb yeaoBeKa

ConnaAbHasi MH>KeHepust

» TIpopeMOHCTpUpYIiTe 00lljee ITOHMMaHUE
TUMOB aTaK COLMAABHON MH)XEHEPUH, IICUXOAO-
I'MM aTaK COLAABHOI VH)KEHePUU U BBEAEHUS
MIOAb30BaTeA€N B 3a0Ay)KAEHME

OcCBepOMAEHHOCTD U MIOHIIMaHIe

*  O6cyauTe BasKHOCTD K1bepOe3onacHoCTH,
00yueHMsI TOAb30BaTeAEN K1bepbe3onacHoCTH,
a TaKKe OCBEAOMAEHHOCTU O KUOep-ys3BUMO-
CTSIX M yTpO3ax

VYnpaBaenue npeHTudukanuein

*  OODbsCHUTE pasHULy MEXAY UAEeHTUDUKA-
Lueit, ayTeHTUMKaLell M aBTOPU3aLMeEN AO-
CTYyIa AIOAEM U YCTPOICTB

* ITpopeMOHCTpUpYIiTE OOlee MOHMMaHUeE
aTaK KOHTPOASI AOCTYIIAa ¥ Mep IO UX CMsrde-

HIUIO
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ConuaAbHass 6e30acHOCTb

KondupeHmasbHOCTD

e Onuumre KOHLEMUUI KOHMUAEHIUAAD-
HOCTH, BKAKYasl ODIECTBEHHOE OINpeAeAeHNe
TOTO, UTO TPEACTABASIET CO6OIT MepCOHAAbHAs
yacTHasg MHPOPMaLMs, ¥ KOMIPOMMCCBI MEXAY
MHAVBUAYAQABHOM KOHOUAEHLMAABHOCTBIO U
6€30IMaCHOCTHI0

* JlopBeAMTE WTOr KOMIIPOMMCCY MEXAY
[paBaMM Ha YaCTHYIO KM3Hb UHAMBUAQ U MO-

TpebHOCTSIMK 001IeCTBA

22. CucremHast MHTe-

rpawyst u cbopka

BesonacHocTth mporpamMmHoOro ob6ecmneue-

HUA

(Systems integration and
build) SINT

(DYHAaMeHTaAbeIe NPUHLUUIIBI NIPOEKTU-

pOBaHUs; HaNMeHbINe IPUBMAETUM, OT-
KPBITBII AM3ailH U a0CTpaKuus

*  OmnpepeanTe HEOOXOAVMMBII MPUHLIAI IIPO-
€KTHPOBAHUS

Hacrpoiika, ucnpasaeHue

* OObsICHUTE BAKHOCTb MPABUABHON Ha-
CTPOVIKM IIPOrPAMMHOr0 0becrievyeHust

dTuKa, 0cobeHHo B o0AacTu paspadorKu,
TeCTHPOBAHNS U PAaCKPBITUS YA3BUMMOCTeEI

*  O6CyANTE 3TUKY TIIATEABHOTO TECTUPOBA-
HUSI, 0COOEHHO B YTAOBBIX CAYYasiX

3amura KOMIIOHEHTOB

VA3BIMOCTY KOMIIOHEHTOB CHCTEMBbI

* OObsicHUTE, KaK 0€30IaCHOCTb KOMIIO-
HEHTOB CUCTEMbI MOXXeT TIOBAMATD Ha Ge3omac-
HOCTb CUCTEMBI

CucremHast 6e30MacHOCTb

TecTupoBanmne

* O6cyanTe Ba)KHOCTb NMPOBEPKM TpeboBa-

HUNI

23. IlpoexTupona-
HIe 000pYAOBaHMS
(Hardware design)
HWDE

AnmapaTHble TEXHOAO-
ruu (RFID, yumel, AaTym-

KU, CeTU U T.A.)

3amura KOMIIOHEHTOB
VYs13BUMOCTY KOMIIOHEHTOB CUCTEMbI
*  O6bsacHUTE, KaK 6€30MTaCHOCTh KOMIIOHEH-

TOB CUCTEMbI MOKET ITOBAUSATD Ha be3omac-
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HOCTb CUCTEMBI

JKu3HeHHbDII KA KOMIIOHEHTOB

* Ilepeuncanure 3Tambl >XM3HEHHOTO ILIMKAQ
KOMIIOHEHTa

TecTupoBaHue 0€30MaCHOCTH

* TlepeuncAnTe HECKOABKO METOAOB IIPO-
BEPKM CBOJCTB 06€30I1acHOCTY KOMIIOHEHTA

BesomacHocTb CBA3K

nTepdericpl pusnyecKnx KOMNOHEHTOB

*  OObscHUTE, TOYEMY alIapaTHOE YCTPOIi-
CTBO BCEIAQ MOAEAMPYETCSI KaK (p13MecKuit
KOMITOHEHT

» TlepeuncAnTe HECKOABKO IIPMMEPOB MH-
TepdercoB puanuecKux KOMIIOHEHTOB C COOT-
BETCTBYOIUMHI YSI3BUMOCTSIMU

urepdeiicbl MporpaMMHbBIX KOMIIOHEH-
TOB

*  OObsICHUTE, TOYEMY KaXKABLI HU3MIeCKuit
uHTepdeic MMeeT COOTBETCTBYIOIUIT IIPO-
IPaMMHBIIl KOMIIOHEHT AASL 00eCIiedeHys COOT-
BETCTBYIOILErO IIPOrPpaMMHOTO nHTepderca

*  OOpbsCHNUTE, KAK KOMIIOHEHTBI IIPOrPaMM-
HOro obecIieyeHMs] OPraHM30BaHBI AASL IIPEA-
CTaBAEHMSI AOTMYECKUX CAOEB B CTAHAAPTHOI

MOAEAU

24. YcranoBka/
CHATME CUCTEM
(Systems installation
/ decommissioning)
HSIN

AmnmapaTHble TEXHOAO-
ruu (RFID, unribl, AaTun-

KU, CETU U T.A.)

OmnepanoHHble CUCTe-

MbI

Be3omacHOCTh MpOrpaMMHOro obGecmeye-
HUsA

TpeGoBaHusa 6€30MaCHOCTU U POAb, KOTO-
PYIO OHU UT'PAIOT B AM3aiiHe

e Onuimre BaXXKHOCTb HalMCaHUs 6Gesomac-
HBIX Y HAAEXKHBIX [IPOrPaMM

Hacrpoiika, ucnpaBaeHnue

* O6cyaute HEOOXOAMMOCTb OOHOBAEHUS
[IPOrpaMMHOrO ObecIieueHns: AAsL YCTPaHEeHMs
YSA3BUMOCTE CUCTEMBI 6e30IacHOCTI

* OOpsicHuTe HEOOXOAMMOCTb TECTUPOBa-
HUSI MPOrPaMMHOIO O0ecreyeHus! MOCAe 00-

HOBAEHVIA, HO AO PAaCIIPOCTPAHEHM ITaT4da
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* OObsiCHUTE BAKHOCTb MPABUABHONM Ha-
CTPOVIKM IIPOrPAMMHOr0 0becriedyeHust

3amura KOMIIOHEHTOB

VA3BUMOCTU KOMIIOHEHTOB CHCTEMbI

¢ OObsAcHUTE, KaK 0e30macHOCTb KOMIIO-
HEHTOB CUCTEMbI MOXET IOBAKATD Ha be3omac-
HOCTb CUCTEMBI

JKu3HeHHbIN HUKA KOMIIOHEHTOB

* Jlepeuncanurte >3Tambl >KM3HEHHOTO LIMKAQ
KOMIIOHEHTA

TecTupoBaHue 6€30MaCHOCTHU

* CpaBHUTe MOAYABHOE U CHCTEMHO€ TeCTHU-
poBaHue

* Jlepeuncanute HECKOABKO METOAOB IIPO-
BEPKU CBOVCTB 6€30MacHOCTY KOMIIOHEHTa

CucremHasi 6€30MaCHOCTb

TecTupoBaHue

* O6cyanTe BaKHOCTH MPOBEPKU TpeboBa-
HUIL.

AOKyMeHTHpOBaHIe

* O6cyanuTe BOXKHOCTD AOKYMEHTMPOBAHMS

HpaBI/IAbHO]?[ YCTAaHOBKUM U Kom’pnrypaunm cu-

CTEeMbI
25. Tlopaeprkka npu- Be3omacHOCTh MPOrpaMMHOrO obGecmeye-
Aroxxennit (Application HUA
support) ASUP Bomnpocs! ocymecTBAeHUsT

* Pasanunre 6e3omacHoe KOAUPOBAHME U
UCrpaBAeHre U 00bSICHUTE NIPEUMYILECTBA UC-
MMOAb30BAHUS METOAOB 6€30MaCHOTO KOAUPOBA-
HUS

Hacrpoiika, ucnpaBaeHue

* O6cyaute HEOOXOAMMOCTb OOHOBAEHMSI
[IPOrPaMMHOIO O0eCIiedeHMsT AASL YCTPAHEHVsI
YA3BUMOCTEN CUCTEMBI 0€30IaCHOCTI

* OObsicHUTEe HEOOXOAMMOCTb TECTHPOBa-
HUSL TIPOTPAMMHOTO ObecIeyeHus Mmocae 00-

HOBAEHU, HO AO pacIIpOCTpaHEHM naT4ya

*  OObpsACHNUTE BaKHOCTD ITPABMABHOI Ha-
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CTPOJVKY IPOrPaMMHOI0 obecreyeHus

3amura KOMIIOHEHTOB

TecTupoBaHue 6€30MaCHOCTHU

* CpaBHUTE MOAYABHOE U CHCTEMHOE TECTU-
poBaHue

lInxeHepHblil aHaAN3

*  Onuumre METOAMKY OOPaTHOTO NMPOEKTH-
poBaHus GQYHKLMOHAABHBIX BOSMO)XHOCTEN MH-
TErpPaAbHOI CXeMBI

CucremHasi 6e30aCHOCTb

BoccranoBAeHnue

*  O6cyanTE OCHOBBI TIAQHA aBAPUITHOTO BOC-
CTaHOBAEHUS

AOKyMeHTUpOBaHue

* O6cyanuTE BOXHOCTb AOKYMEHTMPOBAHMS
MPAaBUABHOI YCTAHOBKM U KOHQUIypaLuu CU-
CTeMbI

* DBbITb B COCTOSIHUU OODBSICHUTH TIOCAEA-
CTBUS AAST 6€30MTaCHOCTY HESICHOM VAV HEIIOA-

HOW AOKYMEHTaLN pa60T1>1 CUCTEMbI

26. UT-

nHdpactpykrypa (IT
infrastructure) ITOP

O6aaxo, Edge u Bupry-

AAM3aAlNA

AnnaparHble TEXHOAO-
ruu (RFID, uurmbl, AaTyum-

KU, CeTU U T.A.)

Be3omacHOCTh MpOrpaMMHOro ofecmeue-
HUS

Hacrpoiika, ucnpaBaeHue

* O6cypute HEOOXOAMMOCTb OOHOBAEHMS
[IPOrpaMMHOr0 obecrieyeHnst AAsl YCTpaHeHNsI
YA3BUMOCTEI CHCTEMBI 6€30MacHOCTI

e OObsICHUTE BaXHOCTb MPABMABHOIN Ha-
CTPOJVIKY IPOrPaMMHOIr0 obecreyeHus

3amuTa KOMIIOHEHTOB

IIpunnunbl 6e30macHOro INPOEKTUPOBA-
HUSI KOMIIOHEHTOB

e Ilepeuucaure apredakTbl IIPOEKTUPOBA-
HUsI KOMIIOHEHTOB, KOTOpble MOTYT HOTpebo-
BaTh 3al[UThI

lInxeHepHblil aHaAN3

* JlepeuncanuTte NPUYMHBI IEPENPOEKTUPO-
BaHUsI KOMITOHEHTa

CucremHasi 6€30MaCHOCTb
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IToauTuka 6e3omacHoCcTH

* OODbsCHUTE B3aMMOCBSI3b MEXAY TIDyI-
oyt 6esomacHoOCTH, KOHGUIypaLuen CUCTEMBI
U IPOLIEAYPaMU IOAAEP>KaHMsA 0e30IacHOCTU

CUCTEeMbI

27. ApAMUHU-
cTpupoBaHue 6a3
Aannbix (Database
administration) DBAD

Boabliine paHHbIE

Be30macHOCHOCTb AQHHBIX

LleAOCTHOCTD AQHHBIX U ayTeHTUUKamIsa

* OObsicHUTe TOHATUS ayTeHTUdUKALUY,
ABTOPM3ALIMY, KOHTPOASI AOCTYIIA U LIEAOCTHO-
CTM AQHHBIX

*  OObBsICHUTE pa3AMYHbIE METOABI AyTEHTU-
¢dbuKauM U UX CUAbHBIE M CAAOble CTOPOHBI

Be3omacHoCTb IpOrpaMMHOro ofecmeve-
HUs

Bomnpocs! ocyuecTBAeHUs

*  OObsicHUTE, TTOYEMY HEOOXOAMMA IIPOBEP-
Ka BXOAHBIX AQHHBIX U A€3MH(EKLMsT AQHHBIX

CucremHas 6e30MacHOCTD

LleAoCTHBIN MOAXOA

* OObsCHNUTEe, 4TO IIOAPA3yMeBAETCS IIOA
KOHOUAEHIVMAABHOCTBIO, LIEAOCTHOCTBIO U AO-
CTYIHOCTbIO

VpaBAeHue AOCTYIOM

* Omuumre ¢usnyeckoe 1 AOTMYECKOe
yIpaBAeHUe AOCTYIIOM, CPAaBHUTE U MPOTUBO-
[IOCTaBbTE UX

*  VKaXuTe pasAMuMsl aBTOPU3ALUM U ayTeH-
TUpUKALUM

MoHUTOPUHT

* OOcyanTe, Kak CHUCTEMbl OOHApyXXeHMs
BTOP)KEHMII CIIOCOOCTBYIOT obecredyeHnio Oe3-
OIaCHOCTU

* OOcyauTe MNCIIOAB30BAHME CUCTEMHOIO
MOHMTOPMHTA

BoccranoBAenue

* OO0cyaMTE OCHOBBI TAQHA aBAPUITHOTO BOC-

CTAaHOBAEHUA

*  OODICHUTE, UTO TAKOE YCTOINYMBOCTD, 1
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OIIPEAEANTE CPEAY, B KOTOPOIT OHA BaXKHA
*  OOpsACHUTE, MOYEMY pe3epBHbIE KOMUU
[IPEACTABASIIOT TIOTEHLMaAbHYIO yrpo3y 0e3-

OIMIACHOCTU

28. VYmpaBaeHue
xpaHeHueM (Storage
management) STMG

Boabiue AQHHbIE

BesonmacHoCTh mporpamMMHOro ofecmneue-
HUA

dyHAAMEHTaAbHbIe NPUHLUIBI IPOEKTH-
POBaHUs; HaMMEHbINUE IPUBUAETUU, OT-
KPBITBII AM3ailH U a0CTpaKLus

* Tlepeuncaure TpU NMpUHUUNA GE30IACHO-
ctn

Hacrpoiika, ucnpaBaeHue

* O6cyaure HEOOXOAUMOCTh OOHOBAEHMSI
[IPOrPAaMMHOIO O0eCIleYeHMsI AASL YCTPaHEHVSI
YA3BUMOCTEN CUCTEMBI 6€30MaCHOCTI

3aimuTa KOMIIOHEHTOB

VA3BMMOCTY KOMIIOHEHTOB CHCTEMBbI

* O6bsAcHUTE, KaK 6€30MaCHOCTb KOMIIO-
HEHTOB CUCTEMbI MOXET MOBAMATH Ha 6e3omac-
HOCTb CUCTEeMBbI

CucremMHas 6€30MacHOCTb

LleAOCTHBINN MOAXOA

e OObsiCHUTE, YTO IOAPA3YMEBAETCS IIOA
KOH(UAEHIMAABHOCTBIO, LIEAOCTHOCTBIO U AO-
CTYIHOCTbIO

*  OO0OBbBsICHUTE, YTO TaKOe MOAUTUKA Oesormac-
HOCTM 1 €€ POAb B 3aIUTE AAHHBIX U PECYPCOB.

YnpaBAeHUEe AOCTYIIOM

e Onuumre CIIMCOK YIPABAEHNUS AOCTYIIOM.

e Onuumre ¢usnyeckoe U  AOTMYECKOE
yIpaBA€HNE AOCTYIIOM, CPAaBHUTE U MIPOTUBO-
MOCTaBbTE UX

BoccranoBAeHue

*  OO6cyANTE OCHOBBI ITAQHA AaBAPUITHOTO BOC-
CTaHOBAEHUS

*  OObscHKTE, [TOYEMY pe3epBHbIE KOIUM
MIPEACTABASIIOT OTEHLMAABHYI0 YIpo3sy 6es-

OIMIACHOCTU
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29. Tloaaepxka ceTu BesonacHocTh mporpaMMHOro o6ecneve-
(Network support) HUS
NTAS Hacrpoiika, ucnpaBaesue

*  O6cyanTe HEOOXOAMMOCTb OOHOBAEHMS

[IPOrpaMMHOrO obecIieueHns: AAsL YCTpaHEeHNUs
YSI3BMMOCTeII CCTeMBI 0€30MaCHOCTH

* OODsCHUTE BAKHOCTb HPAaBUABHON Ha-
CTPOJVKY IPOrPaMMHOI0 obecreyeHus

BesonacHocTb cBA3N

Cucrembl, apXUTeKTypa, MOAEAU M CTaH-
AapThI

* IlepeuncauTe HECKOABKO CTaHAAPTOB,
OTIPEAEASIIOLINX MOAEAY, COCTOSIIIVIE U3 CUCTEM
KOMIIOHEHTOB U nHTepdeitcoB

ATaku Ha COepAVHeHUs

* OOpsicHMTe, KaK aTaky Ha COEAVHEHUs
MOXXHO ITOHMMATh B TEPMMHAX aTaK HAa MHTEP-
eiichl MPOrpaMMHBIX KOMIIOHEHTOB

CucremHast 6e30mMacHOCTb

TecTupoBanmne

* O6cyanTe Ba)KHOCTb MPOBEPKM TpeboBa-
HUI

MoOHUTOPUHT

e OnuumMre OrpaHMYEHUs] AHTUBUPYCHBIX
MporpaMm

AOKyMeHTUpOBaHue

*  OOCcyAUTe BOXXHOCTb AOKYMEHTVPOBAHMS
MPAaBUABHOI YCTAHOBKM U KOHpurypaumm cu-
CTeMBI

*  YMeTp mucatb AOKyMEHTALIMIO [I0 XOCTaM U
CETEBBIM BTOP)KEHVSIM

* BbITb B COCTOSHUM OODBSCHUTD IIOCAEA-
CTBUSI AAST O€30TIACHOCTH HESICHOI MAY HEITOA-

HOM AOKYMEHTaL VN paGOTbI CUCTEMBbI

30. VYmpaBaeHue Be3omacHOCTh MPOrpaMMHOro ofecmeye-
npobaemamu (Problem HUS
management) PBMG CraTu4eckuii, AMHAMUYEeCKUII aHAAU3

*  OO6bsacHNUTe pasHUITY MEXAY CTATMIECKUM
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" AMHAMMYECKMM aHAAN30OM

*  O6cyaute poOAEMY, KOTOPYIO He MOXKET
BBISIBUTH CTaTUYECKUIT QHAAN3

*  O6cyaute pobAEMY, KOTOPYIO He MOXKET
BBISIBUTb AMHAMUYECKIIT aHAAU3

Hacrpoiika, ucnpaBaesue

* O6cypute HEOOXOAMMOCTb OOHOBAEHMS
[IPOrpaMMHOrO ObecIieyeHnst AAsl YCTpaHeHNUsI
YA3BUMOCTEI CHCTEMBI 6€30MacHOCTI

3amuTa KOMIOHEHTOB

lIn>xeHepHbIl aHAAN3

* IlepeurcAauTe NPUYMHBI IEPENPOEKTUPO-
BaHMsI KOMIIOHEHTA

*  OODsCHUTE PAa3HULY MEXAY CTaTUYECKUM
M AMHAMMYECKUM aHAAU30M B NPOrPAMMHOM
o0ecrieyeHnn 0OPaTHOTO MPOEKTVPOBAHUSA

CucremHast 6e30MacHOCTb

MoOHUTOPUHT

e Onuuure OrpaHMYEHUs] AHTUBMPYCHBIX
[porpamMm

BoccranoBAeHue

*  O6cyanTE OCHOBBI TIAQHA ABAPUITHOTO BOC-
CTaHOBAEHUS

OprannsanuoHHast 6e30nacHOCTb

VYnpaBaeHue puckamu

e Omnuummre METOABI YIPABAEHVs PUCKaMU
AASL BBISIBA€HUS U Tpuoputmsauy $pakTopos
pucKa AASL MHGOPMALMOHHBIX AKTUBOB, 4 TAKKe

CIIoco0ObI OL€HKU pMCKa

31. VYmpaBaeHue
unpeHTamu (Incident

management) USUP

BesonacHocTh mporpaMMHOro ob6ecmeue-
HUA

Hacrpoiika, ucnpaBaenue

* O6cyaure HEOOXOAMMOCTb OOHOBAEHMS
[IPOrpaMMHOTO obecIieueHnst AAsL YCTpaHeHNUs
YSA3BUMOCTEN CUCTEMBI 6e30IacHOCTI

* OODsCHUTE BAKHOCTb MNPAaBUABHON Ha-
CTPOJVKY IPOrPaMMHOI0 obecreyeHus

CucremHasi 6€30MaCHOCTb
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BoccranoBAeHnue

*  OODsCHUTE, YTO TaKOE YCTONYMBOCTDb, U
OITIPEAEANTE CPEAY, B KOTOPOIT OHAa Ba)KHA

* AOKyMeHTMpOBaHue

* O6cyanTe BOXHOCTb AOKYMEHTMPOBAHMS
MPaBUABHOI YCTaHOBKM U KOHpurypaumm cu-
CTeMBI

* BbITb B COCTOSIHUU OODBSICHUTH TIOCAEA-
CTBUSI AAST 0€30TIACHOCTH HESICHOI MAY HEITOA-
HOJI AOKYMEHTaLM paboOThI CUCTEMbI

OpraHnsanyoHHasi 0€30MacHOCTb

YnpaBAeHue pucKamMu

* O6cyanTe BapuaHTbI CTPATEruu, MUCIOAb-
3yeMble AASL A€YEHUsS PUCKaA, U OyAbTe TOTOBBI
BBIOpATh U3 HMX, KOTAQ BaM OYAET MPeAOCTaB-

AeHa cripaBoyvHasi MHboOpMaLs

32. VYmpaBaeHue CucremHas 6e30MacHOCTb
obbexTamu (Facilities VYnpaBaeHue AOCTYynoM
management) DCMA *  OmumuTe CIIMCOK YIPAaBAEHUS AOCTYIIOM.
MoOHUTOpPUHT

* OOcyauTE MCIIOAB30BaHME CUCTEMHOIO
MOHUTOPUHTA

OpranusanuoHHast 6€30MacHOCTb

YnpaBAeHue 1 MOAUTUKA

*  Onuuurte OCHOBHbBIE TUITbI MOAUTUKU UH-
dbopmanmonHot 6e30MacHOCTY U OCHOBHbBIE
KOMITOHEHTBI K&KAOI U3 HUX.

*  OObsicHUTE, YTO HEOOXOAMMO AASI paspa-
6OTKM, OCYIECTBAEHUS U TMOAAEPXKaHUS d¢-
(HEKTUBHOM MOAUTUKY U C KAKMMU IIOCAEACTBU-
SIMM MOJKET CTOAKHYTbCS OpraHU3alMs, eCAU
OHa 9TOrO He CAeAaeT

3aKOHbI, 3TUKA U COOAIOAEHUE

*  Onuumre, IOYEMY ATUYECKIE KOAEKCHI T10-
BEAEHMsSI BXKHBI AAsL CITELIMAAUCTOB 110 Kubep-
6€30MacHOCTY U X OPTraHU3aLUI

*  OObsCHUTE, KAK OpraHu3auuu A0OUBAIOT-

€51 COOAIOAEHVIST HALMOHAABHBIX 11 MEXKAYHAPOA-
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HbIX 3aKOHOB U IIPABMA, & TaK)XX€ KOHKPETHDBIX

OTPACAEBBIX CTAHAAPTOB

33. VYmpaBaeHue
kayectBoM (Quality
management) QUMG

OpraHnsanuoHHasi 6€30MacHOCTb

3aKOHbI, 3TUKA U COOAIOAEHIIE

* OmnpepeAnTe BakKHbIe HALMOHAABHbBIE U
MEXAYHAPOAHbIE 3aKOHBI, Kacarolmecst Kubep-
6€e30macHOCTU

*  OObsicHUTE, KaK OpraHusaLuy AOOUBAIOT-
C51 CODAIOAEHMST HALIOHAABHBIX U MEXKAYHAPOA -
HBIX 3aKOHOB U MPABUA, & TAKXKE KOHKPETHBIX

OTPACAEBbIX CTAHAAPTOB

34. O630p cooTBeT-
crBust (Conformance
review) CORE

Be3somacHOCTb CBsA3U

Cucrembl, apXUTEKTypa, MOAEAN U CTaH-
AQpThI

e IlepeuncAuTe HECKOABKO CTAHAAPTOB,
OTIPEAEASIIOLINX MOAEAY, COCTOSIIIVE U3 CUCTEM
KOMIIOHEHTOB U MHTepdeiicoB

* Omuiunte KOMIIOHEHTBI U MHTepderice

TIPEAOCTABASIEMOTIO CETEBOIO CTAaHAAPTA

35. CopcuHr
(Sourcing) SORC

3amuTa KOMIIOHEHTOB

VYnpagAeHue 5eno4YKkoi NoCTaBoK

* Ilepeuncanure o61LIMEe TOUYKN YSI3BBUMOCTU B
LIe[TOYKe ITOCTABOK KOMIIOHEHTa

e Omnuunre prcky 6€30MaCHOCTY B LiEIIOYKe
MOCTaBOK KOMIIOHEHTOB

*  Omnuiunre CrOCOOBI CHIDKEHUST PUCKOB 1ie-
MMOYKM ITOCTABOK

Be3omacHOCTh CBA3U

TpaHcMUCCOHHBIE aTAKN

*  OObsICcHUTE, KaK aTaKy Ha [IEpeAady YacTo
PeaAn3yIoTCs KaK aTaKy Ha KOMIIOHEHTBHI, TIpe-
AOCTABASIIOLIME YCAYTY PETPaHCASLM MHPOP-
MaLumu

CucremMHas 6€30MacHOCTb

LleAOCTHBIN MOAXOA

* OObsiCHUTE TOHSTUS AOBEPUS U HAAEK-
HOCTU

Be3omacHOCTb YeAOBeKa
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CoumaAbHasi NMoBeAeHYECKass KOHDUAEH-
IMAaABHOCTD U 0€30IacHOCTD

* Omuunre KOHLEMUMM KOMIIPOMUCCOB MU
PUCKOB KOHOUAEHLMAABHOCTM B COLIMAABHOM
KOHTEKCTe, KOHTPOAb U OCBEAOMAEHHOCTb O
COrAacuy Ha Iepepauy AQHHBIX, MOHUTOPMHI
AVYHOM MH(OpPMAaLMM, PETYASITOPHBIE MEPBI 3a-

IUTHI U TIPOOAEMBI TIOAAEPKAHUS COLIUAABHOI

KOHUAEHLIMAABHOCTH.
36. VYmpaBaeHue 1o- 3amuTa KOMIOHEHTOB
crasiukamu (Supplier VYnpaBAeHMe 11eN0YKOIi MOCTABOK
management) SUPP * Ilepeuncanute oO1IM€ TOUYKN YSIBBUMOCTU B

L[e[TOYKe TOCTAaBOK KOMIIOHEHTa

e Ommunre prcky 6€30MaCHOCTH B LjEIIOYKe
MMOCTAaBOK KOMITOHEHTOB.

*  Omnuiunre CrIOCOOBI CHIDKEHMST PUCKOB 1ie-
MTOYKU [TOCTABOK

OpraHusanuoHHasi 6e30MacHOCTDb

YnpaBAeHue pucKkamMu

* OO6cyanTe BapMaHTbI CTPATEruy, UCIOAb-
3yeMble AAS A€YEHUS PUCKA, U OyAbTe TOTOBBI
BBIOpATh U3 HMX, KOTAQ BaM OYAET MPeAOCTaB-
A€Ha CrpaBOYHasi MHGOpMaLVs

*  Onuumre MOMyAsSIPHbIE METOAOAOTMM, MC-
MTOAB3y€eMbI€ B OTPACAU AASI YIIPABAEHMSI PUCKa-
MU

3aKOHBI, 3TUKA U COOAIOAEHUE

*  OO6bsicHUTE, KaK OpraHu3aLy AOOUBAKOT-
€51 COOAIOAEHVST HALMOHAABHBIX 1 MEXKAYHAPOA-
HBIX 3aKOHOB U IIPaBMA, & TaK)Ke KOHKPETHBIX
OTPaCAEBBIX CTAHAAPTOB

Crparerusi u NAaHUPOBaHUe

* OOpsicHUTE CTparernyeckoe OpraHusa-
LIMOHHOE TAAHMPOBaHUe KubepbOesonacHOCTU
M €ero CBsA3b C oOLeopraHm3ayuoHHbM 1 VT-

CTPpATErn4eCKVM ITAQHVIPOBAaHVIEM

37. KoHcyabTauusa Cucremnas 6e30mMacHOCTb

criemaancra (Specialist AOKYMEHTUpOBaHIe
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advice) TECH

* DBbITh B COCTOAHUM OOBSICHUTD IIOCAEA-
CTBUS AASI 0€30ITaCHOCTY HESICHOM UAU HEIOA-

HOW AOKYMEHTaLUN pa60T1>1 CUCTEMbI

38. YmpaBaeHue
sHaHusiMK (Knowledge
management) KNOW

CucremHast 6e30mMacHOCTb

AOKyMeHTUpOBaHue

e BbITh B COCTOSHUM OOBSICHUTD IIOCAEA-
CTBUS AASL 6€30IIACHOCTY HESICHOM VAV HETOA-

HOV AOKYMEHTaLM paboThl CUCTEMbI

39. Crparernye-
CKO€ ITAQHUPOBaHNe
(Strategic planning)
ITSP

OpraHnsanuoHHast 6e30MacHOCTb

VipaBAeHue 1 NOANTHKA

*  OOBbsICHNTE, YTO HEOOXOAMMO AASL paspa-
GOTKM, OCYLIECTBAEHUSI U TOAAEpXKaHus 9¢-
(EeKTUBHOI MOAUTHKY U C KAKMMU ITOCAEACTBU-
SIMM MOXXET CTOAKHYTBCSI OPIaHM3aLVsl, €CAU
OHa 5TOrO He CAEAQET

3aKOHBI, 3THKA U COGAIOAEHNE

*  OO6bsCHNUTE, KaK OpraHusauum AoOMBaIOT-
Cs1 COOAIOAEHNST HALIMOHAABHBIX U MEKAYHAPOA-
HBIX 3aKOHOB M IIPABUA, & TAKXKe KOHKPETHbIX
OTPACAEBbIX CTAHAAPTOB

Crparterus u nAaHuUpOBaHNe

* OOBbsiCHUTE CTpaTerMyeckoe OpraHu3a-
LIIOHHOE IAAHMPOBaHUe KubepOe3omacHOCTI
U €ro cBsi3b ¢ obljeopraHusaumonseiM u MT-
CTpaTernyecKnM MAAHUPOBAHIEM

*  OmnpepeAnTe KAKOUEBbIE OPraHNU3ALIOHHbIE

3aHTE€PpECOBAHHbIE CTOPOHDI I X POAUL

40. YmpaBaeHue
aktuBamu (Asset

management) ASMG

OpraHusanuoHHas: 6€30MacHOCTDb

YnpaBAeHue puckamMu

*  OmnuiunTe METOABI YIPaBAEHMs PUCKaMMU
AAsI BBUSIBAGHHMsI U TpuopuTusanuu GpaxTopos
pucKa AAST MHGOPMALMOHHBIX aKTUBOB, & TAK)KE
CII0COOBI OLIEHKM pUCKA

* OO6cyanTe BapMaHTbI CTPATEruy, MUCIOAb-
3yeMble AASI A€UEHUsI PUCKA, U OYAbTe TOTOBBI
BBIOpATh M3 HMX, KOTAQ BaM OYAET MPeAOCTaB-

A€Ha crpaBovHast uH$opMaLus
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Tabauna 11.2 TO3BOASIET CAEAATH CAEAYIOLVIE BEIBOABIL:

1. Hasbixu rpymnmnsl b sarparusaioT ToAbKO 50% HampaBA€HMI TEXHOAOIMYECKO-
IO U3MEPEHNI B €BPOIIEVICKON TAKCOHOMMUM.

2. 3HaHUs, oNpeAeAeHHble B KYPPUKYAYMe, TOKPbIBAIOT TOAHOCTBIO TOABKO
67% HaBbiKOB SFIA 7, BbIA€A€HHBIX B TabAuLy B, py aToM 0K0AO 14% pe3yAbTaToB
00y4YeHMsI OKa3aAUCh He VICTIOAb30BAaHHBIMMU.

[Tocae paccmoTpennst Tabansr 11.1 u Tabauiipr 11.2 MOXKHO CA€AQTb CAEAYIO-
1I/ie€ BBIBOADI:

1. B COBOKYMHOCTM HaBBIKM TaOAML] 3aAEIICTBYIOT BCE MOAYAU KYPPUKYAYMa
Cyber Security 2017.

2. 3HaHUS, ONIpeAEAEHHbIE B KYPPUKYAYME, IIOKPBIBAIOT IIOTPEOHOCTY B 3HA-
HMSIX HaBBIKOB IPYMNIbI A MPAKTUYECKU TOAHOCTDIO, a rpynnbl b - ToAbKo Ha 67%
HaBbIKOB.

3. B ToXe BpeMs yMeHMsI HAaBBIKOB 00€VX IPYIIIT MOKPBIBAIOTCS YaCTUYHO, OCO-
OeHHO 3TO KacaeTCsl 3HaHUI OCHOBHBIX ME&XXAYHAPOAHBIX CTAHAQPTOB IO K1ubepoe-
30MaCHOCTMU.

4. 3apericTBoBaHbI 9 13 19 TEXHOAOTUII TEXHOAOTUYECKOTO U3MEpPEHMS €BPO-
eicoi TAKCOHOMUM K1OepOe30macHOCTH.
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12. MopaeAb HaBBIKOB KOEp0e30MmacHOCTI
12.1 ApxuTeKTypa CCTeMbI HaBBIKOB K10ep0€e30IacHOCTU BbICOKOIO YPOB-
Hs (KaTeropum-A0MeHbI)

ITpoBeaeHHBINT aHAaAM3 CTAaHAAPTOB KYPPUKYAYMOB, a uMeHHo, Curriculum
Guidelines for Post-Secondary Degree Programs in Cybersecurity (CSEC2017) u
Computer Science 2013 (CS2013), Kak OCHOBHBIX KAHAMAQTOB Ha POAb METOAMNYE-
CKO1 6a3bl AASI Pa3pabOTKM YHMBEPCUTETCKMX IIPOrPaMM IIOATOTOBKU Npodeccuo-
HAABHBIX KaAPOB IO Kubepbe3onacHOCTY/MHPOPMALIMOHHON 6€30MacHOCTY MOKa-
3aA CAepyIolee:

1. Oba KyppMKyAyMa MpeAAAraioT TIIaTEAbHO padpaboTaHHble 0ObeMbl 3HAHUI
1o K1bepOe30macHOCTY, OXBaThIBAIOLIVEe 3HAUUTEABHYI0 YacTb MaTepyuaa, Heob-
XOAMMOTO AASL 00y4yeHMs IO AaHHOU AucuunavHe. [Tpu atom B CSEC2017 ompe-
AEASIETCS CTPYKTYpa U COAEp>KaHye CBOAQ 3HAHMII, OTPAKAIOlIasi TOABKO LIEAEBYIO
pobAeMaTUKy KnOepOe30macHOCTH, B NMPEAIIOAOXKEHUY TOTO, YTO OOYYarolyecs
yKe TOAYYMAU HEOOXOAMMYIO 0a30BYIO MOATOTOBKY 110 OAHOMY 13 HAIPaBAEHUIO
KOMITIBIOTMHIA, KaK, HallpyMep, KOMITbIOTepHbIe HayKy, IPOrpaMMHasl MH>XeHepus,
MHbOpPMaLMOHHbIE CUCTEMBI U T.I1. TaKasi MOAEAb XOPOILO IOAXOAUT AASI pa3paboT-
KU MaruCTepCKUX IpOorpamm.

B xyppukyayme CS2013 obyueHue ocHoBaM KnbepOe30MmacHOCTM paccMaTpu-
BaeTCs KakK 4acTh 0ObeMa 3HAHUI BCTPOEHHasl B Mpoliecc mprobpereHus: 6a30BbIX
3HaHUI B paMKax IporpaMm 0OakaaaBpuara. DTOV YaCTbIO SBASIETCS IPEAMETHas!
obaactp, umeromjast HasBaHue Information Assurance and Security (3aummra uH-
dopmanuy u mMHboOpMaLMOHHAsE 0E€30MaCHOCTD), KOTOpasl NMPEACTABAEHA ABYMsI
KAaccamu Mopyaent. OAMH KAACC, AOCTaTOYHO KOMIIAKTHBIN, COCTOUT 13 11 Moay-
A€, TIOCBSIIIeHHBIX OCHOBaM K1Oep0e30macHOCTH, a BTOPOI — IPEACTaBAsIET COOO0IT
LIEAOCTHYIO CUCTEMY U3 62 IIPEAMETHO-OPUEHTUPOBAHHBIX MOAYA€N 10 MHPOpMa-
LIMOHHOM 0€30IaCHOCTH, BCTPOEHHBIX B COOTBETCTBYIOLINE TEMAaTUUYeCK/ e 00AACTH,
HaTmpuMep, TaKue, KakK, OlepaLoHHbIe CUCTEeMbI, KOMIIbIOTEPHbIE CETU, KOMITbIOTEP-
HbIe apXUTEKTYPBbl, MAaTGOPMEHHOE IPOrpaMMUPOBaHue U T.I. MOA€eAb, peaAnso-
BaHHas B CS2013, opueHTUpOBaHa Ha IIpOrpaMMbl baKaAaBpuara.

2. Anaaus xyppukyaymos CSEC2017 n CS2013 nokasaa, uto o6a KyppuKyAyMa
He IOKPBIBAIOT IOAHOCTBIO TpeOyeMbIX HaBbIKaMu KnbepbesonacHocTu (raasa 7, 10,
11) sHaumit u ymenuit. Takke:

- B 3HAUUTEABHOU Mepe HEAOCTaeT AMAAKTUYECKUX EAVHUL, II0 TEXHOAOTMYe-
CKOMY M3MEepEeHUIO, a UMEHHO, AASI 00y4YeHMsI BOIIpOCcaM K1bepOe30nacHOCTY Mpy-
MEHUTEABHO K HOBBIM TEXHOAOTMSIM, TaKuM, KaK, HallpuMep, boAblive AaHHBIE,
VHTepHerT Beleit, Kubeppusnyeckne CUCTEMbI, OAOKYEITHbI, YMHbIE TOPOAQ U TIP.

- He YAEASIeTCS AOAKHOTO BHYMAaHUS M3YUEHVIO OCHOBOIIOAQTAIOLIVIX CTAHAAP-
TOB B 00AacTK K1Oep6e30MmacHOCTY, B KOTOPBIX OMPEAEAEHbI KOHLIENITYaAbHAs OC-
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HOBa, pyHAAMEHTAAbHbIE MOAEAM M METOAMYECKIE pelleHNs K1ubepbe3onacHoCTH,

- HEAOCTATOYHO BHUMAHUSI YAEASIETCSI OCBOEHUMI0 MHCTPYMEHTAABHBIX CPEACTB
Ha OCHOBE HOBBIX TEXHOAOTMIT AASI PelleHVs] COOCTBEHHO 3aAa4 K1bepOe3omnacHOCT
(aHaAUTMKA OOABIIVX AQHHBIX, UCKYCCTBEHHBIN MHTEAAEKT M MALIMHHOE 00y4YeHIe),

- TPAAMLIMOHHBIM U3bSIHOM KYPPUKYAYMOB SIBASIETCSI OTCYTCTBUE B OIIPEAEASI-
€MBIX CBOAAX 3HAHUI OIMCAHMIT HEOOXOAMMON HAy4yHOU 0asbl AASL TOATOTOBKM
1podecCcroHaAAOB 10 K1bepOe30macHOCTH, a MMEHHO, II0 MaTeMaTHUKe ¥ KOMIIbIO-
TEPHOJI HayKe.

B cBsI3u c 4eM aKTyaAbHOII 3apaueit siIBAsIeTCsI GOPMUPOBaHME CUCTEMBI BOC-
TpeOOBaHHBIX HABBIKOB B BUAE MOAEAY HAaBBIKOB KMOEPOE30MacHOCTY, OIIPEeAEAsi-
fo11e MpodeccuoHaAbHbIN MPO(GUAb CIIEIIMAAUCTOB 3TOM 0baacTu. Takast MOAEAD
MOTAQ OBbI CTaTh OCHOBOI AASI Pa3pabOTKM CBOAQ 3HAHUN KYPPUKYAYMa HOBOT'O ITO-
KOAEHMS, IPeAHA3HAYEHHOTO AASL Pa3paboOTKM 06pa30BaTEABHBIX IIPOTPAMM IOA-
TOTOBKM CIIELIMAAMCTOB BbICIIEN KBaAMdUKALMHU 110 KbepOe30macHoCTH.

ITpoBeAeHHBIT CPABHUTEABHBIN aHAAM3 COAEP>KaHMSI YIIOMSIHYTBIX BbILE KYPpH-
KYAYMOB, MOA€eAelT K1bep6e30IacHOCTY BbICOKOTO YPOBHsI (eBpoIIericKasi U Apyrue
TaKCOHOMUM), CBOAOB npodeccuoHaabHbix 3HaHul (CyBOK) mokasaa macurra0-
HOCTb U CAOXKHOCTb K10€ep0e30macHOCTM KaK 00AACTV 3HAHMUIL, TEXHOAOTUI, CEK-
TOPAABHBIX IPUAOKEHUIL. [109TOMY AASI OTIpEAEAEHMsSI CUCTEMbI/MOAEAN HAaBBIKOB
K1bepOe3omnacHOCTY BbIOpaHa MHOIOYPOBHEBasl Mepapxmuyeckas CTPYKTypa, Ha
BEPXHEM YPOBHE KOTOPOII PaCIIOAAraloTCsl KaTeropuu AOMEHOB HaBBIKOB/3HaHMI
(Skills Domain Categogy - SDCs), 00beAMHSIOIMEe HABBIKM OAHOTO AV HECKOABKMX
AOMEHOB (IIpeAMEeTHBIX 00AACTeIT), KOTOPbIE B CBOIO OYEPEAD CTPYKTYPUPYIOTCS Ha
pasaeab uAM MoAyAM. C ITOCAEAHVMY KaK pa3 U CBSI3bIBAIOTCSI AOMEHHbIE VAU TIPEA-
MeTHbIe HAaBBbIKM, OTIPEAEASIOLE 3HAHWUS M YMeHMs], IpUoOpeTeHrie KOTOPBIX He-
00x0AMMO AAsT popMupoBaHMe PO eCcCHOHAABHBIX HABBIKOB K11bephe30macHoCTH,
KakK chepbl IPaKTUYECKOV AeITEAbHOCTH, HAIIPYMep, HABBIKOB, OTMICAHHBIX BBILIE B
raase 7.

ITpepaaraemasi MOAEAb HaBBIKOB K11Oep0e30IacHOCTY BKAIOYAET B CBOJ COCTaB
CA€AYIOILE KaTerOpUML:

1. YeaoBeueckue, opraHmM3aLMOHHbIe M HOpMaTuBHbIe acrmekTbl (Human,
Organisational, and Regulatory Aspects)

2. Araxu u 3amura (Attacks and Defences)

3. DBesomacHocTb cuctem (System Security)

4. DBesomacHocTp mporpaMmHoro obecrneuenusi u naardopm (Software and
Platform Security)

5. bBesomacHocTb nHppacTpykTypsl (Infrastructure Security)

6. bBesomacHocTs TexHoAroruit (Technology Security)

7. basoBble HaBbIKYM KOMITbIOTEpHBIX HayK (Computer Science)

8. Martemaruka aas kubepbesonacHoctu (Cybersecurity math)
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9. MeHeAXMEHT NHpPOEKTOB M CHUCTeMbl MeHepA)XMeHTa KadectBa (Project
management and quality management systems)

10. YHUBepcaAbHBIE TPYAOBBIE UM COLIMAABHO-AMYHOCTHbIE (MSIKME) HABBIKK
(Soft skills)

11. CexTopaabHbie HaBbIKHU (Sector skills).

ApXuTeKTypa MOAEAM HaBbIKOB K11Oep0e301acHOCTY BBICOKOTO YPOBH:I (KaTero-
pUM-AOMEHDI) TIpeACTaBA€Ha Ha puc. 12.1 u 6oaee moapobHo B Tab. 12.1.

(04, H25)
s 1 Sk

BpegorocHoe MNO.
ATaku.

Ynpaenexue
WHUMAEHTaMK.

KPUMUHNWUCTHKA

Puc. 12.1. ApXuTeKTypa MOAEAU HaBBIKOB K1OEPOE30MmacHOCTH BHICOKOTO YPOB-
Hs (Ha YpOBHe KaTeropuit).

Tabauma 12.1
ApXuTeKTypa CUCTEeMbI HABBIKOB K1OepOe30MmacHOCTY BBICOKOTO YPOBHS (KarTe-
rOpUK-AOMEHBI)

Kareropun AoMeHb1

1. YeaoBeueckue, opraHmMsaumoH- | PyKoBoACTBO u ynpaBaeHue puckamu (Risk Management

Hble 11 HOpMaTKBHbIe acriekTsl (Human, | &Governance)

Organisational, and Regulatory Aspects) | 3axoHs! u peryauposanue (Law & Regulation)
Yeaoseueckue dpaxkropst (Human Factors)
Kondupenumaapnocts u mpaBa oHaanH (Privacy &

Online Rights)

2. Araku u 3amuta (Attacks and| BpeaoHOCHBIe IpOrpaMMBI M aTaKyIOLMe TEXHOAOTUU

Defences) (Malware & Attack Technologies)
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CocrsasareabHoe noBepenue (Adversarial Behaviours)

Omnepauyy MHGOPMALMOHHON 0€30MaCHOCT U YIIPaB-
aeHue uHuUMAeHTamMu (Security Operations &lIncident
Management)

Kpumunnaancruxa (Forensics)

3. BesomacHoctp cuctem (System

Security)

Kpunrorpadus (Cryptography)
Be30macHOCTb ONepaLOHHbIX CUCTEM UM BUPTYAAU3ALMY

(Operating Systems & Virtualisation Security

BesomacHoctp pacmpeseaennpix cuctem (Distributed
Systems Security)
AyTeHnTuduxaus, ABTopusanus M YYETHOCTb

(Authentication, Authorisation &Accountability)

4. Be30macHOCTb IPOrpaMMHOro 06e-
crieyenust u naardopm (Software and

Platform Security)

BesomacHOCTb mporpaMMHoro obecredenus (Secure
Software Security)

BesonacHocTb Ba6-naatrhopm (Web platform security)

5. bezomacHOCTb  MHQPACTPYKTYPBLI

(Infrastructure Security)

Ceresast 6esomacHocTb (Network Security)
BesomacHocTp anmmapatHoro ypoHs (Hardware Security)
BesonacHocTh  Kubep-¢usmueckax cucrem (Cyber-
Physical Systems Security)

Be3onacHOCTb GU3UIECKOTO YPOBHS M TEAEKOMMYHMKA-

vt (Physical Layer & Telecommunications Security)

6. besomacHoCTh TEXHOAOT U

(Technology Security)

BesomnacHocTbh TexHoAorunit boabumix Aanupix (Big Data
Security)
BesomnacHocTb nHTepHera Beueit (IoT security)

Texunoaornyeckue HaBbiku (Technological skills)

7. bazoBple HaBBIKM KOMIIbIOTEPHBIX

Hayk (Computer Science)

OCHOBBI TPOrpaMMMPOBaHNs U 6a30Bble AATOPUTMBI 00-
paborku undpopmaumu (Fundamentals of programming and
basic algorithms for information processing)

Apxutektypa u opranusauus  (Architecture and
Organization)

I'paduka u Busyaausaums (Graphics and Visualization)

BsaumoaeiicTBusl 4eAoBeka U KommbioTepa (Human-
Computer Interaction)

Yrnpasaenue nHpopmanueit (Information Management)

VIHTeAAeKTyaAbHbIE CUCTEMBI M MALIMHHOE OOyueHue
(Intelligent systems and machine learning)

Cern n and

KOMMYHUKaLMU (Networking

Communications)
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Onepaunonnsie cucrembl (Operating Systems)

ITaaTOpMEHHO-OPMEHTVPOBAHHbIE paspaboTka
(Platform-based Development)

ITapaaAeAabHble u pacripepeAeHHbie BoruricaeHus (Parallel
and Distributed Computing)

Azsiku nporpammuposanus (Programming Languages)

OcHOBBI  pa3pabOTKM MPOrpPaMMHOIO  ObecreyeHus
(Software Development Fundamentals)

ITporpammuas nrwxeHepust (Software Engineering)

OcHossl cucrem (Systems Fundamentals)

CounaapHble acIeKTbl U NMPodecCroHaAbHAS MPAKTUKA

(Social Issues and Professional Practice)

8. MaremaTtuka AAsl Kubepbesomac-

Hoctu (Cybersecurity math)

Auckpernas matrematuka (Discrete Mathematics)

Matemarudeckasi AOTMKa M TEOPUsl aATOPUTMOB
(Mathematical logic and theory of algorithms)

Teopust popmaabHbIX s3bIKOB U aBTOMaTOB (Theory of
formal languages and automata)

Teopust rpados u ee npuaoxxenus (Graph theory and its
applications)

Aarebpa u reomerpust (Algebra and geometry)

AnddepeHiimasbHoe 1 MHTerpasbHOe MUCYMCAEHMS 1
(Teopust dyHkuMM opHOM mepemenHoi) [Differential and
integral calculus 1 (theory of functions of one variable)]

AndbdepeHnmacbHoe ¥ MHTErpaAbHOE MCUYMCAEHUS 2
(Teopust dynkuun MHorux nepementbix) [Differential and
integral calculus 2 (theory of functions of several variables)]

Kparuble wunTerpaabl, psiabl, Teopusi moasi (Multiple
integrals, series, field theory)

OcHoBbl dyHKLMOHaAbHOrO aHaamsa (Fundamentals of
functional analysis)

Teopysi BEpOSITHOCTEN M MaTeMaTMYecKasl CTATUCTUKA
(Theory of Probability and Mathematical Statistics)

VccaepoBaHme omepaumii M METOAbI  ONTMMM3ALUU
(Operations Research and Optimization Techniques)

BoruncanrteabHast MaTeMaTuKa (Computational
Mathematics)

[TpUAOKEHUS] TEOPUM BEPOSITHOCTEN M MATEMaTUIECKOI

craructuxu (Applications of Probability Theory and
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Mathematical Statistics)

9. MeHeaXMeHT NpOeKTOB U cucte- | IIpoekTHbIT MeHeAXXMeHT (Project management)
Mbl MeHepaxMeHTa KavecTBa (Project| Cucrembl MeHepxMeHTa KadecTBa (Quality management
management and quality management | systems)

systems)

10.YHuBepcaabHble TpyAOBble U couy- | IIpodeccronaausm (Professionalism)
AABHO-AMYHOCTHBIE (MsrKue) HaBbIKM | IpymmoBast amHammka u rcuxoaormsi (Group dynamics
(Soft skills) and psychology)

Kpurtnueckoe, aHaAUTIYIECKOE ¥ CUCTEMHOE MBIIIAEHNE
(Critical, analytical and systems thinking)

KpeaTnBHOCTD 1 OTKpBITOCTD K MHHOBauusaM (Creativity

and openness to innovation)
Terlepb nepeIZAeM K OIMMCAaHMNIO MOAEAM HaBbIKOB K]/I6ep6eSOHaCHOCTI/I, KOTOpasa

OyAeT peACTaBAEHA B BUAE TIOCAEAOBATEABHOCTH Pa3A€EAOB C OIMCAHVEM HaBbIKOB
[0 KQXAOM KaTeropuu AOMEHOB HaBbIKOB/3HaHUM, MpPeACTaBAeHHbIX B Tab. 12.1.
3A€eChb peub MAET O IPEAMETHBIX HaBBIKAX, T.e. TPEOOBAHMSX K 3HAHUSM U YMEHUSIM,
OTHOCSIIMXCS K TEM VAU MHBIM MOAYASIM AOMEHOB (IIpeAMeTHbIX oOAacTenn). VmeH-
HO 13 TaKUX HABBIKOB CKAQABIBAIOTCS PO eCcCMOHaAbHbIE HABBIKM, 4 3aTEM U POAIL.
AASI IPOCTOTBI MOA€EAM B KQUueCTBE HAaIMEHOBAHMIT HAaBBIKOB OYAYT MICIIOAB30BAThCSI
Ha3BaHMUsI Pa3AeAOB VAU TeM 00AaCTel 3HaHUM, K KOTOPBIM OTHOCSITCSI HABBIKY, Oe3
YTOUHEHVS YPOBHS BAAAEHMS 3HAHMSIMU Y YMEHMSIMU (KaK 9TO A€AQeTCsl B Kyppu-
KYAyMax).
12.2 MoaeAb HaBBIKOB Ku0ep0e30nmacHOCTu AASI KaTeropuu «YesoBeuyeckue,
opraHmusalMoHHbIe U HopMaTuBHbie acniekTbl (Human, Organisational, and
Regulatory Aspects)»

lleAbI0 AQHHOM KaTeropuy SIBASIETCS OINpEAEA€HVE HaBBIKOB AAS CAEAYIOIIeN
IPYIIIBI AOMEHOB:

- PyKoBOACTBO 1 ynpaBAeHMe PUCKAaMU

- 3aKOHBI U PEryANpOBaHIe AESTEABHOCTH, CBSI3aHHOM C MHGOPMAaLMOHHO Oe3-
onacHocTbhi0 (M1B)

- Yeaoreueckue daxropst u Vb

- KoHdupaeHIIMaABHOCTD 1 TIPaBa AASI OHAQVH-AESITEABHOCTM.

AAsT AQHHOJ KaTeropuy OIpeAeAeH CAEAYIOLIVI COCTaB HaBbIKOB:
YipaBAeHUs pUCKaMu

MeToAB!I yIIpaBA€HMS] pPUCKAMU.

O1eHka puCKOB

MeTOoAVIKY OLIEHKY PVICKOB

O

ViipaBA€eHue HENPEePbIBHOCTBIO OM3Heca
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6.

PearupoBaHue Ha MHIIMAEHTBI

7. BoccraHoBAeHMe GYHKIVIOHMPOBAHMS

8. TIpaBoBbie OCHOBBI 3aIUThI MHPOpPMALIUK

9. IOpuauueckue acrnekTsl MHPOPMALMOHHON 0€30IaCHOCTU

10.
11.
12.
13.
OCHOBBI.
14.
15.
16.
17.
18.
19.

Bonpoce! knbep-aTuku
YeaoBeueckoro ¢pakropa B Vb

3aKOHBI 0 KOHPUAEHLMAABHOCTH ¥ O 9AEKTPOHHOM IlepexBare

IpuHLMIIBI, CEPBUCH], MEXAaHM3MbI I METOADI 3aLIIThl AQHHBIX
3A0yMBIILIAEHHBIE AEVICTBYUS B KNOEPIIPOCTPAHCTBE

3alMTa UHTEAAEKTYaAbHON COOCTBEHHOCTH, IIPABOBBIE U 3aKOHOAATEAbHBIE

OcBepoMaeHHOCTD ¥ oHUMaHMe Vb noab3oBaTeaeit
OcBepomMaeHHOCTDb 1 oHMMaHMe VIb BHyTpu opranusanyu
KonHdpuaeH1IMaAbHOCTb TEPCOHAABHBIX AQHHBIX

MeTOoABI ¥ TEXHOAOTUU 3aIUTHI KOHPUAEHIIMAABHO MHPOpMaLn

CTpyKTyprpoOBaHue KaTeropuy HaBBIKOB «leAoBeueckye, OpraHM3aliOHHbIE U

HOPMAaTUBHbIE aCIIEKThI» NpUBeAeHO B Tab. 12.2.

TabAuma 12.2

,A,OMeHbI, MOAYAU, HaBbIKM KaTe€ropmumn «LIeAOBe‘{eCKI/Ie, OpraHn3allMOHHbIE U

HOPMaTVBHbIE ACIIEKTHI»

AoMeHbI

Mopyan

HasBbiku

PykoBoacTBO 1
yIpaBA€HUE PUCKaMU
(Risk Management

&Governance)

1. Mertopnyeckue
OCHOBBI, CTAHAQPTBI U
METOABI YIIPAaBA€HUS

puckamm

1. YnpaBAeHus puckamu, METOAMYECKME
OCHOBBI, CTAHAQPThI

2. MeToAbI yIpaBAeHMs PUCKAMMU.

2. IlpuHuumne! u
METOABI OLIeHK! PUCKOB

1 YIIpAaBAE€HNA MU

3. OueHKa prCKOB, METOAUYECKIE OCHOBBI,
CTAHAAPThI

4.  MeTOAVKY OLIEHK! PUCKOB

3. HenpepniBHOCTD
OusHeca: pearrpoBaHye
Ha MHLVAEHTHI U TIAQHV-

poBaHVe BOCCTAHOBACHMA

5. VYmpaBaeHMe HENPEPLIBHOCTDIO OM3HeCa
6. PearupoBaHye Ha UHLVMAEHTDI
7

BoccraHoBAeHMEe QyHKIIMOHMPOBAHUSA

3aKOHBI U PeryAupoBa-
HUE AeSTeAbHOCTHU, CBSI-
3aHHOI C MHpOpMaLU-
OHHOI1 0€30MaCHOCThIO
(MB) (Law & Regulation)

4. TlpuHUuDIBI MpaBa
U TIPABOBBIE NCCACAO-

BaHUA

8. IIpaBoBble OCHOBBI 3alUThI MHPOPMa-

hivieZe

5. TIpaBoBble OCHOBBI

3auThl MHGOpMALIK

9. IOpuanyeckue acnexTbl ”HGOPMALIMOH-

HOIT 6€30MacHOCTH
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6. 3aKOHBI O KOH-
dUAEHLIMAABHOCTHY B
LIEAOM U DAEKTPOHHbIN

nepexsar

10. 3axoHbI 0 KOHPUAEHLIMAABHOCTH 1 O

9ACKTPOHHOM IlepexBare

7. 3auuTa nepco-

HAAbBHBIX AAQHHBIX

11. TIpuHLMIBL, CEpBUCH], MEXAaHU3MBI U

METOABI 3aIIMThI AQHHBIX

8. Kubepmnpecrymn-

HOCTb

12. 3A0OyMbILIAEHHbBIE AEVICTBUS B K1OEpIIpo-

CTPAaHCTBE

9. VHTeaAekTyaAb-

Has COOCTBEHHOCTb

13. 3amuTa MUHTEAAEKTYaABHOI COOCTBEHHO-

CTU, IIPAaBOBbIE 1 3aKOHOAQTEAbHbIE OCHOBBI.

10. Ortuka (Ethics)

14. Bompocs! kubep-3TuKn

YeroBeveckue (akTo-

pot u Vb

11. YeaoBeueckuit
¢dakTop

12. OcBeAOMAEHHOCTb
1 oOpasoBaHue B 00Aa-

cTy Knbep0e30macHOCTI

15. YeaoBeueckoro ¢akropa B Vb

16. OcBepOMAEHHOCTD U moHuMaHue V1b
IIOAb30BaTeAeNn

17. OcBepOMAEHHOCTDb U oHuMaHue Vb

BHYTPU OpraHU3aLN

KoHrA€EHIMaAPHOCTD
U TIpaBa AAsI OHAQVH-Ae-

ATEAbPHOCTU

13. KoHdupeH1Mab-
HOCTb [IEPCOHAABHBIX

AQHHDBIX

18. Kon}puaeHLMaABHOCTb [T€PCOHAABHBIX

AQHHBIX

14. MeTOABI U TEXHO-
AOTUM KOH(PUAEHLIMAAD-

HOCTU

19. MeTOoABI U TEXHOAOTUU 3AIUTHI KOHDU-

AEHLIMAABHOI MHPOPpMALM

12.3 MoaeAb HAaBBIKOB K10ep0e30nacHOCTU AAS KaTeropumn «Ataku u 3a-

muTta (Attacks and Defences)»

]_[eAbIO AaHHOIV/I KaTeropum sABAACTCA OIIPEACACHVE HABDBIKOB AAS CAeAYIOH.leIV/I

T'pynIibl AOMEHOB:

- BpepoHocHbie nporpammel (BIT) u aTaxyrolie TeXHOAOT MU

- CocTsi3aTeAbHOE ITIOBEACHUE

- Onepauyu Vb n ynpaBAeHNe MHIIMAEHTAMU

- Kpumunaauctuxa (Forensics).

AAsI AQHHOM KaTerOpUM OTIPEAEAEH CAEAYIOIUI COCTAB HaBbIKOB:

1. Kaaccuduxaums BIT Ha ocHoBe aHaausa: aaroputmoB BIT, ncrnoapzyembix

VHTEpPHET TEXHOAOTUIA, Cp€AbI UCITIOAHEHUA

2. BrbisBaeHUe BMPYCOB, aKTUBU3VIPYIOIINXCA IIPY 3arpy3Ke CUCTEMbI

o U W

MeTtoast 06Hapyxenust BIT

[IpornosupoBaHyie MOCAEACTBUI UCIIOAHEHVSI BPEAOHOCHBIX BO3AECTBUN
CrarmyecKkuil aHaAn3 BPeAOHOCHBIX IIPOIPaMM
AVHaMM4yecKui1 aHaA3 BPEAOHOCHBIX IPOrPaMM
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7.

8.

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

3amura ot BpepoHocHoro [10
XapakTepuCTUKK XaKepa

Buabl kubep-aTak u BBI6Op CIIOCOOOB 3aIUTHI OT HUX

MoaeAn kubep-aTaxk

MOAeAh YIIpaBA€HMA MHUVA€HTaMU

OO6HapyXeHMe UHLMAEHTOB
AHaAu3 AaHHBIX 0 cobbITUAX VIB
PaccAaepOBaHMe MHLMAEHTA
DTansl ypaBAeHMsI UHLUAEHTaMU
O6paboTKa MHIIMAEHTOB

BoccTaHoBA€HME COCTOSHUS ITOCAE UHLMAEHTA

PeaAmsanyisi IpeBeHTUBHBIX 11 KOHTPMED
OueHka 3 PeKTUBHOCTH yIIpaBAEHMSI MHLIMAEHTAMU

anaBAeHJ/Ie VMHIOVAEHTAMM CBA3aHHBIMU C YEAOBEYECKNM Cl)aKTOpOM

METOAI)I KPMMMVHAAUCTUYECKOTO MOAEAVPOBAaHMA

Kpumunaauctrueckun anaanus xypaasros OC

KpI/IMI/IHaAI/ICTI/I‘—IeCKI/II/VI AHAAN3 o6pa3013 OHepaTMBHOI;I mamMATn

KpumrHaaucTuka 06AaYHbIX TEXHOAOTUIT

Anaaus u c60p apTedakTon

CTpyKTypupoBaHMe KaTeropuy HaBbIKOB «ATaku u 3ammra (Attacks and

Defences)» npusepero B Ta6. 12.3.

Tabauna 12.3

AoOMeHbI, MOAYAY, HaBBIKK KaTeropuu «Artaku u 3amura (Attacks and Defences)»

O6aacTu Moayan Happikn/3HaHne Tem

BpeaonocHble  mpo-| 1. Kaaccudukaumsa 1. Kaaccuduxauus BIT Ha ocHoBe aHaAm3a:
rpammbl  (BIT) u ara- | BIT (A taxonomy of - aaropurmos BII,
Kyomue  TexHoAaoruu | Malware) - UCIOAb3yeMBIX MHTEPHET TEXHOAOIUI,
(Malware &  Attack - CpeAbl UCIIOAHEHUS
Technologies) 2. BblsBA€HME BUPYCOB, AKTUBUBUPYIOLINX-

Cs1 IIpU 3arPy3Ke CUCTEMBI

2. BpepoHOCHBIE
AEMCTBUS C HIOMOMIbIO
BIT

3. IIporHosmpoBaHue MOCAEACTBUI UCITOA-

HEHN BPEAOHOCHDIX BOBAe];ICTB]/If;[

3. AwnHaAwus Bpepo-

HOCHBIX IIDOIPaMM

4. CraTuyeckuit aHaAM3 BpPEAOHOCHBIX
IporpaMm
5. AVHaMM4yecKuil aHaAu3 BPEAOHOCHBIX

MporpaMm

4. OG6HapyxeHue BIT

6. MeTopb! 06HapyxeHus BIT
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5. MeTtopb! 06Hapy- 7. 3amumTa oT BpeaoHocHoro [TO
>keHys1 BIT
CocrtszareabHoe 1mo-| 6. XapaKTepucTuKa 8. XapaxTepucTuKM XaKepa
BeACHUe (Adversarial | mpoTuBHKKa
Behaviours) 7. XapaxkTepucTuku 9. Buabl kubep-aTax 1 BIOOpP CrI0c000B
Xakepa 3aLUTHI OT HUX
8. MoaeAu AAS TIO- 10. MoaeAn kubep-arak
HUMAaHMsI BpEAOHOCHBIX
onepauyuit
Omnepaumn  VMB wu| 9. Dbasosble mousTust | 11. Ba3oBble MOHATHUA yIpaBAEHUS UHLIM-
yIpaBAeHNe VHLUAEHTA- | YIPaBAEHMsI MHLVAEH- | AeHTaMU
Mmu (Security Operations | Tamu
&Incident Management)
10. MOHUTOPUMHT uC- 12. O6Hapy)XeHM€e MHLMAEHTOB

TOYHUKOB AQHHBIX

11. MeToabl aHaAU3A
U pacCAeAOBaHMS MHLIM-

AEHTOB

13.
14.

AHaAu3 AaHHBIX 0 cObObITUsAX V1B

PaCCAeAOB aHMe MHIMAEHTa

12. TIaaHmpoBaHue
MPOLIECCOB YIPABAEHMS

UHIUAEHTAMU

15.

DTarnsl YIpaBA€HUA MTHIMAEHTaAMU

13. Cwmsryenne mno- 16. O6paboTKa MHLUAEHTOB
CAEACTBUI UHLIMAEHTOB 17. BoccTaHOBAEHUE COCTOSIHUS ITOCAE
" KOHTPMepBI VHIVAEHTA
18. PeaAmsauyst npeBeHTUBHBIX U KOHTPMepP
14. VIHTeAAeKTyaAb- 19. OueHka 3¢ HeKTUBHOCTY YIIpaBAEHUSA
HbIi1 aHaAU3 9 dex- MHUVUAEHTaMU
TUBHOCTM YIIPaBAEHNSI
VHIVAEHTaMU
15. YeaoBeueckuit 20. YmpaBaeHMe MHIVAEHTAaMU CBSI3aHHBIMU

dakTop: yrpaBaeHue
nHuuaenTamu (Human
factors: Incident

management)

C yeAOBeueCcKM HaKTOpOM

16. OmnpepeaeHus
Y KOHLIENITYaAbHbIE
mopean (Definitions and

Conceptual Models)

21.

AVIpOBAHUA

MeTOAbI KPMMUHAAUCTUYIECKOI'O MOAE-
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17. Anaaus omepauu- | 22. KpMMMHAAMCTMYECKUIT aHAAM3 KypHa-
onHoit cuctembl (OC) roB OC

18. Kpumunaau- 23. KpuMIMHaAMCTMYECKUIT aHAAU3 KYPHA-
CTHKA OIlepaTUBHO Ao OC

namsitu (Main Memory

Forensics)

19. O6aaynas (Bupty- | 24. KpummHaaucTuka 06AQUHBIX TEXHOAO-

aAbHaF[) KPUMMVHAAUCTU- | TN

ka (Cloud Forensics)

20. Anaaus apredax- | 25. Anaaus u c6op apredakToB

toB (Artifact Analysis)

12.4 MopaeAb HaBbIKOB Kn0ep06e30macHOCTI AASI KaTeropuu «be3omacHocTh
cucreM (System Security)»

Lleablo AQHHOV KaTeropuu SIBASIETCSI OIPEAEA€HMe HAaBBIKOB AAS CAEAYIOIIel
TPYIIIbI AOMEHOB:

- Kpunrorpadus

besomacHocTh OIT€pallMOHHbBIX CUCTEM M BUPTYaAU3aLUU

besonacHocTh pacinpeA€eA€HHbIX CUCTEM

AyTeHnTnduKaLys, aBTOPU3ALMS U YYETHOCTD

AASL AQHHOJ KaTeropuu ONpeAeAeH CAEAYIOIUI COCTaB HaBbIKOB:

1. Maremaruyeckyue OCHOBbI KpUnTorpadpuu

2. MoaeAn, METOABL U NIPOTOKOABI KpUNTorpaduieckoi 3amursl MHGOP-
Mauun

3. Teoperuueckre OCHOBBI, METOABI ¥ CTAHAQPThI CUMMETPUYHOTO MMPPO-
BaHUs

4. TIpoTOKOABI ayTeHTU(UKALMN HA OCHOBE MCIIOAb30BAHUS CUMMETPUY-
HOTO IKUPPOBAHUA.

5. Teoperuueckrue OCHOBBI, METOABI U CTAaHAAPThI MM(POBAHUS C OTKPBI-
TBHIM KAIOYOM.

6. MeToAbI I CTAaHAAPTHI 9AEKTPOHHON MOAIIMCU

7. TIpoTOKOABI ayTeHTM(UKALUU: CTAHAAPTHBIN IPOTOKOA, IPOTOKOA C
TPOVIHBIM COrAacOBaHMueM Katouenl Audopu-Xeaamana

8. MoaeAM TUNOBBIX aTaK U MOAEAb 3AOYMBIIIA€HHMKA

9. [IlpuHuunsl npoexkTuposaHus 6e3onacHbix OC 1 OCHOBHbIE MEXaHU3MOB
Nb c OC:

10. TpuHuumner o6ecreyenusi Vb npu ncroAb30BaHUY BUPTYaAbHbBIX MAIIVH
U TUIIEePBU30POB

11. Tlpunuunst opranusauuu (PC), kaaccuduxayus PC.
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12. Anaawus yassumocren PC.

13. AHaAu3 ys3BUMOCTe pacnpepeseHHbIX 6a3 AoaHHbIX (PBA)

14. Ocob6eHHOCTU MCIOAB30BaHMs sI3bIKa CTPYKTYPUPOBAHHBIX 3aIPOCOB

SQL aast obecnieuenus VIb npuaoxxeHun

15. TlpuHuunbl (QYHKUMOHMPOBAHUS A€L€HTPAAM30BAHHBIX BBIYMCAEHUN

tuna P2P u npobaemsr Vb past P2P-cuctem

16. Buabl kaactepusauuu pecypcos PC, npobaemsr Vb 1 MmeToA0B ux petre-

HUN AASL KAQCTEPOB

17. TIpOTOKOABI aBTOPU3aLM U BONPOCHI UX YA3BUMOCTU

18. Moaeaeil 1 METOAOB yIIpaBAeHUs pocTynom B PC

19. Moaeau, OCHOBHbIE METOABI U IPOTOKOABI, CTAHAAPTHI ayTeHTUdUKALMS

20. OcHOBHbIE METOADI yu€Ta NCIIOAB30OBAaHNU PECYpPCOB

21. OcobenHoctu ucnoab3oBauusi AAA-tTexHoAOruil B cucteMax VHTepHe-

Ta-Bellen

CrpyKkTyprpoBaHue Kareropuu HaBbIKOB «besomacHocTh cucrem (System

Security)» npuBeaeno B Ta6. 12.4.

Tabanna 12.4

AOMeHBI, MOAYAY, HaBBIKYM KaTeropun «besomnacHocTh cuctem (System Security)»

AoMeHbI Moayan Happikn/3HaHus TeMbl
Kpunrorpadus 1. Marematuyeckue | 1. MaTemMaTnyecKue OCHOBBI KPUIITOIPa-
(Cryptography) OCHOBBI Kpurnrorpapun | un

(Mathematics)

2. MoaeAu KpunTo-
rpadb1yecKo 3alUThL
(Cryptographic Security
Models)

2.  MoaeAn, METOABI ¥ TPOTOKOABI KPUIITO-

rpaduuecKot 3aiuTel MHGpOpMALUK

3. Cummerpnu-
Hoe 1mpoBaHue
u ayTeHTUdMKALMS
(Symmetric Encryption

and Authentication)

3. TeopeTuueckyie OCHOBBI, METOABI U CTaH-
AQPTbI CUMMETPUYHOTO MU(pPOBaHUA
4. TIpOTOKOABI ayTeHTU(UKALMM Ha OCHOBE

VICIIOAb30BaHNA CUMMETPUYIHOI'O IlI]/[(prBaHI/Iﬂ

4. AcummeTtpuuHoe

mndpoBaHme

5. TeopeTuueckyie OCHOBBI, METOABI U CTaH-
AQpPTBhI IM(PPOBAHYS C OTKPBITBIM KAIOYOM.
6. MeTOABI I CTAHAAPTBI 9AEKTPOHHO

TIOATIICU

5. TIpoToxoasi ay-

TeHTUUKALUY

7. TIpoTOKOABI ayTeHTUdMKALMA: CTAH-

AapTHbII;[ IIPOTOKOA, IIPOTOKOA C TpO];IHI)IM

coraacoBaHueM Kawueit Aupodu-Xeaamana
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besomacHocTp omepa-
LIMOHHBIX CHCTEM U BUP-
tyaamsauyyuu (Operating

Systems &Virtualisation

6.  MoaeAb 3A0y-

MBIIIA€HHMKA

8. MoAeAu TUIIOBBIX aTaK I MOAEADb 3A0Y-

MBIIIA€HHMKA

7. Poab OC u Tpe-

60BaHMA K X IPOEKTU-

9. TlpuHiMIBl TpOEKTHMPOBaHKs Oe3omac-

ueix OC u ocHoBHble MexanusmoB Vb ¢ OC:

Security pOBaHUIO AAST ODecrieye-
Hun Vb
8. OmepauyioHHbIE 10. TIpunummnsr obecrneuenus VIB npu mc-
CHICTEMbI, TUIIePBU30PbI | IOAb30BaHMM BUPTYAaAbHBIX MAIVH Y TUIIEp-
(Operating Systems, BM30pPOB
Hypervisors)
BesomacHocTh pac-| 9. Kaacce pacripeae- | 11. Tlpunyumnst opranmsauuu (PC), kaaccu-
IIpeAeAeHHBIX  cucTeM | AeHHbIX cucteM (PC) n | dukaums PC
(Distributed Systems | ux ysI3BUMOCTeNI 12. Anaaus yszumocreit PC.
Security) 13. AHaAu3 ysI3BMMOCTEN pacipeAeAeHHbIX

6a3 pannbix (PBA)
14. OCo0eHHOCTU UCITOAb30BAHMS SI3bIKA
CTPYKTYpUpPOBaHHBIX 3anpocoB SQL aast 0be-

cneyenys Vb mpuaoskennit

10. PacnpepeaeHHblie
A€LIeHTPAaAN30BaHHbIE
mopeau P2P. Pacripepe-

A€HHbIE CeTn PaA‘{eHKO

15. TTpuHuuIbI GYHKUMOHMPOBAHUS A€-
LIEeHTPAAM30BaHHBIX BbIuMcAeHuit Tumna P2P u

npobaemet VIB pAast P2P-cuctem

11. PacmpeaeAeHHbIe
CHUICTEMbI: CKOOPAVHU-
pOBaHHas KAaCTepusa-

LI1Is1 peCypCcoB

16. Buapl kaactepusauuu pecypcos PC,
npo6aeMsl V1B 11 METOAOB VX peLeHNIT AAST

KAaCTEepoB

Ayrentuduxanys, As-

TOpM3auysa 1 y4€eTHOCTb

12. ABropusauus

(Authorisation)

17. TIpOoTOKOABI aBTOPM3ALMM Y BOIIPOCHI UX

YA3BUMOCTHU

13. YnpaBaenue po-
CTYIIOM B PaCIpeAEAeH-

HBIX CUCTeMax

18. YmpaBAeHIUe AOCTYIIOM B pacIipeAeAeH-

HBIX CCTeMaxX

14. Ayrentudnkaumus
(Authentication)

19. MoaeAu, OCHOBHbIE METOABI U IIPOTOKO-

AbI, CTAHAAQPTBI ayTeHTUPUKALMS

15. YuutpiBaeMoCTh

(Accountability)

20. OCHOBHbBIE METOABI yYeTa MCIOAb30Ba-
HUSI PeCypCcoB
21. OcobeHHOCTU UCTIOAb30BaHUs AAA-

TEXHOAOTUM B CUCTeMaxX MHTepHeTa—BeLL[eI?[
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12.5 MoaeAb HaBBIKOB KII0€p0e30ImacHOCTH AASL KaTeropuu «besomacHocTh
nporpaMMHOro o6ecrneuenus u naarpopm (Software and Platform Security)»

LleAbi0 AQHHOV KaTeropuy sIBASIETCSI ONPeAEAEHVE HABBIKOB AASL CAEAYIOLel
IPYIIIIbI AOMEHOB:

- Be3omacHOCTb MpOrpaMMHOro obecrneyeHus

- besomacHocTp Ba6-n1AaThopm

OrnpeAeAsIeTCs] CAEAVIOLVIT COCTaB HAaBBIKOB AAST AOMeHA «Be30ImacHOCTb mporpamMm-
HOTO 00ecrieyeHysI»:

1. Paspaborka moaeau JK1I BITO.

2. OrmpepeaeHye LieAell, CTpAaTerMy M MOAUTVKY Oe3omacHOCTM (MHGOPMALVIOH-
HOM, QYHKLIOHAABHO¥, TEXHOAOTYECKOM).

3. OueHka akTMBOB 1 aHaAn3 pucKoB ysazsumoctei I'1O Ha npotspxennu )KL BITO.

4. Paspabotka crieumduxaumii TpedboBaHmit K 6esomacHoctu 1O (TpeboBanmit K
JKLJ BITO, tpeboBanmit K MHPOPMALOHHON, (PYHKLOHAABHOI U TEXHOAOTMYECKO
6esomacHoctu I10).

5. Paspabotka crieuyuKaiuit abCTPAKTHBIX TECTOBBIX KOMITAEKTOB U CLieHap1eB
TECTUPOBAHVISL

6. CospaHue cpeACTB aBTOMarm3almy TectrpoBanus 10, BKAIOYAsT MCIIOAHVIMbIE
TEeCTOBbIE KOMIIAEKTBI U CLIEHAPUIL

7. TectupoBanue 6e3omacHocTy 1 BocctaHoBAeHMs [10, paspaboTka u KoHPUTY-
pUpOBaHMe MaTyen.

8. PaspaboTka 1 peaAn3alysi METOAOB M MIHCTPYMEHTOB AASI BBISIBAEHS YSI3BUMO-
cren I'1O.

9. TlpumeHeHne mep 1o obecreuenuto OesomacHocty I1O Ha mporsprenyn XKL
BITO.

10. Paspaborka nporpaMm B COOTBETCTBUM C TPeOOBAHVSIMYU TEXHOAOT MM Oe30mac-
HOTO IIPOrPaMMMPOBaHMSL.

11. DyHKUMOHAABHOCTD CYyIIHOCTe W &M-2KOCHUCTeMBbI: IPUAOYKEHNA, BeOa, mara-
3VHa TIPUAO>KEHUIA, IPpoBariAepoB ycAyT. Kaaccudukanys yrpos.

12. Be3omacHOCTb CBsI3Y CYIJHOCTEN SKOCUCTEMBL: MHTEPQENIChI, ayTeHTUPUKALMS,
npotokoAabl PKI 1 HTTPS, X.509, cookies, ynpaBaenne pooctynom.

13. Kaaccuduxauyst GUUIIMHTOBBIX aTaK,  BUABI MeXaHM3Ma KAMKAKEKMHIa
(Clickjacking), ys13BUMOCTY XpaHEHMsI AQHHBIX U (pU3MYECKMEe YSI3BUMOCTY Ha CTOPOHE
KAMEHTA

14. Crioco6bl MPOTUBOAENCTBYS aTakaM Ha CTOPOHE KAMEHTA

15. Ocobennoctu texHoaorun Web-nporpammupoBatnus: Python, Ruby, Java
or JavaScript, include Uniform Resource Locators (URLs), the Hypertext Transfer
Protocol (HTTP), the Hypertext Markup Language (HTML), Cascading Style Sheets
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(CSS), the JavaScript programming language, Hypertext Markup Language (HTML),

JSON and XML

16. Kaaccuduxaiys yss3aBUMOCTEN 1 BUAOB aTakK Ha CTOPOHE CepBepa.

17. Crioco6bl MPOTUBOAEICTBIS aTaKaM Ha CTOPOHE cepBepa

18. HTTP ayrentudukanus. AAA-npoToKoA. AyTeHTUUKALUS Ha OCHOBE
¢aitaoB cookie. MHorodaxopHas ayrentudukanus. Ocobennoct AAA-TexHOAO-

ruit Aast VIHTepHeTa Bellen

19. TloauTuka ynpaBaeHMs napoAasmu. [eHepauus napoaeit. OLieHKa ImapoAeit.

20. TexHoaorum MAeHTUPUKALMN U aBTOPU3ALUU.

CTpyKTyprpOBaHIe KaTeropuu HaBbIKOB «be30MmacHOCTbh MpOrpaMMHOTO 0be-

crieyeHus u aatdopm (Software and Platform Security)» npruBeaero B Ta6. 12.5.

Tabauna 12.5

,A,OMeHbI, MOAYAU, HAaBbIKI «be3onacHocTh NnporpaMMHOTO obecrieyeHsI»

AoMeHbr

Moayan

HapbIku/3HaHUSA TE€MbI

BesonacHocTh mpo-
rpaMMHOTO0 obecreye-
Hus (Secure Software

Security)

1. JKu3HEHHBIN LKA
6€301acHOro IporpaMm-
Horo obecnieuenuss (OKL]
BITO). MeToandeckue u
HOPMATVBHbIE OCHOBBI
JKLJ BITO

1. Moaean XL BITO

2. Tlpouecc ynpas-
AeHMsI 6€30MaCHOCTbIO
(nudopmaroHHOIL,
(YHKIIMOHAABHO,
TEXHOAOTUYECKOI)
MHPOPMALIMOHHO TeX-

Hoaorueit u ITO

2. 1leam, cTpareruu 1 NoAUTUKY Oe3omac-
HocTy (MHGOPMALMOHHOM, PYHKLIIOHAABHOI,
TEeXHOAOTUYECKOM)

3. OueHKa aKTMBOB U aHAAU3 PUCKOB ysI3-

sumocteil I1O Ha npotsxenuu YKL BITO

3. Paspaborka Tpe-
60oBaHMi1 K 6e30macHOMY
1o

4. Paspabotka crneundukaumit TpeboBaHuMI
K 6esomacHoctu 1O (TpeboBannit xk XKLJ BITO,
TpeboBaHuI1 K MHGOPMALIMOHHOIL, GYHKIMO-
HaABHOII U TEXHOAOTUYECKOI 0e30IMacHOCT
110)

4. TecTtupoBaHue
6€30IacHOCTY 1 BOC-

craHoBAeHusa [10

5. Paspaborka creumduxanmit abcTpakT-
HBIX TECTOBBIX KOMIIAEKTOB 1 CLiEHApJEB
TECTUPOBAHMSI

6. Co3paHye CPEACTB aBTOMATU3ALMYI

TECTUPOBAHUA ITO, BKAIOYAST UCTIOAHMMBIE

TEeCTOBbIE KOMITACKTBI 1 CLIeHapUU
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7. TecTupoBaHue 6€30MaCHOCTU U BOCCTA-
HosAeHus T1O paspaboTka 1 KOHGUIypupoBa-

HUe TaTyen

5. Kareropun ysassu-
MocTeit 1 Kaaccuduka-

uust omm60ok B ITO

6. IlpeporBpalieHue

YA3BUMOCTEN

7. OOHapyXeHue

YA3BUMOCTEN

8.  MuHumusaus
MOCAEACTBUII KCIIAYa-

Tagum yﬂSBMMOCTe];I

8. PaspaboTka u peaAusaLysi METOAOB U
MHCTPYMEHTOB AASI BBISIBAEHUS YSI3BUMOCTEI
B [1O

9. TlpumeneHue mMep 10 obecrevyeHuio 6es

onacHoctu 1O Ha npotskenyn JKLIBITO

9. TexHoAorus 6es-
OMaCHOTO MPOrPaMMU-

pOBaHusI

10. Paspaborka mporpamm B COOTBETCTBUM C
TpeGOBaHUSIMM TEXHOAOT MY OE30MaCHOrO0 Mpo-

I'PaAaMMVPOBAHUA

BesomacHocTb B30-

nAaTpopm

10. TMpunHumnb! GyHK-
uuoHuposanus W&M-
skocucrteMbl (Web u
Mobility)

11. DyHKUMOHAABHOCTD cylHOCTel W&M-
9KOCHUCTEMBIL: IPUAOXKEHUIT, Beba, MarasuHa
MIPUAOXKEHMIA, TIPOBAIAEPOB ycAyT. Kaaccudu-
Kalys yrpo3

12. BesomacHOCTb CBSI3M CYI[HOCTEN 9KO-
cucTeMbl: MHTepderichl, ayTeHTU KA,
npotokoAsl PKI u HTTPS, X.509, cookies,

YIIPpaBA€HME AOCTYIIOM

11. YasBumocTtu Ha
CTOpPOHE KAMEHTA U CIIO-

COODI MX ITPEOAOAEHMS

13. Kaaccudukaryst puimHroBeix
arak, BMABI MEXaHM3Ma KAUKAYKEKMHIA
(Clickjacking), ysi3BUMOCTU XpaHEHMsT AQH-
HBIX 1 pU3MYeCKHe YSI3BUMOCTY Ha CTOPOHE
KAMEHTa

14. Cnocobsl MPOTUBOAENCTBYSI aTaKaM Ha

CTOPOHE KAVIEHTA

12. YasBumocTu Ha
CTOpOHE CepBepa U CIo-

COOBI MX IIPEOAOAEHIISE

15. OcobenHoctu Texuoaorui Web-
nporpammupoBatus: Python, Ruby, Java or
JavaScript, Uniform Resource Locators (URLSs),
the Hypertext Transfer Protocol (HTTP),
the Hypertext Markup Language (HTML),
Cascading Style Sheets (CSS), the JavaScript

259



Cyxomaun B.A., Beaskosa O.C., Kaumuna A.C., [lorsuckas M.C., Pycanos A.A.

programming language, Hypertext Markup
Language (HTML), JSON and XML

16. Kaaccuduxanys ys3BUMOCTEN U BUAOB
aTak Ha CTOPOHE cepBepa

17. Croco0Obl IPOTHBOAENCTBUS aTaKaM Ha

CTOpOHE cepBepa

13. AyrenTndukaumus

18. HTTP ayrentnduxaums. AAA-
IIPOTOKOA. AyTeHTUUKALMS HAa OCHOBE
¢ariros cookie. MHorodaxkopHas ayTeHTUGU-
Kauyst. OcobeHHOCTH AAA-TeXHOAOTUIT AAST

VnTepHera Belei

14. YnpaBaeHue
MapPOASMU, TEXHOAOT UM

MAeHTUGUKALK

19. TloAmTuka ympaBAeHMs mapoasimMu. [ene-
pauus napoaert. OLeHKa mapoaein

20. Texuoaormu npaeHTHUKALMY 1 aBTOPU-

3aLuUu

12.6 MopeAb HaBBIKOB K0ep0e30macHOCTI AASI KaTeropuu «be3omacHoCTh
nHppacTpykryps! (Infrastructure Security)»

]_[eAbIO AaHHOfI KaTeropum SABASETCA OIIPEACAEHVE HABDBIKOB AAA CACAYIOIHGIV/I

I'pynIibl AOMEHOB:

CerteBas 0e30MacHOCTb
Be30omacHOCTb anmapaTHOro ypoBHsI

BesomacHoCTb K1bep-pusnyeckax cucTemMm

besomacHocTb (1)I/ISM‘{€CKOI'O YPOBHA U TeAeKOMMYHI/IKaLU/H;I

AAsI AQHHOJ KaTeropuM ONPeAEAeH CACAYIOIMIT COCTaB HaBbIKOB:

IMToAHBINT cOCTaB HAaBBIKOB AN AaHHOI;I KaTeropum COCTaBASET CACAYIOLIME Ha-

BBIKU:
1. ApxuTeKTypa CeTeBBIX IPOTOKOAOB U CETEBOII 0€30MaCHOCTU
. CeTeBble IPOTOKOABI, YSI3BUMOCTH, aTaKy1
3. CocraB 1 Ha3Ha4YeHVe TPOTOKOAOB IPUKAAAHOTO YPOBHSI 11 MX 6€30ITaCHOCTb
4. VIHdpacTpyKTypa OTKpPBITOrO KAKOYA
5. besomacHocTb cuctembr DNS
6. besomacHoctp npoTtokoaa HTTP
7. bBesomacHOCTb MPOTOKOAA CETEBON CHMHXPOHMU3ALUY
8. YcranoBAeHue TpaHcnopTHOTO coepnHenusi, Handshake
9.

MeTtoab! popmMupOBaHMSI TAABHOTO CEKpeTa M OOLIMX KAIOYEN AASL TPaHC-

IIOPTHOTO COEAVIHEHM A

10. BesomacHOCTb Nepepauy AQHHBIX IO MPOTOKOAY TSL

11. Beictpoe mopkawveHre K VintepHety mo npotokoay UDP (QUIC) u Ges-
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OITIACHOCTD €T0 VICIIOAb30BaHUA

12. Be3omacHOCTB U 3aluTa CETEBOV MHPPACTPYKTYPBHI.

13. BesomacHOCTb 1 3aIuTa AAS IIPOTOKOAOB CceTeBOro yposHs IPvé u IPv4

14. Dbe3onacHOCTb AASI IPOTOKOAQ MAapLIPyTU3aLIUK

15. BesomacHocTtp u 3ammra Ha KaHaabHOM ypoBHe (IEEE 802.1X Port-based
Authentication)

16. Ataxu Ha Ethernet-kommyTtarops! (Ethernet Switches)

17. ApxurtexTypa, MpUMHLUIB (QYHKLMOHMPOBAHMS U 3aLIUTHI MPOrPaMMHO-
KOMMYTHpYeMbIX ceTeit (SDN)

18. BesomacHOCTb 1 3a1uTa B 6€CIIPOBOAHBIX AOKAABHBIX CETSIX

19. DbesomacHOCTD 1 3alMTa CeTEBBIX TEXHOAOT M VIHTepHeTa Belei

20. ©@uavbtpsi/darpBoasl maketoB (Packet Filters/Firewalls)

21. IlIaro3el mpukAapHoro ypoHs (Application Gateway - AG)

22. CucreMbl 0OHapy>KeHMS IPOHUKHOBEHMIA

23. Cucrenmsl (Intrusion Detection Systems - IDS)

24. Cucrema mnpepoTBpaieHuss npoHukHoBeHuit (An Intrusion Prevention
System - IPS)

25. TlpuHUMIBEI pa3apaboTKu

26. Kaaccuouxkanus ypoBHen annapatHoi 6esonacHoctu (Y-pnarpamma laiicku
u KyHa)

27. KoHLenuus KOpHsI AOBEPUSI I MOAEAEN yIrpo3 B KOHTEKCTe 0e30MacHOCTH
000pYAOBaHMSL.

28. Ouenka KpunTorpapuyeckx MopyAeii Ha ocHoBe craHpapTa NIST FIPS140-2.

29. Metopp! oueHkn MT-poAyKTOB Ha OCHOBe MEXAYHAapOAHOIO CTaHAApTa
ISO / IEC 15408 (O61ume xputepuu oLeHKM 6e30macHOCTI MHPOPMALMOHHBIX TeX-
HOAOTUI)

30. IpunHumnel KoHuenuuyu Oe3omacHbIX U AoBepeHHbIX maardopm (Trusted
Platform)

31. AnmapatHble MOAYAY 6€30ITaCHOCTH

32. BesomacHble cMapTKapThI

33. SESIP: CraHaapr olieHKM Oe30macHOCTU AAsI TAaTdhopM VIHTepHeTa Belei

34. CpeacTBa anmapaTHoi MOAAEPXXKM 0e30IacHOCTY NMPOrpaMMHOrO obecre-
YeHMsI

35. TIpMHIUMITBI AMIITAPATHO PEAAU3aLUU KPUTOTPahUIECKUX AATOPUTMOB

36. CueHapuy peaAmsalyy aTak Ha 0OOPYAOBaHME IO CTOPOHHUM KaHaAaM U
aTakK OTKa3a M IpUMeHsIeMble KOHTPMepBI

37. Wepapxus texHorormueckux ypoBHeit CPS (mopeap Purdue). DtasoHHas
MoAeAb U xapakTepuctuku CPS, BuabI aTaxk

38. Cpeacrsa 3amutbl CPS 0T ecTeCTBeHHbIX ¥ MICKYCCTBEHHBIX YIPO3, BKAIOYAs
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cpeACTBa MHPOPMALIMOHHON 6€30TIaCHOCTI

39. TumoBsble pelleHus MO MPEAOTBPALIEHNI0, OOHAPY)KEHUIO Y pearvpoBaHMIO
Ha aTaKy, BKAIOYAsl pelLleHNs] B PUKAAAHBIX AOMeHaX (MHAYCTpUaAbHbIE CUCTEMbI
ynpaBaenus (ICS), ymHbIe 9AeKTpOCETH, aBTOMOOMABHBIE 1 TPAHCIIOPTHbIE CHCTe-
MblI, pOOOTBI 1 aBTOMATU3UPOBaHHbIE IPOU3BOACTBA, MEAULIMHCKIE TIPUOOPHI 1 AP.)

40. OyHAaMeHTaAbHbIE KOHLIELUY 1 OCHOBHbIE METOABI 11 CPEACTBA B OecIpo-
BOAHOII CBSI3Y AASL OOecrieueHNs] KOHUAEHLMAABHOCTH, LIeAOCTHOCTH, YIIPABAEHMSI
AOCTYIIOM U CKPBITOII CBA3U

41. MeToabl 0becrieyeHsI yCTOMYMBOI K TOMeXaM CBSI3U

42. BesonacHOCTDb GM3MYECKOTO YPOBHSI BBIOPAHHBIX KOMMYHMKALIMIOHHBIX Te€X-
HOAOTUII

CTpyKTyprpOBaHue KaTeropuyu HaBBIKOB «be3omacHocTh MHOGPACTPYKTYphI
(Infrastructure Security)» npuBeaero B Ta6. 12.6.

Tabaua 12.6

Aomenbr, «be3omnacHoCcTh MHOPACTPYKTYPBI

MOAYAY, HABBIKM KaTe€ropum

(Infrastructure Security)»

AoMeHbI

Moayan

HapBbiku/Temsl

CeTteBas 6€30I1aCHOCTh

(Network Security)

1. VIuTepHeT-apxu-

TEKTYpa

1. ApxurekTypa ceTeBbIX IPOTOKOAOB U

ceTeBOM 0e30MacHOCTI

2. CereBble IpoOTO-

KOABI ! YAA3BMMOCTN

2. CerteBble IIPOTOKOADBI, YI3BUMOCTYH,

aTaKn

3. besomacHocTb
MIPOTOKOAOB IIPUKAAA-

HOTO YPOBHA

3. CocraB 1 Ha3Ha4YeHVe TPOTOKOAOB MPU-
KAAQAHOTO YPOBHs 1 11X 6€30MacHOCThb

4. VIudpacTpyKTypa OTKPBITOTO KAKOYA

5. BesomacHocTh cuctembr DNS

6. bBesomacHocTp mpoTokora HTTP

7. Be30macHOCTb IPOTOKOAA CETEBOI CUH-

XPOHM3ALUN

4. DbBesomacHOCTb U
3alUTa CKBO3HOM Tepe-
AQul AQHHBIX Ha TPaHC-

TIIOPTHOM YpPOBHE

8. YcTaHOBAEHUe TPAaHCIOPTHOTO COEAHe-
Hus, Handshake

9. Metopbl GOpMUPOBAHMSI TAQBHOTO
CeKpeTa 1 001X KAKOYEN AASI TPAHCIIOPTHOTO
COEAVHEHUS

10. BesomacHOCTb Iepeaauy AQHHBIX 11O
nporokoAy TSL

11. BricTpoe mopkAtoueHre K VIHTepHeTy no
npotokoAay UDP (QUIC) u 6e30macHOCTb ero

VICITIOAB30BAaHMA
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5. besomacHocCTb

ceTun

12. Be3omacHOCTb U 3alUTa CETEBOM UH-
¢$pacTpyKTypHL

13. BesomacHOCTb U 3alUTa AASI IPOTOKO-
AOB ceTeBoro yposHst IPv6 u IPv4

14. Bes3omacHOCTb AAS TPOTOKOAQ MapILIpy-
TU3ALUN

15. BesormacHOCTb U 3alTa HA KAaHAAb
HoM yposHe (IEEE 802.1X Port-based
Authentication)

16. Araxu Ha Ethernet-komMmmyTaropst

(Ethernet Switches)

6. bBesomacHoCTb B
cetsix SDN

17. ApxuTexTypa, MIPUHLUIIEI GYHKLIMOHM-
POBaHMA U 3aIUTHI IPOrPAMMHO-KOMMYTUPY-

embix ceteir (SDN)

7. besomacHoCTh
6eCIIPOBOAHBIX AOKAADb-

HBIX ceTein

18. BesomacHOCTb U 3auuTa B 6ECIIPOBOA-

HBIX AOKQaABHBIX CETAX

8. besomacHocTh
U 3al/Ta CeTEeBBIX
TexHoAoruit ViHTepHera

Bellen

19. Be30macHOCTb U 3al[UTa CETEBBIX TEXHO-

Aaoruit ViHTepHeTa Belen

9. VIHCTpyMeHTBI U
TEXHOAOT MM CETeBOI

3alUThI

20. Ouabrpsi/daitpBoas: makeTos (Packet
Filters/Firewalls)

21. IIIA103bI TIPUKAQAHOTO YPOBHSA
(Application Gateway - AG)

22. Cucrembl 0OHapy)KeHMs IPOHUKHOBE-
HUN

23. Cucremsl (Intrusion Detection Systems
- IDS)

24. Cucrema npeAOTBpalleHNsT IPOHUKHO-
BeHuit (An Intrusion Prevention System - IPS)

25. TpuHuunbl pa3paboTKU CPEACTB ceTe-

BOJI 3aIIIUTHI

BesomacHocTh
aIlMapaTHOro ypOBHs

(Hardware Security)

10. MHoroypoBHeBas
MOAEAD aINapaTHOM

abcrpakyun

26. Kaaccudukauys ypoBHeN annapaTHoO
6esomacHoctu (Y-puarpamma lancku u Kyna)
27. KoHuenuusi KOpHs AOBEpUs U MOAEAeN

YIpoO3 B KOHTEKCTE 6e3omacHOCTU O60pyAOBa—

HUA
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11. Viamepenne amma-

paTHoi1 6e30macHOCT

28. Ouenka KpunTorpaduueckux MOAyAeii
Ha ocHoBe cTanpapta NIST FIPS140-2

29. Mertoab! oueHku IT-poayKTOB Ha
OCHOBe MeXAyHapoaHoro ctaHaapTa [SO / IEC
15408 (O61uue KpuTepuu oLieHKM 6e30MacHo-

¢ty MH(OPMALIMOHHBIX TEXHOAOTMIT)

12. 3amuiieHHbIe

mAaTHOpMbI

30. IMpuHUMIBI KOHIENMY 6€30IaCHBIX 1
aoBepenubix naardopm (Trusted Platform)

31. AnmapaTHble MOAYAU 6€30IaCHOCTH

32. DbesomnacHble CMapTKapThl

33. SESIP: CranpaprT oljeHKM 6€30I1acHOCTI

Aast aatdopm ViHTepHeTa Belen

13. AnmnapartHas
MOAAEPIKKa be3ormac-
HOCTHU NIPOrPaMMHOTO
obecrieyeHns Ha ypOBHe

APXUTEKTYPbI

34. CpeacCTBa anmapaTHoOl IIOAAEPXXKH Oe3-
OIaCHOCTM NPOrPAMMHOT0 00eCcIedeHNst
35. TlpuHLMIIBI aniapaTHOM peaAu3aLuu

Kpunrorpapuyeckux aArOpUTMOB

14. Araku o crTo-
POHHUM KaHaAaM, aTaKu

OTKa3a ¥ KOHTPMeEPbI

36. CueHapuy peaausanuy aTak Ha 060-
PYAOBaHMeE [0 CTOPOHHMM KaHaAaM U aTak

OTKa3a 1 NIpUMeHsIe€Mbl€ KOHTPMEPbI

BesomacHocTb Kubep-
dusuyeckax cucrem
(Cyber-Physical Systems
Security)

15. Buppbl u obaacTu
npumeHeHus: CPS, kom-

ITA€KCHaA

37. Vliepapxus TeXHOAOTMYECKMX YDOBHEN
CPS (mopeab Purdue). DTaAOHHASI MOAEAD U
xapaktepuctuku CPS, BupbI aTax

38. Cpeacrsa 3amutel CPS oT ecTecTBEHHBIX
U UICKYCCTBEHHBIX YIPO3, BKAIOYAsI CPEACTBA
MHPOPMALIMOHHO 0€30I1acCHOCTY

39. TumnoBele pelieHMs IO IPeAOTBpalle-
HUI0, 0OHAPYKEHUIO 1 PearupoBaHMIO Ha aTa-
K1, BKAIOYAsI PelLleHNsI B IPUKAAAHBIX AOMEHaX
(MHAYCTpUMAAbHBIE CUCTEMBI YIIPABAEHMUS
(ICS), ymHbI€ 2A€KTPOCETH, ABTOMOOMABHDIE
U TPAHCIIOPTHBIE CUCTEMBI, POOOTHI U aBTOMA-
TU3MPOBAHHbIE IIPOM3BOACTBA, MEAULIVHCKIIE

pubOpsL U AP.)

besonacHocTb Gu-
3M4€CKOT0 YPOBHS U
TeAeKOMMYHUKALWIT

(Physical Layer &

16. Cxems! ¢pusuue-
CKOTO YPOBHS AASL 00€-
criedeHyst KOHGUAEHIIN-

AAbBHOCTH, HIEAOCTHOCTU

40. dyHpaMeHTaAbHble KOHLEIILIUY U OC-
HOBHbIE METOABI 11 CPEACTBA B OECIIPOBOAHOI
CBsI3U AASL OOecrieyeHrst KOHPUAEHLUAABHO-

CTH, IIeAOCTHOCTH, YITPABAEHMSI AOCTYIIOM U
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Telecommunications Y KOHTPOASI AOCTYIIa CKDBITOJ CBSI3U

Security 41. Mertopbl obecrieueHns yCTOMIMBOI K

IIoMexam CBsA3U

42. Be3omnacHOCTb p1U3NYECKOTO YPOBHS BbI-

6pa1—u—1b1x KOMMYHMKalMOHHbBIX TEXHOAOTU

12.7 MoaeAb HaBBIKOB Ku0ep0e30macHOCTU AAS KaTeropuu «besomacHocTh
texHoaoruii (Technology Security)»

ueAbIO AaHHO];I KaTeropum SABASETCA OIIPEAEAEHVE HABDBIKOB AAA CAEAYIOHLCIZ
T'pynIibl AOMEHOB:

- BesomacHocTtb TexHoaoruit boapmmx panabix (BA)

- besomacHocTs unTepHeTa Bemen (M1B)

- TexHoAoOrnYeckye HaBbIKU

AAsI AQHHOM KaTerOpUM OTIPEAEAEH CAEAYIOIUI COCTAB HABbIKOB:

IToAHBIT cOCTaB HAaBBIKOB AN AaHHOﬁI KaTeropmm COCTaBASIET CACAYIOLIME Ha-

BbIKU:

1.

ApxuTtexTypHble pewenus AAs cucteM BA 1 VIB BA (PaspaboTka ¢pyHKImo-

HAaABHBIX ITpoduAent cucteM BA u apxuTekTypsel 6e3onacHocTu cucteM bA)

2.

AHaAM3 COOTBETCTBMSI CTAaHAAPTAM M COBMECTMMOCTU TexHoAorui b

(ITpoBepka COOTBETCTBMSI CTAHAAPTAM M QHAAU3 MHTEPOIEPA0EABHOCTY TEXHOAO-
ruit VIb aast dyHKUMOHAaABHBIX TIpoduaelt cuctem BA)

VaenTudukaiiys npodsembl

[MTonuMmaHue OU3Heca

VaeHTHdUKALIMS UCTOYHUKOB AQHHBIX
[ToAy4yeHMe paHHBIX

AyAUT AQHHBIX

OuncTKa AQHHBIX

VccaepoBaTEABCKUI aHAAM3 AQHHBIX
Pa3paboTka aHAAUTUYECKOTO peLieHts
[TpeaBapuTeAbHast 06pabOTKA AQHHBIX
Coszpanue MopeAur mpruAoKeHus bA
TecTupoBaHMe 1 BaAUAQLIMST MOAEAU
DKCIIAyaTalisl MOAEAU

PasButue 6usHeca

[TpeseHTauys 3aKa3uuKy

MOHUTOPUHT U OLIEHKA MOAEAe
ApxuteKkTypHble pelieHys Aas cuctem loT
TTpoeKkTupOBaHMe 1 AAQTITALVST MOAEAU JKU3HEHHOTO [[UKAA O€30IMaCHBIX CUCTEM
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20. Anaaus TpeboBaHMiT THPOPMALMOHHON U PYHKLMOHAABHON 0€30MacHOCTH
cucteMm loT

21. MoaeaupoBanue puckoB cuctem [oT

22. PaspaboTKa 3alUTHBIX CPEACTB AASI MUHGPACTPYKTYPHI U Beleit cuctem loT

23. Vicnoap3oBaHyue MHCTPYMEHTAABHBIX CPEACTB HAayKM O AQHHBIX AASI paspa-
OOTKM IPUAOKEHUIT B MHTEepecax pelieHus 3apad Kubepbe3onacHOCT

24. Vicnoap3oBaHue ammapara BA AAs pellleHMs] aHAAUTUYECKMX 3aAa4 Knbep-
6e30omacHOCT

25. PaspaboTka M peaAusanys KM3HEHHOTO LIMKAQ IIPOTPAMMHBIX CPEACTB,
IpMMEHSIEMBIX B KauyeCTBe MHCTPYMEHTapUsl AAsI pellieHus 3apady Kubepbeso-
MaCHOCTU

26. IlpuMeHeHVEe METOAOB MAIIVMHHOTO OOYY€eHNs AAS pelleHNs 3apay Kubepoe-
30IIaCHOCTHU

27. VcnoAab3oBaHVe METOAOB M CPEACTB 3ALUTHI OT aTaK HA AATOPUTMBI MALIVH-
HOTO 00y4eHus

CTpyKTypupOBaHue KaTeropuu HaBbIKOB «Be3omacHocTh TexHOAOrUI» MpuBe-
AeHo B Ta6. 12.7.
Tabauua 12.7

AOMeHbI, MOAYAM, HaBbIKI KaTE€TOpUU «be30macHOCTh TEXHOAOTUIT»

AoMeHbl AoMeHbI Hasbikn

BesomacHocTh TEXHO-

Aorumt BA

1. OyHKUMOHAAB-
HOe IpodUAMPOBaHKE

cucteMm BA

1. ApXMTeKTypHBIE pEeLIeHVs AASL CUCTEM
BA n VB BA (PaspaboTtka (pyHKIMOHAABHBIX
npoduaeir cucteM BA 1 apxuTekTypsl 6e3-

omacHocTu cuctem BA)

2. VccaepoBanue
MHTEepoIrepabeAbHOCTH
TexHoAorum Vb aAs
(YHKLIMOHAABHBIX ITPO-

duaeit cuctem BA,

2. AHaAM3 COOTBETCTBUA CTAaHAAPTAM U
coBmectumocTu TexHoaoruit V1B (ITpoBepka
COOTBETCTBUSI CTAHAAPTAM U QaHAAU3 MHTEPO-
nepabeapHOCTY TexHoAormit VIb Aast byHKLMO-

HaAbHBIX Iipoduaeit cuctem BA)

3. K. mpuaoxe-
uuit BA. IMouumanue
6usHeca (BUSINESS
UNDERSTANDING)

3. VipeHTuduKaLysa npoodAeMsl

4. TloHumaHue OuU3Heca

4. JK.u. npuao-
>xennit bA. [Tounma-
Hue paHHbIX (DATA
UNDERSTANDING)

VpeHtndukanus MCTOYHUKOB AQHHBIX
IToay4yeHne paHHBIX
AyAnT AQHHBIX

OuncTKa AQHHBIX

Y o NN

VccaepoBaTEABCKUI aHAAMI3 AQHHBIX
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5. JK.. mpuaoxe- 10. PaspaboTka aHAAUTUYECKOTO PellieHNsI
Huit BA. [ToaroTos- 11. TIpeaBapureabHasi 06paboOTKa AQHHBIX
Ka paHHbix (DATA
PREPARATION)

6. JK.u. mpuaoxenuit | 12. CospaHue MOAEAY IPUAOKeHUS BA,
BA. MoaeAaupoBaHue
(MODELLING)

7. K. mpuaoxenuit | 13. TecTupoBaHMe U BaAMAQLIMA MOAEAY
BA. TectupoBanue n
ucnbitanus (TEST &

VALIDATE)

8. K.u. mpuaoxe- 14. DxcrayaTalysi MOAEAU
Huit BA. BHeppenue
(DEPLOYMENT)

9. JK.u. npuao- 15. PasButue 6usHeca
xeHmit BA. Onenka 16. TlpeseHTalys pe3yAbTaTOB 3aKa3uMKY
6113HeC-TIPOLIeCCOB
(COMMUNICATION
OF INSIGHTS)

10. JK.u. npuaokenuit | 17. MOHUTOPUHI U OLIEHKA MOAEAEN
BA. ITpoaoaxaromasics
orenka ONGOING
ASSESMENT).

MounTopuHr u oueHka | 11. ApxurekTyp- 18. ApXnTeKTypHBbIE pelleHNsI AAS CUCTEM
MOAeAen HOEe NPOEKTUPOBAHKE IoT
CUCTEeM U NIPUAOXKEHUN 19. TlpoexTupoBaHue U apanTaLuA K 3a-
IoT (IIoT) AQHHBIM YCAOBMSAM MOAEAM KM3HEHHOIO LIMKAQ
6e30IMacHbIX CUCTEM

12. TIpoexktupoBanue | 20. AnHaAans TpeboBanum uHbopmanu-
cucteM [oT, yAOBAETBO- | OHHOI M GYHKLIMOHAABHOI O€30IIaCHOCTH
psitoiux TpeboBanuam | cuctem loT
MHPOPMALIOHHOI U 21. MopeanpoBaHue pUcKoB cuctem [oT
dyHKIMOHAABHOI 6e3- 22. PaspaboTKa 3aIUTHBIX CPEACTB AASI
OITACHOCTH nHGPACTPYKTYpHI U Beleit cuctem 1oT,

MHCTPYMEHTOB KOHTPOASI U MOHUTOPMHTIA
YHKIMOHMPOBaHMS OKOHEYHBIX YCTPOICTB
cucteMm loT
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TexHoaoruueckue

HaBbIKU

13. . VIHcTpyMeHTaAb-
HbI€ CPEACTBA HAayKU O
Aannbix (Data Science
Tools)

23. Vcnoab3oBaHMe MHCTPYMEHTAAbHBIX
CPeACTB HayKI O AQHHBIX AASI Pa3paboTKM
IIPMAOYKEHMII B MHTEPEeCaX pelleHNs 3apa4

K1bepbe3onacHOCT

14. AHaAuTHKA OOAB-
X AaHHbIX (Big Data

Analytics)

24. VicnoabsoBaHue anmapaTta BA aas
pelLeHysT AaHAAUTUIECKUX 3aAa4 Knbepbeso-

ITAaCHOCTU

15. VmpaBaeHue
npoexTamu (Project

Management).

25. PaspaboTka 1 peaAr3saLysi XU3HEHHOTO
LIMKAQ IIPOrPAaMMHBIX CPEACTB, MPUMeHIeMbIX
B KayeCTBe MHCTPYMEHTAPM AASl peLlIeHNs 3a-

A4 KubepbesonacHOCTH

17. TlpumeHeHue
METOAOB MAIIMHHOI'O
o0yueHus U1 3aluTa
OT aTak Ha AATOPUTMbI

MAIIVHHOTO 00y4YeHMst

26. IlpuMeHeHMNEe METOAOB MAIIVHHOIO
00yueHMsI AASL pellieHus 3aAa4 Kubepbesonac-
HOCTH

27. VICmoAb30BaHVE METOAOB I CPEACTB
3aIIMTA OT aTaK HA AATOPUTMbI MALIMHHOTO

00y4eHMst

12.8 MoaeAb HAaBBIKOB Ku0ep0e30nacHOCTU AAA KaTeropuu «basoBbie Ha-
Beiku Computer Science»

Kareropus «basosble HaBbiky Computer Science» npeaHasHaueHa AASI pa3BUTUSA

HaBbIKOB, KOTOPbIE€ ABAANOTCA CI)YHAaMeHTaAbeIMI/I AAS TIOHMMAaHUA 0a30BbIX KOH-

yenuuit pasanuHbix chep MT, BKarovas nHGopMaLoOHHYI0 6€30MMacHOCTb.

BbIAeAeHI/Ie HaBbIKOB AaHHOI7[ KaTeropum B OCHOBHOM 633VIPOB3AOCI> Ha Kyppu-

kyaayme CS2013. Aomennbl kaTeropun «basosble HaBbiku Computer Science» B Ha-

1eM IpeacTaBAeHMM cooTBeTcTBYIOT Knowledge Areas (KAs) BblleynoMsHyToro

CS2013:

- OCHOBBI IPOTrPaMMMPOBAHNS U 6a30Bble AATOPUTMBI 00pabOTKM MHbOpMALK
- ApxuTeKTypa 1 opraHusanus

- I'paduxa u Busyaansanus

- BSaI/IMOAeﬁCTBI/Iﬂ YE€AOBEKa 1 KOMIIbIOTEPA

- YnpaBaeHue nnpopmaimen

- MHTEAAeKTyaAbeIe CUCTEMbI I MAlITHHOE 06y‘1e1-me

-Cetun KOMMYHMKaUn

- OnepaluOHHbIE CUCTEMBI

- [IaaTdbopmMeHHO-OpMEeHTUPOBaHHbIE Pa3paboTKa

- [TapaaAeabHbBIe U paclipeAeAeHHbIE BBIYVICAEHN S

- f3pIKM IpOrpaMMMpPOBAHUS

- OCcHOBBI pa3pabOTKM IPOrPaMMHOTO 00eceveHys

- IIporpaMMHast MH)XeHepus
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- OCHOBBI CUCTEM

- COLU/IaAbeIe ACIIE€KTbI U HpO(l)eCCI/[OHaAbHaH IpaKTUKa

Ha ocHoBaHuu pesyapraTtoB obyuenus (outcomes) Kyppukyaayma CS2013,

BbIAEAEHDI CACAYIOLVI€ HAaBbIKY, COOTBETCTBYIOIINIE AaHHOf/I KaTeropum:

Lindposas roruka u 1judpoBble CUCTEMbI

IlpeacTaBAeHMEe AQHHBIX HA MALIVHHOM YPOBHE
YnpaBAeHMe CUCTEMHON NaMSATbIO

VYrpaBaeHMe B3aIMOAEVICTB/EM B KOMITBIOTEPHOI CUCTEME
BaapeHue mporpaMMMUpoBaHueM 1 pa3paboTKOM aATOPUTMOB
BusyaausuposaHue

ITpoBepka TpebOBaHMIT B3aIMOAEVICTBYS YEAOBEKA ¥ KOMIIBIOTEpa
[TpoexTrpoBaHKe B3aIMOAEICTBYSL YEAOBEKA U KOMIIbIOTEPA
VYrpaBAeHue uHbopmaren

Pabora ¢ cucteMaMu 6a3 AQHHBIX

MoaearpoBaHue AQHHbBIX

OCHOBHbBIE ITOHATYS UHTEAAEKTYAABHBIX CICTEM
Peaaunsanus aaropuTMma noucka

BeposTHOCTHBIN BBIBOA

[TprMeHeHMe TPOCTOrO AATOPUTMA 00yYeHMs

BHeaApeHMe mpocToro NpuAOXKeHMs KAMEHT-CepBep
[lepepaua pAaHHBIX IO CETU

PacripepeaeHue pecypcoB B ceTu

Mo6UABHOCTD

0630p OC

3nanue npuHuunos OC

@aitAoBbIe CHCTEMBI

CucremMsl peaAbHOTO BpeMEHU

Ouenka npousBoputeabHocty OC

Vcnoab3oBanne napasseansma B OC

INaanuposanue B OC

VYrpaBaenue namsaTbio OC

OcHOBBI TAATPOPMEHHO-OPUEHTHPOBAHHOM pa3paboTKu
OcHOBBI IapaaAeA3Ma

[TapasreAbHOE pa3dOueHue

Peaamsanysi CMUHXpOHU3aLUHU

[IpumeHeHMe TapaAA€AbHBIX AATOPUTMOB

[TapasaeAbHas apXuUTeKTypa
OO6BeKTHO-OPUEHTHPOBAHHOE IIPOrPAMMIPOBaHMe
OyHKUMOHAABHOE TPOrPaMMMPOBaHME
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36. CoOBITUITHO-OPMEHTMPOBAHHOE ITPOrPaMMIPOBAHME U IIPOrPAMMUPOBAHME
CUICTEM pPeaAbHOTO BpEMEHU

37. basoBble TUIIBI CUCTEM

38. IlpeacTaBAeHMe MPOrpaMMbl

39. TpaHcaALMA A3bIKa U BbITIOAHEHNE

40. TIpoexTupoBaHKe 1 BHEAPEHNE AATOPUTMOB B pazpaborke I1TO

41. ®yHpaMeHTaAbHble KOHLENLMY IPOrpaMMUPOBaHNA

42. OyHAAMeHTaAbHbIE CTPYKTYPbI AQHHBIX

43. Metoap! paspabotku [TO

44. Paspabotka ITO

45. BaapeHne nHctpymeHTamu paspaborku [1O

46. Paspabotka Tpebosanui k [1O

47. Tlpoexrtuposanue I1O

48. Konctpyuposanue I1O

49. Bepuduxanus u Baanpauus [1O

50. 2Boarouusa ITO

51. Haaéxuoctb ITO

52. BpruucauTeAbHBIE CXEMBI

53. MexXypoBHeBble KOMMYHUKALIMMI

54. CocTosiHUe U MalIMHbI COCTOSIHUS

55. basoBoe BAap€eHMe ITapaAAEAVBMOM

56. OueHKa IPOU3BOANTEABHOCTY CUCTEMBI

57. PacmpepeAeHNe pecypcoB U ITAQHMPOBaHMeE

58. 3HaueHue 6AM30CTU

59. BupTtyaausauus u u3oAALuA

60. HapéxHOCTb uepe3 n30bITOYHOCTD

CrpyKTyprpoBaHue Kareropuu HaBbIKOB «ba3oBbie HaBbik Computer Science»
npuseaeHo B Tab. 12.8.

Tabauua 12.8
AoMeHbI, MOAYAY, HaBbIKU KaTeropun «basosble HaBbikM Computer Science»

1. AR Apxurek- 1. Ludposas aoruka | 1. Lludpopas aoruxa u uudpossie cucre-
Typa M OpraHM3auys 1 11 POBbBIE CUCTEMBI MBI
(Architecture and 2. BsaumoaeiicTBue 2. IlpepcTaBAeHMe AQHHBIX HA MAalUIVMHHOM
Organization) U CBA3b YpOBHEe

3. VYmpaBAeHMe CUCTEMHOM NaMSTbIO

4. YmpaBAeHUe B3aMIMOAEVICTBUEM B KOM-

NbIOTEPHOI CHICTEME
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2. OcHoBBI TpOrpam-
MupoBaHusi 1 6a30Bble
aATOpUTMBI 00paboTKK

MHpOpMaLK

3. Bsepenue B
MpOrpaMMUPOBaHNME 1
6a30BbIe AATOPUTMBI 00-

paboTKu MHpoOpMaLK

5. BaapeHue nporpaMMMUpOBaHMEM U pa

paboTKOI AATOPUTMOB

3-

3. GV Ipaduka u Bu-
syaansauus (Graphics

and Visualization)

4. DyHAaMEHTaAb-

Hble KOHL[eTLUN

6. BusyaausuposaHue

4. HCI Bzaumo-
AEVICTBUSI YeAOBeKa 1
xommbiorepa (Human-

Computer Interaction)

5. TlpoexTupoBaHue

B3alIMOAEVICTBUS

7. TIpoBepka TpeOOBaHMII B3aUMOAENCTBUS

JeAOBeKa ¥ KOMIIbIOTepa
8. IlpoexTypoBaHUe B3aIMOAENCTBUSA

YEAOBEKa I KOMIIbIOTEPpa

5. IM Ympas-
AeHue MHGOpMa-
uueit (Information

Management)

6. Konuenuun
ynpaBAeHus nHdpopma-

Luen

9. VmpaBaeHue uHpopmaLyen

7. Cucremsl 6a3

AQHHBIX

10. Pabora ¢ cucteMamu 6a3 AQHHBIX

11. MopeAMpOBaHMe AQHHBIX

6. IS VMuTreanek-

TYaAbHbI€ CUCTEMbI

8. OcHoBbI cTpare-

'K TTOMICKa

12. OCHOBHbIE TIOHSTUS VHTEAAEKTYAAbHbBIX

CUCTEM

(Intelligent Systems) 13. PeaAmsarjusi aAropuTMa IOMCKa
9.  OcHoBBI IIpea- 14. BeposTHOCTHBIN BBIBOA
CTAaBA€HUA 3HAHUIL U
AOTMYECKUX CYXXAEHUI
10. OcHOBBI MaIIMH- 15. TlpumeHeHMe IPOCTOro AATOPUTMA 00-
HOTo 00yYeHMs yueHMst
7. NCCetuu 11. CereBble NpuAO- 16. BHeppeHMe IPOCTOrO MPUAOXKEHUS
KOMMYHMKaLMK JKEHMST KAVEHT-CepBep

(Networking and

17. Tlepepaya AQHHBIX IIO CETU

Communications) 12. Pacnpepeaenue 18. PacmpepaeaeHne pecypcos B ceTu
pecypcos
13. MobuAbHOCTD 19. Mo6uabHOCTB
8. OS Ormepa- 14. TIpunymnser OC 20. O630p OC
LIMOHHBIE CUCTEMBbI 21. 3nanue npuHuunoB OC
(Operating Systems) 22. DaiAOBbIE CUCTEMbI
23. CucrteMbl peaAbHOTO BpeMeHU
24. Ounenka npoussoputeabHocT OC
15. Tlapaaaeansm 25. VicnoapszoBaHue napaaseausma B OC
16. ITaaHupoBaHue u 26. Ilaanuposanue B OC

OTMpaBKa
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17. VmpaBaeHue 27. Ynpaaenne namaATbio OC
MaMATBIO
9. PBD Ilaardop- 18. BepeHue 28. OcHOBBbI TAATHOPMEHHO-OPUEHTUPOBAH-
MEHHO-OPVIEHTHPO- HOJI pa3paboTKu
BaHHasl paspaboTka
(Platform-based
Development)
10. PD ITapasaaean- 19. TlapaaaeabHO€ 29. OcHoBbI MapaAAeAU3Ma
HbIE U paclipeAE€AeHHbIe | pas3bueHue 30. TlapaaaeabHoe pa3bueHue
Boruncaenus (Parallel 20. CBs3b 1 KOOpAU- 31. Peaausauusi CMHXpOHU3ALUNI
and Distributed HaLus
Computing) 21. IlapaaaeAbHble 32. IlpuMeHeHMe MapaAAEAbHBIX AATOPUT-
AATOPUTMBI, QaHAAU3 U MOB
MPOrpaMMIpPOBaHIe
22. ITapaaaeAbHas 33. TlapaareabHast apXUTeKTypa
apXUTEKTypa
11. TlapaaaeabHas 23. O6bexkTHO-OpueH- | 34. OOBEKTHO-OPUEHTUPOBAHHOE IIPOrPaM-
apXUTEKTypa TUPOBAHHOE NIPOrpaM- | MUpPOBaHue
MIUpPOBaHIe
24. OynkumoHaabHoe | 35. (DYHKIMOHaAbHOe MIPOrpaMMIUpOBaHNe
MPOrpaMMIPOBaHIe
25. CobpituitHo-opu- | 36. CoOBITUITHO-OPMEHTUMPOBAHHOE IIPO-
€HTUPOBAHHOE IIPO- rpaMMUpOBaHMe U IIPOrpaMMIpOBaHye
rpaMMUpPOBaHUe U IIPO- | CUCTEM PEaAbHOTO BpeMeH!
rpaMMMpPOBaHMe CUCTEM
PeaAbHOTO BpeMeHU
26. basosble THIIbI 37. basoBble TUIIBI CHICTEM
CcUCTeM
27. TlpepcTaBAeHue 38. IlpeacTaBAeHMe pOrpaMMbl
IIPOrpaMMbI
28. TpaHcasLus A3bI- 39. TpaHcasLYS SI3bIKA U BBIIIOAHEHVE
Ka 1 BBIITIOAHEHME
12. SDF OcHnoBel 29. AATOPUTMBI 1 40. TIpoexkTupoBaHMe U BHEADEHME aATOPUT-
paspaboTKyu MporpaMM- | MpOeKTUPOBaHue MOB B paspabotke 1O
HOTO obecreyeHst
(Software Development
Fundamentals)
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30. OyHpaMeH-
TaAbHbIE KOHLIENLIY
MPOrpaMMMPOBaHYS U

CTPYKTYPbI AAHHBIX

41.
IrpaMMMPOBaHMsA
42.

DyHAaMeHTaAbHbIe KOHLETILIUY ITPO-

q)yHAaMeHTaAbeIe CTPYKTYPbI AAHHBIX

31. Meroabl pa3pa 43. MeTtopb! pa3paboTKu
60TKI
13. SEIIporpammuas | 32. Ilpoueccs pas- 44. Paspaborka ITO
nmxenepus (Software paborku I1O 45. BAapeHMe MHCTPYMEHTaMM pa3paboTKu
Engineering) 11O
33. JKusHeHHbIl1 UUKA | 46. Paspaborka TpeboBanuit k [T1O
o 47. Tlpoextuposanue ITO
48. Koucrpymuposanue ITO
49. Bepuduxauus u Baaupauus ITO
50. 2Boarouusa ITO
51. Hapéxuoctp [TO
14. SF OcHoBbI 34. BprumcaureabHble | 52. BplumcAnTeAbHBIE CXEMBI
cucreM (Systems CXEMBI 53. MeXypoBHeBble KOMMYHMKALIUN
Fundamentals) 35. CocrosHue u 54. CocTosiHMe U MalIVHbI COCTOSHUS
MAIIMHBI COCTOSHUSA
36. Ilapaaaeansm 55. ba3oBoe BAapeHMe NTapaAAeA3BMOM
37. Ouenka 56. OueHka Mpon3BOAUTEAPHOCTY CUCTEMBI
38. PacrpepeseHue 57. PacmpepeaeHue pecypcoB 1 TIAQHUPO-
pecypcos BaHUe
58. 3naueHue 6AU30CTU
39. V3zoasuusa u 3a- 59. BupTyaausauus 1 u30AsALUS
LIUTA OTAEAbHBIX CPEeA 60. Hap@xHOCTb Yepe3 n30bITOYHOCTD

12.9 MoaeAb HaBBIKOB Kn0Oep0e3omacHOCTU AAsI KaTeropuu «MaremaTuka»

KaTeropm{ «MaremaTuka» Ip€AHAa3Ha4Y€Ha AAS pa3BUTHUA HABBIKOB, KOTOPbIE

SIBASIIOTCSI HAQyYHO-METOAMYECKON M MHCTPYMEHTAABHOI OCHOBOIT Kubepbesomac-

HOCTH.

AaHHast KaTeropusi BKAIOUAET CAEAYIOLIUI COCTaB AOMEHOB (IIpeAMETHBIX 00Aa-

cTen):

- ,A,]/ICKPETHaH MaTeMaTnkKa

- MareMmaTunyeckasi AOTUKA U TE€OopUsa aATOPUTMOB

- Teopml q)OpMaAbeIX A3BIKOB 1 aBTOMAaTOB

- Teopwsi rpadoB U ee IPUAOKEHMSI

- Aarebpa u reomeTpust

- AuddepeHiasbHOE 1 MHTETpaAbHOE MCUMCAeHNs 1 (Teopusi GyHKLMM OA-

HOVI ITepeMeHHO)
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- AuddodepeHinasbHoe U MHTErpaAbHOe UCUYUCAeHUsT 2 (Teopust PpyHKUMM
MHOTHUX [T€PEMEHHBIX)

- Kparnble uHTerpaasl, psiabl, Teopusi MOAsIOCHOBBI PYHKLIMOHAABHOTO aHa-
AM3a

- OcHOBBI PYHKLMIOHAABHOTI'O aHAAM3a

- Teopusa BeposATHOCTeN 1 MaTeMaTH4YecKas CTaTUCTUKA

- lccaepoBaHue onepayuii 1 METOADBI OITUMU3ALIMU

- BpruucaurteabHast MaTeMaTHKa

- Ilpuao>xeHus Teopuy BepoOsSTHOCTEN Y MaTeMaTU4eCKOM CTaTUCTUKU

AASL AQHHOJ KaTeropuy ONpeAeAeHbl CAEAYIOIIVE HABBIKM:

1. 3HaHue AOTMYECKOro ammnapara B 00beMe AOCTAaTOYHOM AASI ITOHVIMaHVSI AOTH-
4eCKMX OCHOB paboTbl DBM, crHTe3a 1 aHaAM3a CXeM AOTMYECKOTO MPOEKTUPOBAHMS
L1PPOBBIX YCTPONCTB

2. Vcroab3oBaHMe AOTMYECKVIX CPEACTB B PEASILIIOHHBIX 0a3aX AQHHBIX, B 3aAa4ax
CUTYALJIOHHOTO MOAEAVIPOBAHMSA U YIIPABAEHV

3. Mcnoab3oBaHMe ammapara TEOpUY MHOXECTB AASL GOPMaAM3aLli MOAEAEN B
IPUKAAAHBIX 00AACTSIX

4. VlcnoAp30oBaHMe amnapara TeOpUM MHOXKECTB AAST popMaAu3aliny IpeACTaBAE-
HVIS1 3HAHUN

5. Perrenne 3aAa4 KOMOMHATOPHOM ONITUMMU3ALN

6. IlpumeHeHue KOMOMHATOPUIKY AASI peLlIeHVsT 3aAa4 KOHEYHOI TEOPUY BEPOSIT-
HOCTeN

7. Baapenue teopueit rpadoB u AepeBbeB B 00beMe AOCTATOUHOM AAS PelLleHus
3apau AMCKPETHO MaTeMaTMKM, CeTEeBOTO MAAHMPOBAHMS, MOAEAVMPOBAHMS 3HAHMIL,
OIIMICaHMA IPOLIECCOB COLMAABHBIX CETEN, TIOTOKOB B CETSIX, IPUHSITHSA pelIeHNI

8. TloHsATHME SHTPOIMM, MOAEAM KAaHAAQ TIEPEAAUY AQHHBIX C IOMeXaMMu U 0e3 Io-
Mex

9.  TlpuHLMIIBI TOMEXOYCTOMUMBOIO KOAMPOBAHMSL, IOCTPOEHMSI CAMOKOPPEKTHPY-
IOILIVIXCS KOAOB, QATOPUTMbI KOAMPOBaHNS U X CBOMCTBA

10. BaapeHre AOTMYeCKVM BBIBOAOM B paMKax MCUMCAEHMSI BbICKa3bIBAaHMI U TIpe-
AVIKATOB

11. VcnoAb3oBaHMe AOTMYECKOTO ammapara AASl MPEACTAaBAEHMsS 3HAHUI U TIPU-
HATVSI pellieHNi1 B CUCTeMaxX yIPaBA€HMs, 3aAQ4 TEOPUY OHTOAOTMIA, TIPUKAAAHO (He-
KAACCUYECKOI1, HEYE€TKOM) AOTYKM 1 AOTMYECKOTO IIPOrPaMMUPOBAHMSI, AOTMIECKKX 6a3
AQHHBIX

12. TloHyMmaHue KOHLIENLUM BBIYMCAVMMOCTY U BBIMMCAVIMBIX (PYHKLIMIA, 3HAHUE OC-
HOBHBIX TEOPETNIECKIX MOAEAEN ITOHATIS AATOPUTMA

13. BaapeHue Teopueil CAOKHOCTU aATOPUTMOB AASL MCCAEAOBAHMSI AaATOPUTMOB
MPaKTUYECKMX 3aA4
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14. TloHsaTHst GOPMAABHOTIO SI3bIKA M IPAMMATUKY, KAACCUPUKALIVS U OTIPEAEAEHNIE
a0CTpaKTHBIX ABTOMATOB, CIIOCOOBI 3aAQHMSI SI3bIKA PACIIO3HAIOLIVIMY aBTOMAaTaMU 1 ITO-
POKAQIOLIMMY TPaMMaTUKaMU

15. Kaaccuduxaims rpaMmMaTiK XOMCKOT0, HaOOA€ee MCIIOAb3yeMble KAACChI IPaM-
MaTMK U QATOPUTMBbI PacllO3HaBaHMA SI3bIKOB 3TUX I'PAMMATHK

16. OcHOBBI TEOpUM AIHEVHBIX YPABHEHMI Y MATPUIHOI aATe€Opbl, AMHEIHBIX Ipe-
obpasoBaHuit U MeTOAOB pelteHrst CAAY.

17. Konuemniusi abCTpaKTHbIX BEKTOPHBIX IIPOCTPAHCTB (AVHENHBIX, EBKAVAOBBIX,
HOPMMPOBAHHbIX, YHUTAPHBIX) U MIX CBOJVICTBA

18. OcHOBBI TEH30PHOII AAT€OPBI Y IPEACTABAEHME 00 MX MCIIOAB30BAHUM B TEOPUY
MAILMHHOTO 00y4YeHMsI

19. OcHOBBI BEKTOPHOIT aAT€OPBI, ypaBHEHVS NIPSIMBIX U IIAOCKOCTEN B BEKTOPHOM
IPOCTPAHCTBe, adrHHBIE IPe0oOpa30BaHNS, IOHSATHUE IPYIIIIBI

20. TlpeacTaBAeHMe O AMHMSIX M TIOBEPXHOCTSIX BTOPOTO MOPsIAKA

21. BaapeHue Teopuei Ipymi (IpeXAe BCErO KOHEYHBIX) B AOCTaTOYHOM OOBbeMe
AASL MI3y4eHVsI TeOPUM YMCeA B Kpurrorpadum

22. OcHOBBI AP PEePEHLIIAABHOTO M MIHTETPAABHOTO MCUMCAEHVS (PYHKLIMM OAHO
VIAVI MHOTVIX IlepeMEHHBIX B 00beMe AOCTaTOYHOM AASI PeLIeHNs 3aAa4 MICCAEAOBAHVIS
byHKUMI, UX AMpPepeHLPOBaHYs, MHTEIPUPOBAHNS, MHTEPIIOASALMM Y allPOKCHMAa-
U

23. VicmoabsoBanue anmnapara A depeHLaAbHOTO Y MUHTETPAAbHOTO UICUMCAEHMS
AASL BBIYMICAEHVIS TTAOLIIAAEN TIAOCKUX QUI'YP, AAMHY AYTH, OOBEM U MAOLAAD TTOBEPX-
HOCTY T€AQ BpallieHN s

24. 3HaTb OIpeAeAeHVs NIPeAeAd, HeTpephIBHOCTY, AuddepeHIpyeMocTr GyHK-
LIMY MHOTMX ITepeMeHHbIX

25. BbIUMCAATD YaCTHbBIE IPOU3BOAHBIE, IPOM3BOAHBIE ITO HAIPABAEHUIO

26. CTpouTb KacaTeAbHYIO IIAOCKOCTb Y1 HOPMAAD K IIOBEPXHOCTH

27. HaxoauTb sKCTpeMyMbl GYHKLIM HECKOABKIIX IIepEMEHHBIX

28. YMeHMe BbIYMICASITb ABOJHbIE U TPOJHbIE MHTETPAAbI

29. VYMeHMe BbIMMCASTD IIOBEPXHOCTHbIE MHTEIPAADBI IIEPBOTO M BTOPOT'O POAQ

30. TToHATHS YCAOBHOM U aOCOAIOTHON CXOAMMOCTU PsIAQ. YMEHME PacKAaABIBAThb
¢byHkuuio B psia Oypbe 1 MCCAEAOBATD PSIA HA CXOAVIMOCTD

31. Tlpumeps! npuMeHeHus psIAOB 1 uHTerpasa Oypbe B Teopun 06pabOTKY CHrHa-
AQ

32. TlpeactaBaeHue o Teopuu noas Makceeasa. @opmyanl Ipuna, Octporpascko-
ro-laycca, Crokca.

33. TloHATUA: TOTOK BeKTOpa Yepe3 NOBEPXHOCTb, POTOP, LIMPKYASILIVSA BEeKTOPHOTO
MTOAS

34. OcHOBBI TeOpUM MepbI ¥ MHTETPUPOBAHNS; TEOPUY METPUYECKUX, HOPMUPO-
BaHHBIX 1 €BKAMAOBBIX IIPOCTPAHCTB
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35. OCHOBBI TEOPUM AVIHEIHBIX PYHKLIMIOHAAOB Y AVIHEMTHBIX OIIEPaTOPOB, BKAIOYASI
3AEMEHTbI CIIeKTPAAbHOTO aHaAM3a.

36. YMmeHUe MpUMeHATDb PYHKLIMOHAABHBIN aHAAK3 B PELIEHNM IPUKAAAHBIX 3aAQ4.

37. BaapeHye OCHOBHBIMM ITOHATUAMY, 3aKOHAMM, PACIIPEAEACHMSIMY TEOPUK BEPO-
SITHOCTU B 00beMe, AOCTATOYHOM AASI pa3pabOTKV U aHAAM3A CTOXaCTUYECKIX MOAEAEN
HEAETEPMUHMPOBAHHBIX MPOLIECCOB U SIBACHMSI B PA3ANYHBIX IPUKAAAHBIX 00AACTSIX

38. TloHumanHue KoHLenuy BIOOPKU. OCHOBHBIE UMICAOBBIE XapaKTEPUCTUKM Pac-
peAeAeHU

39. YmeHue penatb 3apa4y TOYEYHOTO M MHTETPAABHOTO OLIEHMBAHMS pacIpeAeAe-
HUA ITapaMeTPOB

40. YmeHue peliaTb 3aAauy IPOBEPKY TMIIOTE3.

41. BaapeHVe MeTOAAMM AMHENHOTO M HEAVHEIHOTo IPOrpaMMUpPOBaHMs, LIeAO-
YMICAEHHOT'O ITPOrPaMMMPOBAH U 9BPUCTNYECKMMI METOAAMM ONITMMU3ALINA AASL pe-
IIEHNS 3aAQ4 B TIPMKAAQAHBIX 00AACTSIX

42. Kaaccuduxaiysi MaTeMaTUdeCKUX MOAEAEN TPUHSTHS PEelleHVs] B YCAOBMSIX
KOH(MAMKTA.

43. YMeHMe IpMMEHATD aNllapaT TeOpUY UTP, B YaCTHOCTU, MAaTPUUHBIX UT'D, KOHEY-
HbIX, 0€CKOHEUHBIX, AV ePEHLIMAABHBIX UTP AASL MOAEAVIPOBAHMS CUTYALMs B CUCTe-
MaX IPUHATUS PEeLIeHN.

44. BaapeHye METOAAMU IPUOAVDKEHHBIX BBIYMCAEHNI, BKAIOYAS: MIHTEPIIOAVPOBA-
HI1€, YVICAEHHOE VIHTETPUPOBAHIE, METOADI pelileHys 3apaunt Koty AAsT 00bIKHOBEHHBIX
A depeHiaapHbIx ypaBHeHui1, peleHrie CAAY, pasHOCTHbIE METOABI AASI YpaBHe-
HUJ B YaCTHBIX IPOM3BOAHBIX, UTEPALMOHHbIE METOADI PellleHN s CETOYHbBIX yPaBHEHMI]

45. YMeHue NpaBMABHO BBIOMPATb UVICAEHHBIVI METOA AAS PelleHVs 3aAauy, MC-
MIOAB30BaTb COOTBETCTBYIOLMiE MaTeMaTYeCcKy MaKeTbl. YMeHMe MPOBOAUTD YMCAEH-
Hble PacyeThl HA apaAAeAbHbIX OBM

46. YMeHMe MCIIOAb30BaThb alIapaT CAy4YalHbIX IIPOLIECCOB 1 CTOXaCTUYECKOTO MO-
AEAVIDOBAHNS AASI ICCAEAOBAHMS ITPOLIECCOB U SIBAEHUIT B IPUKAAAHBIX 00AACTSIX.

CrpykTyprpoBaHue KaTeropuu HaBbIKOB «basosble HaBpiku Computer Science»
npuBepeHo B Ta6. 12.9.

Tabaua 12.9
AOMeHbI, MOAYAY, HABBIKM KaTeropuu «MareMaTuka»

AoMeHbI Moayan Happiku / 3HaHNEe TeM
AuckpeTHas MaTreMma- 1. DBasoBas aoruka 1. 3HaHMe AOTMYECKOro anmapara B o6beme
THKA AOCTAaTOYHOM AASI IOHMMAHVST AOTYYECKUX

0oCHOB paborel DBM, cuHTe3a 1 aHaAU3a CXEM

AOTMYECKOTO MPOEKTUPOBAHNS LINPPOBBIX

YCTPOJCTB
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2. Vicrioap3oBaHMe AOTUYECKUX CPEeACTB B
PeAALIVIOHHBIX basax AAQHHBIX, B 3aAavdaX CUTY-

ALMOHHOI O

2. BBepenue B Teo-

pu0 MHOXECTB

3. VicnoabsoBaHue anmapaTa TeOpUM
MHOXeCTB AASI GOpMaAU3aLNY MOAEA€N B
MPUKAAAHBIX 00AACTAX

4. Vicrmoab3oBaHMe aImapara Teopun
MHOXeCTB AAsT GOpMaAU3aLny IIPEACTABAEHNS

3HAHUI

3.  Kombunaropuka

5. PeureHue 3apa4 KOMOMHATOPHOI OITU-
MM3aLUN
6. TIpuMmeHeHVEe KOMOMHATOPUKM AASL pe-

LIEHNST 3aAQ4 KOHEUHO Teopun BGPOHTHOCTeﬁ

4. Teopus rpados u

A€EpPEBHEB

7. Baapenne Teopueir rpadoB 1 A€peBbeB
B 00'beMe AOCTaTOYHOM AASI PeLIeHMsI 3aAa4
AVICKDETHOI1 MaTeMaTVKH, CEeTeBOTO IIAQHM-
POBaHMsI, MOAEAVPOBAHMSI 3HAHNI, OTIMCAHMS
MTPOLIeCCOB COLMAABHBIX CeTell, TOTOKOB B

CeTSIX, IPUHATHS pellleHni

5. BBeaeHue B T€o-

PpUI0 KOAMPOBAaHMA

8. TloHsTHME SHTPOIUM, MOAEAM KAHAAQ
IepeAauy AQHHBIX C IoMexamu 1 6e3 momex

9.  TIpMHLMITBI TOMEXOYCTONYMBOTIO KOAU-
POBaHUsI, MOCTPOEHMsI CAMOKOPPEKTHPYIO-
IMXCST KOAOB, QATOPUTMbI KOAVMPOBAHMS 1 X

CBOJCTBA

MareMmaTuyeckast
AOTVIKA U TEOPU AATO-

pUTMOB

6. MaremaTuueckast

AOTUKaA

10. BaapeHue AOTMYECKUM BBIBOAOM B paM-
KaX MCYMCAEHNS BBICKA3bIBAHUIL U IIPEAVIKATOB

11. VicnmoAb3oBaHue AOTMYECKOro armapara
AASL TIPEACTAaBA€HUA 3HAHUIL U IPUHATUA pe-
LIEHUI B CUCTeMaX yIpaBAeHMs, 3apad TeOPUM
OHTOAOT U, IPUKAAAHOT (HEKAACCUYECKOTT,
HEYETKOM) AOTUKU U AOTMIECKOTO IPOrpaMMu-

poOBaHMsA, AOTUYECKUX 6as AAQHHDbIX

7. Teopus aaropurt-

MOB

12. TToHuMaHUe KOHLEMLUU BBIYMUMCAUMOCTU
Y BBIYMCAMMBIX (PYHKLMIT, 3HAaHME OCHOBHBIX
TeopeTUYeCKNX MOAEAel TOHATUSA AaATOPUTMA

13. BaapeHue Teopuey CAOSKHOCTY aATOPUT
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MOB AAS VICCAEAOBAHUA AATOPUTMOB IIPAaKTU-

YeCKMX 3apaq

Teopust popmMaAbHBIX

A3bIKOB 1 aBTOMATOB

8. Teopus popmanb-
HBIX SI3bIKOB 11 aBTOMA-

TOB

14. Tlousttusi pOPMAABHOTO SI3bIKA U
rpaMMaTUKM, KAacCU(UKaLMs 1 OTIpeAeAeH e
a0CTPaKTHBIX aBTOMATOB, CIIOCOOBI 3aAAHMS
s13bIKa PACIIO3HAIOUIMMY aBTOMAaTaMM U IT0-
PO’KAQIOIVIMY IPaMMaTUKaMU

15. Kaaccudukaiysi rpaMMaTiK XOMCKOTO,
HanboAee MCIIOAb3yeMble KAACCHI PaMMAaTUK
Y1 AATOPUTMBI PACIIO3HABAHMS S3BIKOB 9TUX

rpaMMaTUK

AArebpa u reomeTpus

9. AuHelHas aAre-

6pa

16. OCHOBBI TEOPUY AVHEIHBIX YPaBHEHUI 1
MAaTPUYHOI aATeOPBI, AVHEIHbIX IIpeobpa3oBa-
Hui1 U MeTOAOB pemteHuss CAAY.

17. KoHuernuust abCTpaKTHBIX BEKTOPHBIX
IIPOCTPAHCTB (AVHEITHBIX, EBKAUAOBBIX, HOD-
MUPOBaHHBIX, YHUTAPHBIX) 1 X CBOMCTBA

18. OCHOBBI TEH30PHON AATEOPBI U TIPEA-
CTaBA€HME 00 VX MICIIOAb30BAaHUM B TEOPUY

MaIIVMHHOI'O o6yqe1-[1/m

10. AHaAnTnyeckas

reoMeTpusAa

19. OcHOBBI BEKTOPHOI aATe€OPBI, YpaB-
HEHMSI IPSIMBIX U TAOCKOCTEN! B BEKTOPHOM
IIPOCTPAHCTBE, adprHHbIE IpeobpasoBaHus,
TIOHSTYE TPYTIITbI

20. TlpeacTaBAeHMe O AMHMSIX U TIOBEPXHO-

CTSX BTOPOTO MOPsIAKA

11. O6uias aarebpa

21. Baapenue Teopueit rpymil (IIpexAe BCETO
KOHEYHBIX) B AOCTATOYHOM OObeMeE AASL U3yYe-

HUSI TEOPUM YMCEA B KpuUIiTorpapumn

AuddepeHnimasbHoe u
VHTETPAABHOE MICUMCAE-
Hus (Teopust GyHKUUM

OAHOII [TepEeMEHHOIT)

12. Teopusa GpyHKumit

OAHOI1 IIepeMeHHOMI

22. OcHOBbI A bepeHIaAPHOTO U MHTe-
IPaABHOTO VICYMCAEHVIST GYHKLIMY OAHOV UAU
MHOTUX IIEPEMEHHBIX B 00'beMe AOCTATOYHOM
AAST PELIeHNsT 3aAa4 UCCAEAOBAHNS QYHKLNIL,
nx A depeHIPOBAHNS, UHTET PUPOBAHNS,
VHTEPIIOASILIMY U AIIPOKCUMALIUU

23. Vcnoab3oBanue anmapara AuddepeH-
LMaABHOTO U MUHTET PAABHOTO UCUUCAEHHUST AAS

BBIYMCAEHMSI TAOLIAAEN TAOCKUX GUTYD,
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AAVIHY AYTY, OOBEM U TIAOLAAD TOBEPXHOCTU

TeAad BpallleHN s

AuddeperyuarpHoe u
VHTErPaAbHOE UCYUCAE-
Hus 2 (Teopust GyHKLMU

MHOTUX IIepeMEeHHBIX)

13. Teopus GyHKLmI

MHOTVX INIePpEMEHHbIX

24. 3HaTb OIpeAeAeHUs NPeAeAa, Herpe-
pbIBHOCTU, AuddepeHLpyeMocTH GyHKLMM
MHOTMX NTepeMeHHbBIX

25. BpIYMCAATD YacTHBIE IPOU3BOAHBIE, IPO-
M3BOAHDIE IO HAaIIPAaBAEHUIO

26. CTpouTb KacaTeAbHYIO IIAOCKOCTb 1
HOPMaAb K TIOBEPXHOCTH

27. HaxoAMTb 3KCTpeMyMbl GyHKLINY He-

CKOABKUX INIEPEMEHHbIX

KparHble MHTerpaAsl,

PAADBL, TeOpus MOAS

14. KparHble uHTe-

rpaAbl

28. VYMeHMe BbIMMCAATDH ABOVIHbIE U TPOJIHBIE

VIHTETIPaAbl

15. TloBepxHOCTHbIE

VHTEr'paAbl

29. VYMeHMe BbIMMCAATDH TIOBEPXHOCTHbIE

VIHTEI'PaAbI IIEPBOTO 11 BTOPOI'O poOAa

16. Psabl v uHTETpa-

Abl Qypbe

30. TloHATMA YCAOBHOM 1 a0COAIOTHO
CXOAVIMOCTH PSIAQ. YMEHMEe PaCKAAABIBATh
¢dyukuuio B psip Oypbe 1 NCCAEAOBATH PSIA Ha
CXOAMMOCTD

31. TIpumepsl IpYMeHEHNUs PSIAOB U MHTe-

rpara Pypbe B Teopyuy 06pabOTKM CUTHAAQ

17. Teopus nmoas

32. TIOHATHMS YCAOBHOM U a0COAIOTHOM
CXOAVMMOCTHU PSIAQ. YMeHMe PAaCKAAAbIBATD
¢dyHxumio B psip Dypbe 1 ICCAEAOBATD PSIA Ha
CXOAMMOCTD

33. IlpuMepbl NpUMeHEeHUs PSIAOB U VHTe-

rpara @yppe B Teopun 06pabOTKM CUTHAAQ

OcHOBBI PyHKLMO-

HAaAbBHOTO aHaAl3a

18. A6cTpakTHbBIE

MPOCTPaHCTBA

34. OcHOBBI TEOPUY MePbI 1 UHTETPUPOBA-
HSI; TEOPUY METPUYECKUX, HOPMUPOBAHHBIX U

€BKAMAOBBIX IIPOCTPAHCTB

19. AuneitHble GyHK-

LMOHAABI U OII€EPATOPbI

35. OCHOBBI TEOPUY AVHENHBIX QYHKLIM-
OHAAOB U AVIHEITHBIX OIIEPAaTOPOB, BKAIOYAs
SAEMEHTBI CIIEKTPAABHOT'O aHAAM3A.

36. YMmeHue NpUMeHSTb QYHKLMOHAABHBII

AHAAN3 B pEIIEHNN IIPUKAAAHBIX 3aAa4

Teopus BeposAITHOCTeI
Y MaTeMaThyeckKast

CTAaTUCTUKA

20. Teopus BeposT-

HOCTel

37. BaapeHUe OCHOBHBIMU MOHSTUSMMU, 3a-

KOHaMU, pacClipeA€ACHUSAMU TEOPpUN BEPOATHO-

CTU B 00'beMe, AOCTATOUHOM AAS pa3paboTKu
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U aHaAM3a CTOXAaCTUYECKUX MOAEAEI HeAe-
TePMUHMPOBAHHBIX ITPOLIECCOB U SIBA€HUS B

PaSAMYHBIX IPUKAAAHBIX O b6AacTaX

21. MaremaTuueckast

CTAaTUCTUKA

38. TToHmmaHMe KOHLEMLNM BBIOOPKMU.
OCHOBHbBIE YIICAOBbIE XapaKTEPUCTUKU pac-
MpeAeAeHUIT

39. YMmeHue pemarb 3apauy TOYEUHOIO U
VHTEIPAaAbHOTO OLileHMBAHNs PacIIpeAeAeHUs
rapaMeTpoB

40. YMmeHMe pellaTb 3aAa4uy IPOBEPKU

TUIoTe3

MccaepoBanHue

onepayuint

22. 3apauy ONTUMU-

ALK

41. BAapeHUue MeTOAaMU AMHENHOTO U He-
AVIHEJTHOTO ITPOTrpaMMUPOBAHNs, LIEAOYNCAEH-
HOT'O POrPaMMUPOBAHNS U 9BPUCTUYECKUMU
METOAQMU ONTHMMU3ALUY AASL peLlleHMsT 3aAa4 B

MIPUKAAAHBIX 00AACTAX

23. Teopus urp

42. Kaaccuduxauysi MaTeMaTuaecKmx
MOAEA€IT IPUHSTHUS PEeLIeHNs B YCAOBUSIX
KOHAMKTA.

43. YMeHMe MPUMEHSITD aNapar TeoOpun
WP, B YACTHOCTHU, MATPUYHBIX UT'P, KOHEYHBIX,
6ecKOHEeUHBIX, AUPPEPEHLMAABHBIX UTP AAST
MOAEAMPOBAHUS CUTYALVsI B CUCTEMaX [1pU-

HSTYSI pelleHI.

BrruncaureabHast

MaTeMaTuKa

24. YucaeHHbIe

METOABI

44. BaapeHMe MeTOAAMU IPUOAVDKEHHBIX
BBIYMCAEHMIA, BKAIOYAS: MIHTEPIIOAMPOBa-
HII€, Y/ICAEHHOE MHTEIPUPOBAHILE, METOABI
perteHyst 3apaun Kot AAsT 06BIKHOBEHHBIX
AvibdepeHIMaAbHBIX yPaBHEHWIA, pellleH1e
CAAY, pasHOCTHBIE METOABI AASI yDAaBHEHMI B
JaCTHBIX IIPOM3BOAHBIX, UTEPALIVIOHHbIE METO-

AbI pelIeHV CETOYHbIX ypaBHeHmﬁ

25. Maremaruyeckue

ITaKeThbl

45. YMeHMe NMPaBUABHO BBIOVPATD YMCAEH-
HBIIl METOA AASL PEIIeHMS 3aAa4H, ICIOAB30-
BaTbh COOTBETCTBYIOIME MaTeMaTUIEeCKM MaKe-
TBL. YMeHMe IPOBOAUTD YMICAEHHBIE PAaCYeThl

Ha rapaaAeAbHpix DBM

Ipuaoxenus Teopun

26. Cay4aifHbIe Ipo-

46. YMeHMe MCITOAB30BaTh aINapaT CAyYail-
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BepOHTHOCTeI;[ n marte- LHeCccChl HBIX ITPOLIECCOB 1 CTOXACTUYECKOI'0 MOAE-

MaTUYeCKOM CTaTUCTUKU AVIDOBAHMA AAST UICCACAOBAHNA IIPOLIECCOB 1

SIBAEHUII B TIPUKAAAHBIX obAacTsax.

12.10 MoaeADb HAaBBIKOB KIOepP0€e30MacHOCTHU AAS KaTeropuu «MeHepKMeHT

NIPOEKTOB U CUCTEMbI MEHECAKMEHTA KauecTBa»

LleAbI0 AQHHOM KaTeropuy SIBASIETCS OINPEAEAEHVE HaBBIKOB AASI CAEAYIOIIeN
rpynnbl AOMEHOB:

- IlpoexTHBIIT MEHEAXXMEHT

- CucreMbl MEHEAKMEHTA KayeCTBa.

AAST AQHHOJ KaTErOpuM ONPEAEAEH CAEAYIOIUI COCTAB HABbIKOB:

1. MeToAMYeCKIE OCHOBBI M CTEHAAPTHI TPOEKTHOTO MEHEAXKMEHTA.

2. OCHOBHbIE METOAOAOTUM YIIPAaBAEHUSI MPOEKTaMU U MX INPUMEHEHMEe Ha
NPaKTUKe.

3. Meroauyeckrie OCHOBBI MPOEKTHOIO MEHEAKMEHTa B COOTBETCTBUM CO
craupaprom PMI PMBOK® Guide.

4. HasHayeHue ¥ CEMaHTUKA OCHOBHBIX BUAOB YIIPAaBA€HMsI B IIPOEKTHOM Me-
HEeAKMEHTe.

5.  OCHOBHbBIE UHCTPYMEHTBI YIIPABAECHUS IIPOEKTOM.

6. MeroauyecKre OCHOBbI M CTAaHAAQPThl MeHeAKMeHTa KayectBa (cepun 1SO
9000).

7. Paspaborka u IpuMeHeHue AOKYMEHTaLUM CUCTEMbl MEHEAKMEHTa Kaye-
CTBa.

CrpyKTyprpOBaHue KaTeropuy HaBBIKOB «MeHeA)XMEHT IIPOEKTOB U CUCTEMBI
MEeHeAKMEeHTa KauecTBa» mpuBeaeHo B Tab. 12.10.

Tabauna 12.10
AOMeHbI, MOAYAU, HABBIKM KaTeropun «MeHeAKMEHT IMPOEKTOB U CUCTEMbI Me-
HEAXKMEHTA

AoMeHbI Moayan Hagpixu
ITpoeKTHBIN MeHeA- 1. Mertopnyeckue 1. MeToAMNu€eCKME OCHOBbBI U CTEHAAPThI
SKMEHT OCHOBBI IIPOEKTHOTO MIPOEKTHOTO MEHEAXKMEHTA
MeHEeAXMeHTa
2. MeTopororunu 2.  OCHOBHBIE METOAOAOTUY YIPABAEHNUS
praBAeHI/lﬂ HpOEK— HpOGKTaMI/I n ux HpI/IMEHeHI/Ie Ha HpaKTI/IKe
TaMu
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3. Cranpapr PMI
PMBOK® Guide

3.  MeroanuecKrie OCHOBbI IPOEKTHOTO
MEHEeAXMEHTA B COOTBETCTBUU CO CTAHAAPTOM
PMI PMBOK® Guide

4.  OCHOBHbIE BUABI
yIIpaBA€HUS B IIPOEKT-
HOM MEHEAXKMEHTe U UX

HasHa4YeHNne

4, HasHaueHMe U CeMaHTMKa OCHOBHBIX BU-

AOB YIIpPaBA€HUA B IPOEKTHOM MEHEAJKMEHTE

5. VIHCTpymeHTbI

YHpaBA€HNS IIPOEKTOM

5. OCHOBHbIE MUHCTPYMEHTbI YIIPAaBAEHUS

IIPOEKTOM

CucreMbl MEHEAKMEH-

Ta KayecTBa

6. HasHaueHue,
OCHOBHBI€ TIOHATUS U
MTOAOXKEHMSI CTAaHAQPTOB
CHUCTEMbI MEHEA)KMEHTA
kayectsa ISO 9000, ISO
9001, ISO 9004

6. MeToAMYECKIE OCHOBBI I CTAHAAPTHI
MeHeAXMeHTa KayecTBa (cepuu [SO 9000)
7. PaspaboTKa 1 IpUMeEHEHMEe AOKyMeHTa-

U CUCTEeMbI MEHEAKMEHTA KadeCTBa

12.11 MoaeADb HaBBIKOB KII0ep0€e30MacHOCTU AASI KATETOPUU « YHUBEPCAAD-

HbI€ TPYAOBBIE I COLMAAbHO-AMYHOCTHBIE (MsArkue) HaBbIKu (Soft skills)»

LleAbI0 AQHHOM KaTeropuy SIBASIETCS OINPEAEAEHME HaBBIKOB AASI CAEAYIOIIeN

I'pynIibl AOMEHOB:

- IIpodeccuonarmam (Professionalism)

- TlcuxoAorust B KOAAEKTUBE

- AMYHOCTHBIE KauyeCcTBa

AAsI AQHHOJ KaTeropuy ONpeAeAeH CACAYIOIMIT COCTaB HaBbIKOB:

VIHTeAAeKTyaAbHast COOCTBEHHOCTD

1.
2. KoMMmyHUKabeAbHOCTD
3.
4. ODKOHOMMYECKOE MBILIAEHUE
5. DTUYECKUI KOAEKC
6. IOpuanyeckoe MblliAeHME
7.
8. YmpaBAeHMe M3MeHEHUSIMU
9. CrpeMmAeHUe K aBTOMATU3ALUHU
10.

HBIX IPYIII

ITocTosiHHOE HpO(l)eCCI/IOHaAbHOC pasBurue

Pabora B KOMaHA€E€ I AMHOCTHBI€ HAaBbIKI

Cucrema IOBEACHMA U IICUXOAOTUYIECKMX IIPOLIECCOB BHYTPU 1 BHE COLIMMAADb-

11. Kputudeckoe, aHaAUTUYECKOE U CUCTEMHOE MbILIAEHME

12. eraTI/IBHOCTb " OTKPBITOCTb K MHHOBALIVAM
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CTpyKTypUpOBaHU/€e KAaTErOpUU HABBIKOB «YHMBEPCAAbHbIE TPYAOBBIE U COLM-
AAbHO-AMYHOCTHBIE (Msirkue) HaBbiku (Soft skills)» npuseaero B Ta6. 12.11.

Tabauma 12.11

AOMeHbDI, MOAYAU, HABbIKM KaTeropyuM « YHUBepPCAAbHbIE TPYAOBbIE M COLIMAABHO-

AVMYHOCTHBIE
AoMeHbI Moayan HaBbiku
Ipodeccronaansm 1. Tlpodeccuonaan- 1. TToctosaHHOe mpodeccuoHaAbHOE pas-

(Professionalism)

HbI€ KaueCTBa

BUTHUE
2. KommyHUKabeAbHOCTD
3. Pabora B KOMaHAE ¥ AMMHOCTHbIE Ha-
BBIKU
4. DKOHOMUYECKOE MbIIIAEHNE
DTUYECKUIT KOAEKC
I0Opupnyeckoe MblliaeHne

5
6
7. VIHTeaAeKTyaAbHasi COOCTBEHHOCTD
8. YmpaBAeHMe M3MeHEHUSMU

9

CTpeMAex—me K aBTOMaTU3aluuun

TTcuxoAoOrst B KOAAEK-

TUBE

2. IpynnoBas puHa-

MUKA U TICUXOAOT U

10. Cucrema ITIOBEAEHUA U IICUXOAOTIMYECKUX

IIPpOLECCOB BHYTPU M BHE COLIMAADHBIX I'DYIIIT

AMYHOCTHBIE KauecTBa

3.  Kpurnueckoe,
AHAAUTUYECKOE U CU-

CTEeMHO€ MbIIIA€HN/E

11. TIposiBAeHVe KpUTUYECKOTO, aHAAUTHYE-
CKOT'O ¥ CUICTEMHOTO MbIIIACHMSI B IPOU3BOA-

CTBEHHOM AESITEABHOCTU

4. KpeatuBHOCTD U
OTKPBITOCTb K MHHOBA-

LVSM

12. KpeaTuBHOCTb MBILIAEHMS U OTKPBITOCTD

K V[HHOBaHMOHHOﬁ AEATEAPHOCTU

Bcero ompeaeaeno: 282 HaBblKa, U3 HUX 112 oTHOCATCS K (PyHAQMEHTaAbHON

MOATOTOBKE; 171 MOAYAB, 13 HUX 71 OTHOCUTCS K GYHAQMEHTAABHOI TIOATOTOBKE.

12.12. AoMeHHbIe HAaBBIKI

OHpeAEAHIOTCH B 3aBMICMIMOCTH OT KOHTEKCTA p€aAn3aliiit pOAN.
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13. 3akAueHue

LleABI0 AQHHOJVI KHUTH SIBASIAQCH Pa3pabOTKa MOAEAV HABBIKOB B CTOAb aKTYaAb-
HOIT 00AaCTH, KaKOI SIBASIETCSI KOephe30macHoCTb.

KHura copep>XUT aHaAM3 METOANYECKMX OCHOB KOepO€e30MacHOCTH C LJEABIO BbI-
SIBA€HUsI TpeOOBaHUI K y4€OHBIM IIPOrpaMMaM AASI IOATOTOBKM COOTBETCTBYIOIIX
npodeccroHaAbHBIX KaApOB. Kitbep6e30macHOCTh B KHIUT'e paCCMaTPUBAETCSI C TPEX
TOYEK 3pEHUS:

BO-TIEPBBIX, KAK 00AACTh AESITEABHOCTH, KOTOPAS OMMCHIBAETCS Ha SI3bIKE HABBI-
KOB, KOMITETEHLIWI, POA€IL, TPOoUA€ll C UCIIOAb30BaHIEM COBPEMEHHBIX MEXXAYHa-
POAHBIX CTAHAQPTOB AAS UIX OTIPEAEAEHMS,

BO-BTOPBIX, KaK OOIIVpPHeIIIasi HayYHO-TIPMKAAAHAsE 00AaCTb 3HAHUI U TEXHO-
AOTMIL, KOTOPasi IPEACTABASIETCSI B BUAE MOAEA€I BEPXHErO YPOBHS, T.€. apXUTEK-
TYPHBIX MOA€EA€IT MAY TAKCOHOMMUIA, @ TAKOKe CTAHAAPTU30BAaHHBIM CBOAOM 3HAHMII
(CyBOK) 1 cucteMoi1 CTaHAQpPTOB,

B-TPEeThUX, KaK 00AaCTh 00pa30BaHMsI, OPMEHTUPOBAHHAS HA TIOATOTOBKY IIPO-
(beccroHaABHBIX KaAPOB IO K1OepOe30macHOCTH, MPeACTaBAsieMasl TaKMMM CYIIj-
HOCTSIMU, KaK CTAHAQPTHM30BaHHbIE HA MEXXAYHAPOAHOM YPOBHE yuyeOHO-MeToANYe-
CKMe MaTepUaAbl AU KYPPUKYAYMBI ¥ COOTBETCTBYIOLIVE IM Pe3YAbTAThl 00y4eHMsI
(outcomes).

Takum 06pa3oM OCHOBY AQHHOJ KHUTY U NPOLIeCCa MOCTPOEHMSI MOAEAY HaBbl-
KOB AAsI KM0Oep0Oe30IacHOCTY COCTaBMA BCECTOPOHHUI aHAAN3 COBPEMEHHBIX METO-
AOAOTMYECKVX PeLIeHMIT M CTAHAAPTOB, CBSI3aHHBIX C KAaccuUKaLen 1 OIUCaHM-
eM podeCcCMOHAABHBIX pOAelt (HaBbIKOB/ KoMmeTeHLui1/ podeccuit/ mpoduaeir) B
obaacTu KnbepOe3omnacHOCTH, apXUTEKTYPHBIX MOAEAEN caMoll Kubepbe3omacHo-
CTU, pacCCMaTpUBAEMON KaK OOIIMPHOI 00AACTY HAYYHBIX U IPUKAQAHBIX 3HAHUIT U
TEXHOAOTUI, & TAaKKe aHAAM3 MIMEIOIIMXCSI MHCTPYMEHTOB CUCTEMBI 00pa3oBaHMs,
TaKMX KaK MEKAYHapOAHBIE CTAHAQPTBI KyPPUKYAYMOB. [Ipy 3TOM B POBOAMMOM
aHaAM3e HaBbIKV CTABMAVICh BO BIAYBY YIAQ KaK FAaBHAsI LIeAb AASI CICTEMBI 00pa3o-
BaHMs. B KHUTe IpeACTaBAEH CPaBHUTEABHBIN aHAAM3 HaOOA€e MTOMYASIPHBIX CTaH-
AQPTOB OIMMCAHMS HABBIKOB UM KOMITETEHIINI, HA OCHOBE KOTOPOTO IPEAIOYTEHME
oTpaHo ctaHpapTaM SFIA Bepcuu 7, kak HanboAee IPOABMHYTBIM B 3TOM cdepe.

PesyapTaTOM pabOTBI aBTOPCKOTO KOAAEKTMBA SIBMAACh Pa3pabOTKa MOAEAM Ha-
BBIKOB AAsI obAacTu kubepbesomacHocTu (nHdpopmaumoHHo 6Ge3omacHocTh). B
YaCTHOCTY B PaMKaX AQHHOI MOAEAY pa3pabOTaHbI CAEAYIOLIIE aCIIEKThL:

- ApXMTeKTypa CUCTeMbI HaBBIKOB K1Oep-0€30IacHOCTH B BUAE MiepapXUIeCKoil
CTPYKTYPBbI, BEPXHUI YPOBEHb KOTOPOI1 onpeAeAsieT Habop kateropui (11 xarero-
puit), KOTOPBIT PasyKpPYITHSIETCsSI HA AOMEHbI MAU IIpeAMeTHbIe 00AaCTM HaBBIKOB/
3HaHui1 (6oaee 60), KOTOpbIe B CBOIO OYEPEAb CTPYKTYPUPYIOTCS Ha MOAYAH (6oaee
170 moayAelt HAaBBIKOB/3HAHMIT).
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- Habop us 6oaee yem 280 HaBBIKOB KrbepbesomacHOCTH (ITPEeAMETHBIX), KOTO-
pble CBSI3BIBAIOTCSI C COOTBETCTBYIOIMMU UM MOAYASIMU U OIIPEAEASIIOT LIEAU TTOA-
rOTOBKU MPOdeCCHOHAAOB 10 Kubepbe30macHOCTH.

- CemaHTMKa HAaBBIKOB K10OEpOE30MacHOCTM B TEPMUHAX «3HAHUS/YMEHMSI», C
LIeABIO OIIpeAeAeHNsT TpeOoBaHUI K 00pa3oBaTEAbHOI A€STEABHOCTH 110 IOATOTOB-
Ke HaBBIKOB.

- CemanTuka HaBbIKOB SFIA, MMeIMX HEMOCPEACTBEHHOE OTHOILIEHME K A€sI-
TEABHOCTU B 00AaCTY K1Oep0Oe30MmacHOCTH, B TEPMUHAX «3HAHNSI/YMEHUSI», C LIEABIO
OLIeHKU aAeKBAaTHOCTY pa3dpabOTaHHON MOAEAM HABbIKOB KOepOe30macHOCT.

[TopayuyeHHBIE pe3yAbTAThl MAAHUPYETCS] MCIIOAB30BATh B KAaueCTBE METOAUYE-
CKOIT OCHOBBI TIpu paspaboTke cBoaa 3HaHum (BOK) mo kubep6e3omacHOCTH MHO-
TOLIEAEBOTO KYPPMUKYAYMa AASI IIOATOTOBKM KaApOB PasHOro 0OpasoBaTeAbBHOrO
ypoBHs (6akaraBpuar/ Maructparypa/ Aom.obpasoBaHue) Mo KubepOe30macHoCTH,
00pa3oBaTeAbHBIX CTAHAAPTOB BCEX YPOBHEN IIOATOTOBKM CITELIMAAKCTOB B 00AaCTH
K1bepbe30macHOCTH.
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